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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

SOUTHERN DIVISION
PROXYCONN, INC,, Case No. SACV11-01682 AG (JPRx)
Plaintiff COMPLAINT FOR PATENT
INFRINGEMENT
Vs.
HEWLETT-PACKARD COMPANY,| JURY TRIAL DEMANDED

Defendant.
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Plaintiff Proxyconn, Inc. ("Proxyconn") alleges as follows:
PARTIES

1. Plaintiff Proxyconn is a California corporation with its principal place
of business located at 3211 S. Shannon Street, Santa Ana, California 92704.

2. Defendant Hewlett-Packard Company ("HP") is a Delaware
corporation with its principal place of business at 3000 Hanéver Street, Palo Alto,
California 94304. HP has appointed CT Corporation System, 818 W. Seventh
Street, Los Angeles, California 90017, as its agent for service of process.

JURISDICTION AND VENUE

3.  This action arises under the patent laws of the United States, Title 35

of the United States Code. Accordingly, this Court has subject matter jurisdiction
under 28 U.S.C. §§ 1331 and 1338(a).

4, Venue is proper in this District under 28 U.S.C. §§ 1391 (b)-(d) and
1400(b) because HP is subject to personal jurisdiction in this District, has
committed acts of patent infringement in this District, or has a regular and
established place of business in this District.

FACTUAL BACKGROUND

5. Proxyconn was founded in 2001 in Santa Ana, California. It remains

based in Santa Ana today.

6.  Proxyconn was started to address the problem of demands of users of
networks, such as the Internet, to instantly receive content over the network.
While other solutions simply relied on increasing available bandwidth, Proxyconn
sought a more intelligent solution that could be used with existing technology and
bandwidth.

7. As a result, Proxyconn created a technology that used existing
technological limitations while making the use of networks effectively many times

faster than previously possible. Proxyconn filed a patent application on its novel

1

COMPLAINT




RUSS, AUGUST & KABAT

WO 1 O th B W B e

[V S 1 TN ¥ TR G TR 6 T N N NG SR N N S B R S i e e e e e ey

ase 8:11-cv-01682-DOC  Document1 Filed 11/03/11 Page 3 of 28 Page ID #:3

technology. As a result of that patent application, Proxyconn was awarded United
States Patent No. 6,757,717 ("the '717 patent").
8. Proxyconn's technology was used by hundreds of ISPs and hundreds
of thousands of users in the US and throughout the world, and is still being used.
COUNTI
(Infringement of U.S. Patent No. 6,757,717)

9.  Proxyconn is the owner by assignment of the '717 patent. The "717
patent is entitled "System and Method for Data Access." The '717 patent issued on
June 29, 2004. A true and correct copy of the '717 patent is attached hereto as
Exhibit A.

10. HP has been and still is directly infringing at least claims 1, 10, 11 and
22 of the '717 patent, literally and under the doctrine of equivalents, by making,
using, selling, offering to sell, or importing, without license or authority, computer
systems that include a sender computer and a receiver computer communicating
through a network, with each computer equipped with a method for creating digital
digests on data and the receiving computer including a means for comparing digital
digests. In particular, these computer systems contain software including, but not
limited to, the Remote Differential Compression ("RDC") technology used in at
least Microsoft Corporation's Windows Server 2003 R2, Windows Server 2008,
Windows Small Business Server 2003, Windows Small Business Server 2008,
Windows Small Business Server 2011, Windows XP with Service Pack 3,
Windows Vista, and Windows 7 operating systems.

11. HP has also been and still is indirectly infringing by way of inducing
infringement by others or contributing to the infringement by others of the 717
patent by, among other things, making, using, importing, offering for sale, and/or
selling, without license or authority, personal computers and servers for use in
systems that thereby fall within the scope of at least claim 1, 10, 11 and 22 of the

'717 patent. Such personal computers and servers include a sender computer and a

2

COMPLAINT




RuUSS, AUGUST & KABAT

WO =3 N h B W b e

[N TR N JUN N TR N S N6 TR N6 TR N N N T N R L T T T
00 =~ Oy W b W R e O N e = N B W N e O

ase 8:11-cv-01682-DOC Document 1 Filed 11/03/11 Page 4 of 28 Page ID #:4

receiver computer communicating through a network, with each computer
equipped with a method for creating digital digests on data and the receiving
computer including a means for comparing digital digests. In particular, these
computer systems contain software including, but not limited to, the Remote
Differential Compression ("RDC") technology used in at least Microsoft
Corporation's Windows Server 2003 R2, Windows Server 2008, Windows Small
Business Server 2003, Windows Small Business Server 2008, Windows Small
Business Server 2011, Windows XP with Service Pack 3, Windows Vista, and
Windows 7 operating systems. By making, using, importing, offering for sale,
and/or selling such personal computers and servers, HP has injured Proxyconn and
is thus liable fo Proxyconn for infringement of the '717 patent under 35 U.S.C. §
271. Those whom HP induces to infringe and/or whose infringement to which HP
contributes are the customers and end users of the above-referenced personal
computers and servers. HP has had knowledge of the '717 patent at least as early
as the filing of this complaint and is thus liable for infringement of one or more
claims of the '717 patent by actively inducing infringement and/or is liable as a
contributory infringer of one or more claims of the '717 patent under 35 U.S.C. §
271.

12. To the extent that facts learned in discovery show that HP's
infringement of the '717 patent is or has been willful, Proxyconn reserves the right
to request such a finding at time of trial.

13.  As a result of HP's infringement of the '717 patent, Proxyconn has
suffered monetary damages in an amount adequate to compensate for HP's
infringement, but in no event less than a reasonable royalty for the use made of the
invention by HP, together with interest and costs as fixed by the Court, and
Proxyconn will continue to suffer damages in the future unless HP's infringing

activities are enjoined by this Court.
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14.  Unless a permanent injunction is issued enjoining HP and its agents,
servants, employees, representatives, affiliates, and all others acting or in active
concert therewith from infringing the '717 patent, Proxyconn will be greatly and
irreparably harmed.

PRAYER FOR RELIEF

Proxyconn prays for the following relief:

1. A judgment that HP has directly infringed (either literally or under the
doctrine of equivalents) one or more claims of the '717 patent;

2. A judgment that HP has indirectly infringed (either literally or under
the doctrine of equivalents) one or more claims of the '717 patent;

3. A permanent injunction enjoining HP and its officers, directors,
agents, servants, affiliates, employees, divisions, branches, subsidiaries, parents,
and all others acting in active concert or participation with them, from infringing

the '717 patent;

4. An award of damages resulting from HP's acts of infringement in
accordance with 35 U.S.C. § 284;
5. A judgment and order requiring HP to provide an accounting and to

pay supplemental damages to Proxyconn, including, without limitation, pre-
judgment and post-judgment interest; and |
6. Any and all other relief to which Proxyconn may show itself to be

entitled.
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Dated: November 2, 2011

JURY TRIAL DEMANDED

Proxyconn hereby demands a trial by jury of all issues so triable.

Respectfully submitted,
RUSS AUGUST & KABAT

By: /Z/ch %’M ........ o

Marc A. Fenster
Marc A. Fenster, Cal. Bar No. 181067
Email: mfenster@raklaw.com
Bruce D. Kuyper, Cal. Bar No. 144969
Email: bkuy&;axz@raklaw.com
Andrew D. Weiss, Cal. Bar No. 232974
Email: aweiss@raklaw.com
12424 Wilshiré Boulevard, 12™ Floor
Los Angeles, California 90025
Telephone: (310) 826-7474
Facsimile: (310) 826-6991

Attorneys for Plaintiff PROXYCONN, INC.
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SYSTEM AND METHOD FOR DATA ACCESS

RELATED APPLICATION

This application claims priority and is entitled 1o the filing
date of Israeli application Ser. No. 126292 filed Sep, 18,
1998, and entitled “System And Method For Date Access,”
and which describes the same invention as defined herein.

FIELD OF THE INVENTION

The present invention relates 1o data access in networks.
Specifically, the invention is concerned with a method,
system and apparates for increasing the speed of dala
accessing in communication netwotks.

BACKGROUND OF THE INVENTION

Many known applications and protocols provide means
for caching and verifying of data transmirted via a network
2 (FIG. 1, prior art}. Thus, a client {receiver) 4 caches data
received from network 2 in cache 6. Then, when data from
a remote server (sender) 8 is requested, it first searches its
local cache. If the requested data is avatlable in the cache
and is verified to be valid, the client uses it, and transmission
over the network is not required. Gateway or proxy caches
10 (FIG. 2, prior art) are able to operate in a similar manner.

The most weil-known lechniques are as [ollows:

1) In response to a request from a receiver, & sender attaches

wh

Py
L]

™
wn

to the sent data an expiration time in absclute or relative

form. The receiver, and possibly proxies, crche the data

together with its request until the expiration time. Then

the data is reirieved from the cache. In some cases, the
receiver guesses the expiration {ime.

The problem associated with this technique is that the data
entity can be changed before the expiration time, and the
receiver would use an obsolete version of the data without
even knowing it. Also, when the time has expired, the data
will be resent, even if it is up to date.

2) In response to a request from a receiver, the sender
attaches a validator to the sent data. The validator changes
at least every time the data changes; in many cases,
systern time is used as the validalor. The receiver, and
possibly proxies, cache the data together with its request.
When making the next request for the same data to the
same scpder, the receiver includes the validator, The
sender keeps track of the data and resends it only if it were
changed.

The problems associated with this technigue are:

a) Dala is cached according to requests and senders. If the
same request is directed to different servers, cached
data cannot be reused.

b) Requests without concrete data cannot be cached.

¢) The sender must track the cached dala, which is not
always possible.

None of the prior art techniques discussed above provides
means for transmitting minor differences in dala.
Additionaily, if data is retrieved through a caching proxy,
there is a danger that ap unauthorized user wilk have access
1o the data,

It is therefore a broad object of the present invention lo
provide a method, system and apparatus for increasing the
speed of data access in a packet-swilched neiwork.

Another abject of the present invention is to decrease data
traffic throughout the network.

Still another object of the preseat invention is to decrease
the required cache size.

50

5

b=
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Ayet further object of the present invention is to maintain
accessed data integrity and to improve security.

SUMMARY OF THE INVENTION

The terms “data™ or “data object” as used herein refer fo
a file or range of octets in a file, a range of frames in 2 video
stream or RAM-based range of octets, a transport level
network packet, or the like.

The ferm “digital digest” as used herein refers to a
fixed-size binary value calenlated from arbitrary-size binary
data in such & way that it depends only on the contents of the
data and the low probability thet two different data or objects
have the same digital digest.

The term “gateway” as used herein also includes network
proxies and routers.

If a sender/computer in a network is required to sead data
fo another receiver/computer, and the receiver/computer has
data with the same digital digest as that of the data to be sent,
it can be assumed with sufficient probability for most
practical applications that the receiver/computer has data
which is exactly the same as the data to be sent. Then, the
receiver/computer can use the data immediately without its
actual transfer through the network. In the present invention,
this idea is used in a variety of ways.

In one embodiment of the invention, a scnder/computer
required to send dalz to a recciver/compuier computer
initially sends a digital digest of the data. I the receiver/
computer aleeady has data with the same digital digest, it
uses this data as if it were actually transmitied from the
sender/computer. Additionally, digitzl digests for other data
objects can be sent together with the principal digest. If the
receiver/computer cannot find data having the principal
digest, it searches for dzta with one of these auxiliary
digests. If such data is found, lbe sender/computer is
required to send only the difference between the requested
data abject and the data object corresponding to the digest.

The expression “differcnce between a first data or data
object and a second data or data object” as used herein
means apy bit sequence that enables the restoration of the
first data, given the second data, the bit sequence and the
method employed in caleulating the difference.

The invention may be implemented in a gateway system,
Such a system comprises a gateway computer connected to
a packet-switched network in such a way that network
packets sent between at least two other compufers pass
through it; & caching compuler connected to the gateway
compuler, the caching compuler having a network cache
memory is ils permanent sforage memory, means for cal-
culating & digital digest on the data it stores and means for
comparison between & digital digest calculated on data in its
network cache memory and a digital digest received from
the packet-switched network by the gateway computer.
When this system intercepts an indication signal other than
a positive indicetion sigral for a certain digital digest from
a receiver/computer computer, if it has data with the same
digest, it sends this data to the receiver/computer.

In another embodiment of the present invention, a client
computer sends 1o a server computer a request including
digital digests. A sender/computer forming a response then
searches for data with the same digital digests as those
received. H the digest of the data in the response equals one
of the received digests, the server only sends confirmation.
If the digest of another data is identical to one of the received
digests, only the difference(s) between these data is seat,

In accordance with the present invention, there is there-
fore provided a system for data access in a packet-switched



Case 8:11-cv-01682-DOC Document 1 Filed 11/03/11 Page 18 of 28 Page ID #:18

US 6,757,717 B1

3

network, comprising a sender/computer including an oper-
ating unit, a first memory, a permanent storage memory and
1 processor and a remote receiver/compuler including an
operating unit, a first memory, a permanenl siorage memory
and a processor, said sendet/computer and said receiver/
computer communicating through said networl; said sonder/
computer further including means for calculating digital
digests on data; said receiver/computer further including a
network cache memory and means for caleviating digital
digests on datz in said network cache memory; and said
receiver/computer and/or said sender/computer including
means for comparison between digital digests.

The invention also provides a system for data access in a
packet-switched network, comprising a gateway computer
including an operating upit, a memory and a Processor
connected to said packet-switched network in such a way
that network packels sent between at least two other com-
puters pass through it; a caching computer including an
operating unit, a first memory, a permanent storage Memory
and a processor connected 1o said galeway compuler through
a fast local network; said caching computer further including
a network cache memory in its permanent storage memory,
means for caloulaling a digital digest o data slored therein
and means for comparison between a digital digest calou-
lated on dala in its network cache memeory and a digital
digest received from said packet-switched network through
said gateway compuier,

In addition, the inveslion provides a system for data
access in a packet-switched network, comprising a sender/
computer including an operating unit, a first memory, 2
permanent storage memory and a processor and a remote
receiver/computer including an operating unit, a first
memory, a permanent storage memory and a processar, said
sender/computer and said receiver/computer communicat-
ing through a network; said sender/camputer further includ-
ing means for caleulating digital digesis on data, and said
receiver/compuler further including a network cache
memory, means for storing a digital digest received from
said network In its permanent storage memory and means
for comparison between digital digests.

The invention [urther provides a method performed by a
sender/computer in a packet-switched network for increas-
ing data access, said sender/computer including an operating
unit, 2 first memory, a permanont storage memory and a
processor and said sendez/computer being operative to frans-
mit data to a receiver/computer, the method comprising the
steps of transmitting a digital digest of said data from said
sender/compuler to said receiver/computer; receiving a
response signal from said receiver/computer at said sender/
computer, said response signal containing a positive, partial
or negative indication signal for said digital digest, and ifa
negative indication signal is received, transmitting said data
from said sender/computer to said receiver/computer.

‘The invention still further provides a method for increas-
ing data access pezformed by a sender/computer in & packet-
switched network, said sender/computer including an oper-
ating unit, a first wemory, a permanent storage memory and
a processor and said sender/computer being operative to
{rapsmit principal dala lo a receiver/computer, said method
comprising the steps of trapsmitting digital digests of said
principal data and of one or more auxiliary data from said
sender/compuler 1o said receiverfcomputer; receiving a
response signal at said sender/computer from said receiver/
computer, said response signal containing a positive, nega-
tive or partial indication signal, and if a partial indication
signal is received, said sender/computer transmitting a sig-
nal constitating the difference between said principal data
and corresponding auxiliary data.
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The invention yet further provides a method for increased
data access performed by a receiver/computer in a packet-
switched network, said receiver/computer inciuding an oper-
ating unil, a first memory, a permanent slorage memory, a
processor and a neswork cache memory, said method com-
prising the steps of receiving a message containing a digital
digest from seid network; searching for data with the same
digital digest in said network cache memory, and if data
having the same digital digest as tbe digital digest received
is not uncovered, forming a negative indication signal and
transmitting it back through said network.

Stifl furlther, the invention provides a method for
increased data access performed by a recefver/computer in a
packet-switched network, said receiver/computer including
an operating uoit, a first memory, a permanent storage
memory, 4 processor and a network cache memory, said
method comprising the steps of receiving a message con-
taining a digital digest from said network; searching for data
with the same digital digest in said network cache memory,
and if data having the same digital digest as the digital digest
received is uncovered, forming a positive indication signal
and transmitting it back through said netwaork.

1a addition, the invention provides a method for increased
data access performed by a receiver/computer in a packet-
switched network, said receiver/computer including an oper-
ating unil, 2 first memory, a permanent storage memory, 2
processor and a network cache memory, said method com-
prising the steps of receiving a message containing a prin-
cipal digital digest and one or mors auxiliary digite] digests
from said network; searching in predetermined locations in
said permanent storage memory for data with a digital digest
substantially identical to said principal digital digest; search-
ing in predetermined locations in said permanent storage
memory for dats with a digital digest substantiaily identical
10 one of said auxiliary digital digests; and if dala having Lhe
same digital digest as one of said auxiliary digital digests
received is uncovered, forming & partial indication signal
and transmitting it back through said network.

Yet further, the invention provides a method for increased
data access performed by a computer system in a packel-
switched network, said computer system including a net-
work cache memory and being operationally interposed
between a sender/computer and 2 receiver/computer so that
data packets sent between said sender/computer and said
receiver/computer are delivered through said computer sys-
tem; said method comprising the steps of intercepting a
message confaining a digital digest transmitted from said
sender/computer to said receiver/compuler, and transmitting
data with a digital digest substantially identical to the digital
digest received from said sender/computer to said receiver/
computer.

Tn additicn, the invention provides a method for increased
data access performed by 2 compuier system in a packet-
switched network, ssid computer system including a net-
work cache memory and being operationally interposed
between 2 sender/computer and a receiver/computer so that
data packets senl between said sender/computer and said
receiver/compuler are delivered through said computer sys-
tem; said method comprising the steps of intercepling a
message conlaining a digital digest transmitted from said
sender/compuler (o said receiver/computer; intercepting a
message containing an indication signal other than 2 positive
indication signal transmitted from said receiver/computer to
said sender/computer in response to said message containing
a digital digest, and transmitiing data with a digital digest
substantially identical o the digital digest received from said
sender/comptter to said receiver/computer.
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Additionally, the Iavention provides a method for
increased data access performed by a client compulter in a
packet-switched network, said client computer including an
operating unit, a first memory and a processor, said method
comprising the steps of seading a request for data from said
cHent computer to a server, said request containing digital
digests for different data; said server preparing a response to
said request, searching for data with a digital digest sub-
stantially identical to one of the digital digests received in
said request, and producing the difference between suid
response amd the uncovered data.

Finally, the invention provides apparatus for increased
data access in a packet-switched network, comprising a
computer coanecied 1o said packet-switched network,
including sn operating unit, a first memory, a permanent
storage meemory, a processor and a network cache memory;
means for caleulating digital digests of data in said network
cache memory; means for comparison between digital
digests, and meens for sending the results of comparison
between a digital digest received from another computer in
said network and a digital digest calculaled on data io said
network cache memory back to said other computer.

The invention will now be described in connection with
certain preferred embodiments with reference to the follow-
ing iltustrative figures so thal it may be more fully under-
stood.

With specific reference now to the figures in detail, it is
stressed that the particulars shown are by way of example
and for purposes of illustrative discussion of the preferred
embodiments of the present invention oaly, and are pre-
sented in the cause of providing what is believed to be the
most useful and readily understood description of the prin-
ciples and conceptual aspects of the invention. In this regard,
no attempt s made to show structural details of the invention
in more detail than is necessary for a fundamental under-
standing of the invention, the description taken with the
drawings making apparent 1o those skilled in the art bow the
several forms of the invention may be embodied in practice.

BRIEE DESCRIPTION OF THE DRAWINGS

F1G. 1 illustrates a prior art wide-area network;

FIG. 2 illustrates a prior art wide-area network with a
caching gateway;

FIG. 3 15 a fow dizgram of the method of calculating the
difference between two data digests according o the present
invention;

FIG. 4 is a block diagram of a first embodiment of &
sender/compuler-receiver/computer system according to the
presen! invention;

FIG. 5 is a schematic representation Hlustrating the inter-
action between 2 sender/computer and a receiver/computer
according 10 the system of FIG. 4;

FIG. 6 is a flow diagram illustrating the method of
operaling the senderfcomputer according to the present
inveation;

FIG. 7 is a fow diagram illustraling the method of
operating the receiver/computer according to the present
invention;

FIG. 8 is a schematic representation itlustrating the inter-
action between a sender/computer and a recelver/computer
according o another embodiment of the present invention;

FIG. 9 is a flow diagram iliustrating the method of
operating the sender/computer agcording to a further
embodireent of the present invention;

FIG. 10 is a flow diagram iilustrating the method of
operating the receiver/computer according o the embodi-
ment of FIG, 9;

6

FIG. 11 is a block diagram of the configuration of the
gateway system according to the present invention;

FIG. 12 is a schematic representation of the interaction
between 2 sender/eompuler, & receiver/computer, and the

5 gateway configuration according to the present invention;

FIG. 13 is a flow diagram of the operation of the gateway;

F1G. 14 is a block diagram of a further configuration of a
sender/computer-receiver/computer system according to the

o Present invention; and

FIG. 15 is 2 schemalic represertation of the interaction
belween the sender/compuler-receiver/computer system of
FIG. 14,

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

"The performance gains realized by the present invention
are derived from the fact that computers in common wide-
area networks tend o repetitively transmit the same dala

20 over the network.

The operations described herein may take the form of
clectrical or optical signals. The packet-switched network
may be Infernet,

The term “digital digest” as used herein refers to the per

25 g known MDS algorithm, described in RFC 1321 by R.

Rivest, which is 2 preferred calculation method. Other
algorithms may, however, just as well be used. For example,
a digital digest may be calculated according to the CRC
aligorithm, or by applying the CRC algorithm to different
subsets or different reorderings of data, or by conscecutively
applying CRC and MDS5. In addition, any other algorithm
may be used, provided that it produces 2 fixed-size binary
value caleulated from arbitrarily-sized binary data in such a
way that it depends only oz the contents of said data and that
the probabilify of two different data having the same digital
digest, is low.

Whenever means for cajculating the difference between
two data are meationed herein, the method as showa in FIG.
3 may be employed. The data are referred 1o as D1 and D2,
The difference between thers copsists of three parls: the
number of fragment pairs, the array of fragment pairs, and
the remainder of DI. A fragment pair is a pair representing
the distance from the beginaing of this fragment to the ead
of the previous one, and the number of oclets in the fragment
(Dist,Length), A marker ml is set at the begianing of the
data D1 and a marker m2 at the beginning of D2,

An octet mi is designated as *m1 and an octet m2 as *m2.
An integer K>1, which represents 4 mainimal length of a

3o fragment encoded, e.g, K=3, is chosen.

As stated above, m1 is set at the beginning of D1, m2 at
the beginzing of D2, and Dist=0 is assigned at 14. A loop is
then entered: if ml is at the end of D1 (16), a number of
fragment pairs is saved at 18, and the algorithm is com-

s5 pleted. If m2 is at the end of D2 (20), the rest of D1 from m1

is saved at 22, a number of fragment pairs is saved, and the
algorithm is completed. If *ml equals *m2 (24), a subrou-
tine “Fragmesl” is enlered at 26; otherwise, m2 is moved by
one octet toward the end of D2 and Dist is increased by 1 at

so 28.

The subroutine “Fragment” proceeds as follows: New
markers ti=m]1 and 12=m2 arc set and Length=0 is assigned
al 30. t1 and 12 are moved by an octet toward the ends of D1
and D2 and Length is increased at 32, If t1 is at the end of

65 D1, o0r 12 is at the end of D2, or *11 does not equal *(2 et the

end of the fragment (34), then the Length is a length of the
fragment and Dist is the distance between the beginning of
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this fragment and the end of the previous one, If the Leagth
<K as determined by 36, the fragment is dropped at 38, m2
is moved by one octel and the subroutine is terminated.
Otherwise, the pair (Dist,Length) is saved, the number of
pairs is increased by one, m1 and m2 are moved by Length
octets toward the ends of D1 and D2, and Dist is reset to 0
at 40. The subroutine s ended.

The sequence of fragment pairs may be further reduced in
size by using the per se known Huffman encoding or by
using an arithmetic coding, ¢.g., as disclosed in U.S. Pat. No.
4,122,440,

Restoration of the data is simple. Marker m2 is set at the
beginning of the known D2. Fhen for cach fragment pair
(Dist, Length) from the known difference, m2 is moved by
Dist octets, Length octets are copied from w2 to 11 and m2
is moved by Lesgth, Then the rest of D1 is copied from the
remainder

An ecmbodiment of a sender/computer-receiver/computer
system accosding 1o the present invention is schematically
illustrated in FIG. 4. A preferred cmbodiment is a network
compuler system having al least two compulers, A sender/
computer 42 (also referred to hercin as “sender/computer”)
having an operating unit, a first memory, a permanent
storage memeory and a.processor, is connceted to the network
by any network coprection 44, A remote receiver/computer
46 (atso referred to herein as “receiver/computer”) having an
operating unif, 2 first memary, 2 permanent storage memory
and a processor, is also connected to the network. The
receiver/compuler 46 uses a part of ils permanent storage
memory ot its first memory, or both, as network cache
memory 48, The sender/computer has calculation means 50
for calculating a digital digest on data in its first memory or
in its permanent storage mersory. Similatly, the receiver/
computer has celeulating means 52 for caleulating 2 digital
digest on data stored in its network cache memory 48, The
receiver/computer also has comparison means 54 for com-
paring between such a caleutated digital digest and a digital
digest received from the network. :

An example of a first memory could bz a RAM; an
cxample of a permanent storage memory may be a disk
drive, a flash RAM or a bubble memory.

ft is possible to modify this systen: in different ways. The
receiver/fcomputer 46 and sender/computer 42 may each
inclide means for storing the caleulated digital digest in its
first memory or permanent storage meraory. Additionally,
the receiver/computer 46 may have means for calculating a
digita} digest on data in its permanent storage memory
outside of #is cache memory, Furthermore, the system may
be modified in such a way that the sender/computer 42 has
means 36 for calenlating the difference between two data
abjects.

Interaction between the receiver/computer and the sender/
computer is depicted in FIGS. 5 to 7. The datz sender/
computer 42 calculates a digital digest on the data in means
50 and then transmits the calculated digest to receiver/
computer 46, The receiver/computer receives the digital
digest from sender/computer 42 and then searches its pet-
work cache memory 48 for data with the same cHigest, If it
finds such data, it uses it as if it were received from the
sender/computer 42 and issues a positive indication signal to
the sendes/computer. Otherwise, it sends a negative indica-
tion signal 1o the senderfcomputer. Upon receiving a nega-
tive indication signal, the scnder/computer transmits the
data, Upon receiving a positive indication signai, or upon
expiration of a predefined period of time, the sender/
computer completes the iransaction. This transaction begins
with a receiver/fcomputer sending a request fo the sendet/
cotnpuier.

8

The ebove-described methaod may be modified in different
ways. For example, absence of a signal from the receiver/
computer for a predetermined period of time may be con-
sidered by the sender/computer 10 be a negative indication

s signal. Alteraatively, the digital digests for some data may be
stored in the permancnt storage memory of the sender/
compater and obfained from there, or a plurality of data may
be processed in ome iransaction, & digital digest being
caloulated for each data object and a separate indication

1 signel issued on cach digital digest.

Another method of interaction between the receiver/
computer 46 and the sender/computer 42 is illustrated in
FIGS. 8-10. The data sender/computer calculates 3 digital
digest on the data to be sent (hereinafter, “principal digest™)

15 and for ane or more other data objects (hereinafter, “auxil-
fary digesis™). Withowt Hmiting the scope of the invention,

the following data objects may be recommended: () a

previous veision of the data requested; (b) a file similar 1o

the data requested. Then the sender/computer sends the
sq principal and auxiliary digests to the receiver/computer.
Upon receiving 2 message with these digital digests from the
sender/compuier, the receiver/computer searches its network
cache memory 48 for data having the principal digest. If
such data is found, it uses it as if it were received from

o5 senderjcomputer 42 and issucs a positive indication signal to
the sender/computer. Otherwise, receiver/computer 46
searches its network cache memory 48 for data with the
auxitiary digests. If it finds data with a digital digest sub-

stantially equal 10 one of the auxiliary digests, it issues a
40 partial indication sigral to the sender/computer, with a

reference to the digest. Otherwise, it issues a2 negative

indication signal to the sender/computer, Upon receiving 2
negative indication signal, the sender/computer sends the
data. Upon receiving a pastial indication signal, the sender/

35 compuler transmits the diference between the digital diges
of the data required to be sent and that of the data whose
digital digest was found by the receiver/computer. This
iransaction may also begin with the receiver/computer send-
ing a reguest to the sender/computer.

A modification of the above method is possible. For
example, absence of the indication signal from the receiver/
computer for a predefined period of time may be considered
by the sender/computer as & negative indication signal, or
the digital digests for some data may be stored in the
45 permanent storage memory of the sender/computer and

obtained from there instead of being calculated immediately

before the transaction. Alternatively, a plurality of date may
be processed in one transaction; a digital digest is calculated
for each data object and a separate indication signal issued

50 onevery digital digest. Still alternatively, receiver/computer
46 may search not only iz its network cache memory 48, but
also in predefined locations in its permanent storage
memery. Senderfcomputer 42 may add to a digest it sends to
the receiverfcomputer information aboul the possible loca-

5 tion of the data with that digital digest in the receiver/
computer’s permanent siorage memory.

Another embodiment of the preseat invention is schemati-
cally illustrated in FIG. 11. Shown is a system comprising a
gatewny compuler or gateway 60 including an operating

50 umil, 2 frst memory and a processor, aed a caching computer
62 including an operating umit, & first memory, a permanent
storage memory and a processor, connccied (o the galeway
68 through any fast network connection 64, ¢.g., Ethemet.
Gateway 60 is connected to a wide-area packet-swilched

65 network in such a way thal network packets sent between at
least two other computers 42 and 46 pass through the
gateway 60. The caching computer 62 uses a part of its

44
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permanent storage memory for network cache memory 66.
Caching computer 62 has means 6§ for caiculating the
digital digest of data in its network cache memory 66, and
means ‘7§ for comparison between such a caleulated digital
digest and a digital digest received by gateway computer 60
from the wide-area network. It should be poted that gateway
computer 60 may be integrally formed with the caching
computer. The caching computer may have means for stor-
ing a calculaled digital diges! in its frs! memory or perma-
nent glorage memory.

By way of example, operations which may be performed
in such a system will now be described with reference to
FIGS. 12 and 13. The gateway 60, operationally interposed
between a sender/computer 42 and a receiver/computer 46,
intercepls a digital digest sent from the sender/computer to
the receiver/computer, saves it in its memory, and passes it
unchanged to the receiver/computer 46. Then the gateway
60 intercepts an indication signal other than a positive
indication: signal issued by the receiver/computer. If there
was a digest for this indication signal, the caching computer
62 searches for data with the same digital digest in ils
network cache memory 66. If that digest is found, then the
gateway sends the data to the receiver/conputer, changes the
indication signal to posilive, and then passes the indicalion
signal to seader/computer 42,

Further, the caching computer 62 may verify a digital
digest for a data ebject stored in its network cache memary
66 by calculating the digital digest for that data and com-
paring it to the digest stored in the network cache memory.
The calculated digital digest may be stored in the network
cache memory 66 and the data object-digital digest pair may
be marked a5 not reguiring further verification.

Another further ensbodiment of the present invention is
schematically illustrated in FIG. 14. It consists of a network
computer system comprising sl least two compulers: a
senderfcomputer 42 including an operating unit, a first
memory, & permanent storage memory and a processor
which is connected to a metwork 44, A remote receiver/
computer 46 having an operating upit, 2 first memory, a
permanent storage memory and a processor is also con-
nected to the network. The receiver/compufer uses a part of
its permanent storage memory or its first memory, o1 both,
for network cache memory 72. The sender/computer 42 has
means 74 for caleujating a digital digest for data in its
memaory or in its permanent storage. The receiver/computer
46 has means 76 for calculating a digital digest for data
stored in its network cache memory. The sender/computer
42 also has meaps 78 for comparison between such a
calculated digital digest and a digilal digest received from
the network. The sender/computer further includes means 80
for calculating the difference between two data objects, and
receiver/computer 46 includes means 82 for restoring 2 data
object from another data object and the difference between
said data object being restored and said another data object.

An interaction between the sender/computer and receiver/
compater according 1o this system is illustrated in FIG. 15,
When receiver/compuier 46 is required to request data from
the server or sender/computer 42, it calcuiates one or more
digital digests for different data objects stored in ils network
cache memory 72 or in ifs permanen! siorage memory.
Without limiting the scope of the invention, the following
data objects may be recommended: (a) a previous version of
the data requested; (b) a file similar to the data requested; (c)
a data set similar to the data requested, which may be
generated in 2 first memory; (d) a large data file or database
including fragments of octets, similar to the data requested.

The receiver/computer then transmits a request for data,
containing one or more of the above-meationed digital
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digests, The senderfcompuier prepares a response to the
request, and then calculates 2 digital digest on the datz in the
response. If the calculated digest is equal to one of the digital
digests in the reguest, the sender/compuler sends a confir-
matjion. Otherwise, the sender/compuler may continue
searching for the data objects with the same digital digests
in the predefined subset of its permanent storage memory. If
it finds such data, it calculates the difference between this
data and the date in ke response, and sends only the
difference. Otherwise, the sender/computer sends the
response as prepared,

Variations of the above method are envisioned. For
example, a number of requests for data may be seni simul-
taneously. The digital digests on the receiver/computer may
be calculated earfier and stored in the permanent memory of
the receiver/computer. The digital digests on the sender/
computer may also be caleulated earlier and stored in the
permanent memory of the sender/computer.

i will be evident to those skilled in (he arl that the
invention is not limited to the details of the foregoing
lustrated embodiments ard that the presont invention may
be embodied in other specific forms without departing from
the spirit or essential attributes thereof, The present embodi-
menis are therefore to be considered in all respects as
Hlustrative and not restrictive, the scope of the imveation
being indicated by the appended claims rather than by the
foregoing deseription, and 2ll changes which come within
the mearing and range of equivalency of the claims are
therefore intended to be embraced therein,

What is claimed is:

1. A system for data access in a packet-switched network,
comprising:

a sender/computer including ae operating unit, a first
memory, & permanent storage memory and a processor
and a remote receiver/computer including an operating
unit, a first memory, a permanent storage memory and
a processor, said sender/computer and said receiver/
computer communicating through said network;

said sender/computer further including means for creating
digita] digests on dala;

said receiver/computer further including a network cache
memory and means for creating digital digests on data
in said network cache memory; and

said receiver/computer including means for comparisor
between digital digests.

2. The system as claimed in claim 1, wherein said
receiver/computer further includes means for a digital digest
for data stored in said permanent storage memory.

3. The system as claimed in claim I, wherein said
receiver/computer further includes means for storing said
created digital digest e its fizst or permanent memory.

4. The system as claimed in claim 1, wherein said
sender/computer further includes means for the difference
between two data objects and said receiver/computer further
includes means for restoring a data object from another data
object and the difference between said data object being
restored and said another data object.

5, The system as claimed in claim 1, wherein said
sender/computer further includes means for the difference
between two data abjecls and said receiver/computer further
includes means for restoring a data object from another data
object and the difference between said data object being
restored and said another data object.

6. Asystem for data access in a packet-switched network,
compsising:

a gateway including an operating unit, a memory and a

processor connected to sajd packet-switched network
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in such a way that network packets sent between at least
two other compulers pass through it;

a caching computer connected lo sald gateway through a
fast local network, wherein said caching compuier
includes an operating unit, a first memory, a permanent
storage memory and a processor;

said caching compuler further including a network cache
memory in its permanent storage memory, means for a
digital digest and means for comparison between 2
digital digest on data in its network cache memory and

a digital digest received from said packet-switched

network through said gateway.

7. The syster as claimed in claim 6, wherein said caching
computer furlher includes means for a digital digest for data
in its network cache memory,

8. The system as claimed in claim 6, wherein said caching
comptuter is integrally formed with said gateway.

9. The system as claimed in ¢laim 6, wherein seid caching
computer further includes means for storing said digital
digest in said permanent storage memory.

10. A system for data access in a packet-swilched
network, comprising:

2 senderjcomputer including an operating unit, a first
memory, a permancnt sterage memory and 4 processor
and a remole receiver/compuler including an operaling
unit,  first memory, & permanent storage memory and
a processor, said senderfcomputer and said receiver/
computer communicating through a network;

said sender/ecomputer further inchuding means for creating
digital digests on data, and

said receiver/computer further including a network cache
memory, means for storing a digital digest received
from said network in its permanent storage memory
and means for comparison between digita! diges's.

11. A method performed by a sender/computer in a
packet-switched network for increasing data access, said
sender/computer inciuding an operating unil, a first memory,
a permanent storage memory and a processor and said
sender/computer being operative 1o transmit data lo a
receiver/computer, the method comprising the steps of:

creating and transmitting a digital digest of said data from
said sendes/computer fo said receiver/computer;

receiving a response signal from said receiver/computer at
said sender/compuier, said response signal containing a
positive, partial or negative indication signal for said
digitai digest, and

if a megative indication signal is received, transmilting
said data from said sendet/computer lo said receiver/
COMpuier

12. Fhe method as claimed in claim 11, wherein said
sender/computer creates said digital digest for the data
before transmitting it to said receiver/computer.

13. The method as claimed in clajm 12, wherein said
sender/computer transmits the data lo said receiver/
compuler after a preset period of time has passed since
transmitting said digital digest to said receiver/compuler and
a response signal has not been received.

14. The method as claimed in claim 12, wherein, whea a
plurality of data objects is lo be sent, a digital digest is sent
for each of said data objects and a response signal is sent
containing a separate indication signal for each of said data
objects.

15. The method as claimed in claim 12, wherein said
digital digest creation comprises the step of Cyclic Redun-
dancy Check against the contents of the data.

16, The method as clhimed in claim 12, wherein said
digital digest creation comprises the step of MD3 zgainst the
contenis of the data,
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17. A method for increasing data access performed by 2
sender/computer in a packet-switched network, said sender/
computer including an operating uaif, a first memory, a
permanent storage memory and & processor and said sender/
computer being operative to transmit principal data to a
receiver/computer, said method comprising the steps of:

creating and trapsmitting digital digests of said principal

data and of one or more auxiliary data from said
sender/computer 1o said receiver/computer;
receiving z response signal at said sender/computer from
said receiver/computer, said response signal containing
a positive, negative or partial indication signal, and

if a partial indication signal is received, said sender/
compitter transmitting a signal constituting the differ-
ence between said principal data aad corresponding
auxiliary data,

18. The method as claimed in claim 17, wherein addi-
tional information about the probable location of auxiliary
data in said permanent storage memory of the receiver/
computer is encoded and transmitted together with the
corresponding digital digest.

19, The method as claimed in claimn 17, wherein said
sender/computer creates said digital digest for data before
transmilting said digital digest to said receiver/computer.

20. The method #s claimed in claim 17, wherein said
digital digest is obtained from the permanent slorage
meenory of said sender/computer.

21. The method as claimed in claim 17, wherein said
digital digest creation comprises the step of Cyclic Redun-
dancy Check against the contents of (he data.

22. A method for increased data access performed by a
receiver/computer in a packet-switched network, said
receiver/computer including an operating umit, a first
memory, a permanent slorage memory, 3 processor and a
network cache memory, said method comprising the steps
of:

receiving a message confaiping a digital digest from said

network;

searching for data with the same digital digest in said

network cache mernory,

if data having the same digital digest as the digital digest

received is not uncovered, forming a negative indica-
tion sigpal and transmilting it back through said net-
wortk; and

creating a digital digest for data received from said

network cache memory.

23. The method as claimed in claim 22, further compris-
ing searching in predetermined locations in said permanent
storage memery for data with a digital digest substantially
identical to the digital digest received from said network.

24. The method as claimed in claim 22, wherein a

plurality of digital digests for different data cbjects is
received in the same message and an indication signal is
generated separately for each of said data objects.
. 25. A method for increased data access performed by a
receiver/computer in a packet-switched network, said
receiver/computer inchiding an operating unit, a first
memory, & permanent storage memory, a processor and a
neiwork cache memory, said method comprising the steps
of:

receiving a message containing a principal digital digest

and one or more auxilary digital digests from said
network, wherein said auxiliary digital digests are
correlated to data objects similar to the data object
represented by said principal digest;

searching in predetermined locations in said permanent

storape memory for data with a digital digest substan-
tially identical to said principal digital digest;
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seazching in predetermined locations in said permanent
storage memeory for data with a digital digest substan-
tially identical to one of said auxiliary digital digests;
and

if data having the same digital digest as one of said

auxiliary digital digests received is vncovered, forming
a pariial indication sigmal and transmitling it back
through said network.

26. The method as claimed in claim 25, further compris-
ing the step of searching the network cache memory for data
with said principal digital digest.

27. The method as claimed in claim 26, further compris-
ing the step of searching in said network cache memory for
data with one of said auxiliary digite] digests.

28. A method for increased data access performed by a
computer system in a packet-switched network, said com-
puter syster: including a network cache memory and being
operationally interposed between a sender/computer and
receiverfcompuier so that datz packets sent between said
senderfcomputer and said recelver/computer are delivered
through said computer syster; said method comprising the
steps of

intercepting a message containing a digital digest trans-

mitted from said sender/computer to said receiver/
computer, and

transmitring data with a digital cigest substantially iden-

tical to the digital digest received from said sender/
computer to said receiver/computer in response to said
message, whereby said sender/computer is refieved of
the burden of transmitiing said date.

29. The method of claim 28 further comprising the step of
receiving said data into the network cache memory prior to
intercepting the message.

30, A method for incressed data access performed by a
computer system in & packet-swilched netwark, said com-
puter system including a network cache memory and being
operationally interposed between a sender/computer and a
receiver/compler so thal data packels sent between said
sender/computer and said recefver/compuler are delivered
through said computer system; said method comprising the
steps of:

25

3s
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intercepling a message conlaining a digital digest trans-
mitted from said seaderfcomputer to said receiver/
comyprter,;

intercepting a message containiag an indication signsl

other than a positive indication signal trapsmitted from
said receiver/computer 1o said sender/computer in
response lo szid message containing a digital digest,
and

transmitting data with a digital digest substantially iden-

tical lo the digital digest received from said sender/
compuler to said receiver/computer, whereby said
sender/computer is relieved of the burden of transmit-
ting said data.

31. The method of claim 30 further comprising the step of
receiving said data into the network cache memory prior to
intercepting the message.

32. A method for increased data access performed by a
client computer in & packet-swilched network, said client
computer including en operating unit, a first memory and &
pracessor, said method comprising the steps of:

sending a request for a single first data object from said
client computer lo a server, said request containing
multiple digital digests for different data objects similar
to said first data object;
suid server preparing & Tesponse to suid reguest, searching
for a second data object with a digital digest substan-
tially identical to one of the digital digests received in
said request, and producing the difference between said
first data obiect and the uncovered second data object.
33, The method as claimed in claim 32, further compris-
ing the step of transmitting seid difference to said client
computer.
34. The method as claimed ia claim 33, further compris-
ing the step of using said difference for restoring the data
from said response in said client computer.

LI . A
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY

This case has been assigned to District Judge Andrew Guilford and the assigned
discovery Magistrate Judge is Jean P. Rosenbluth.

The case number on all documents filed with the Court should read as follows:

SACV11l- 1682 AG (JPRx)

Pursuant to General Order 05-07 of the United States District Court for the Central
District of California, the Magistrate Judge has been designated to hear discovery related
motions.

All discovery related motions should be noticed on the calendar of the Magistrate Judge

NOTICE TO COUNSEL

A copy of this notice must be served with the summons and complaint on all defendants (if a removal action is
filed, a copy of this notice must be served on all plaintiffs).

Subsequent documents must be filed at the following location:

Western Division [X] Southern Division Eastern Division
312 N. Spring St.,, Rm. G-8 411 West Fourth St,, Rm. 1-053 3470 Twelfth St., Rm. 134
Los Angeles, CA 90012 Santa Ana, CA 92701-4516 Riverside, CA 92501

Failure to file at the proper location will result in your documents being retumed to you.

CV-18 (03/06) NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY
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AQ 440 (Rev. 12/09) Summons in a Civil Actien
UNITED STATES DISTRICT COURT

for the
Central District of California

Proxyconn, Inc.

Plaintiff’

V.
Hewlett-Packard Company

Civil ActionNo.  SACV11-01682 AG (JPRx)

R N

Defendant .

SUMMONS IN A CIVIL ACTION

To: (Defendant’s name and address) Hewlett-Packard Company

A lawsuit has been filed against you.

Within 21 days after service of this summons on you (not counting the day you received it) — or 60 days if you
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R. Civ.
P. 12 (a)(2) or (3) — you must serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of
the Federal Rules of Civil Procedure. The answer or motion must be served on the plaintiff or plaintiff’s attomey,
whose name and address are:  Marc A. Fenster

RUSS AUGUST & KABAT

12424 Wilshire Boulevard, 12th Floor
Los Angeles, CA 980025

Tel: (310) 826-7474

If you fail to respond, judgment by default will be entered against you for the relief demanded in the complaint.
You also must file your answer or motion with the court.

CLERK QF COURT
ROLLS-ROYC L
Signature of Clerk or Depwi_c___’—)

Hov =3 201

Date:
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Civil Action No.

PROOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (1))

This summons {or (name of individual and title, if any) .

was received by me on (dare)

01 1personally served the summons on the individual at (place)

On (date) ,or

1 1left the summons at the individual’s residence or usual place of abode with (name)

, & person of suitable age and discretion who resides there,

on (date} , and mailed a copy to the individual’s last known address; or

1 I served the summons on fhame of individual} , who is

designated by law to accept service of process on behalf of (name of organization)

0it (date) yor
3 I returned the sununons unexecuted because ;or
3 Other @pecifi):
My fees are § for travel and $ for services, for a total of § 0.00

1 declare under penalty of perjury that this information is true.

Date:

Server’s signature

Printed name and title

Server's address

Additional information regarding attempted service, etc:



