UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

WOLF RUN HOLLOW, LLC, Civil Action No: 1:12-¢cv-12162
Plaintiff,
DEMAND FOR JURY TRIAL
V.

STATE STREET BANK & TRUST
COMPANY :

Defendant.

COMPLAINT FOR PATENT INFRINGEMENT

Plaintiff Wolf Run Hollow, LLC (“Plaintiff”), by and through its undersigned counsel,
files this Original Complaint against State Street Bank & Trust Company (“Defendant”) as

follows:

NATURE OF THE ACTION

1. This is a patent infringement action to stop Defendant’s infringement of
Plaintiff’s United States Patent No. 6,115,817 entitled “Methods and Systems for Facilitating
Transmission of Secure Messages Across Insecure Networks” (the ““817 patent”; a copy of
which is attached hereto as Exhibit A). Plaintiff is the exclusive licensee of the ‘817 patent with
respect to the Defendant. Plaintiff seeks injunctive relief and monetary damages.

PARTIES

2. Plaintiff is a limited liability company organized and existing under the laws of

the State of Delaware. Plaintiff maintains its principal place of business at 170 Kinnelon Road,



Suite 13, Kinnelon, NJ 07405. Plaintiff is the exclusive licensee of the 817 patent and possesses
the right to sue for infringement and recover past damages.

3. Upon information and belief, Defendant is a company organized and existing
under the laws of the State of Massachusetts, with its principal place of business located at One
Lincoln Street, Boston, MA 02111.

JURISDICTION AND VENUE

4. This action arises under the Patent Laws of the United States, 35 U.S.C. § 1 et
seq., including 35 U.S.C. §§ 271, 281, 283, 284, and 285. This Court has subject matter
jurisdiction over this case for patent infringement under 28 U.S.C. §§ 1331 and 1338(a).

5. The Court has personal jurisdiction over Defendant because: Defendant is present
within or has minimum contacts with the State of Massachusetts and the District of
Massachusetts; Defendant has purposefully availed itself of the privileges of conducting business
in the State of Massachusetts and in the District of Massachusetts; Defendant has sought
protection and benefit from the laws of the State of Massachusetts; Defendant regularly conducts
business within the State of Massachusetts and within the District of Massachusetts; and
Plaintiff’s causes of action arise directly from Defendant’ business contacts and other activities
in the State of Massachusetts and in the District of Massachusetts.

6. More specifically, Defendant, directly and/or through authorized intermediaries,
ships, distributes, offers for sale, sells, and/or advertises (including the provision of an interactive
web page) its products and services in the United States, the State of Massachusetts, and the
District of Massachusetts. Upon information and belief, Defendant has committed patent
infringement in the State of Massachusetts and in the District of Massachusetts, has contributed

to patent infringement in the State of Massachusetts and in the District of Massachusetts, and/or



has induced others to commit patent infringement in the State of Massachusetts and in the
District of Massachusetts. Defendant solicits customers in the State of Massachusetts and in the
District of Massachusetts. Defendant has many paying customers who are residents of the State
of Massachusetts and the District of Massachusetts and who each use each of the respective
Defendant’s products and services in the State of Massachusetts and in the District of
Massachusetts.

7. Venue is proper in the District of Massachusetts pursuant to 28 U.S.C. §§ 1391

and 1400(b).

COUNT I - PATENT INFRINGEMENT

8. The °817 patent was duly and legally issued by the United States Patent and
Trademark Office on September 5, 2000, after full and fair examination for systems and methods
for secure messaging on an insecure network. Plaintiff is the exclusive licensee of the 817
patent with respect to the Defendant, and possesses all rights of recovery under the *817 patent
with respect to the Defendant, including the right to sue for infringement and recover past
damages.

9. Defendant owns, operates, advertises, controls, sells, and otherwise provides
hardware and software that infringes the ‘817 patent. The ‘817 patent provides, among other
things, a method “for facilitating the transmission of a secure message from a sender to a
recipient comprising the steps, performed by a processor, of: receiving a request for a recipient’s
security software object from a sender; transmitting the software object in response to the
request, the software object comprising a security procedure and recipient information; receiving
a secured message secured using the security procedure and the recipient information; and

transmitting the secured message to the recipient based on the recipient information.”



10.  Upon information and belief, Defendant has infringed and continues to infringe
one or more claims of the *817 patent by making, using, providing, offering to sell, and selling
(directly or through intermediaries), in this district and elsewhere in the United States, methods
and systems for transmitting secure messages across an insecure network, including via the
Defendant’s website. More particularly, Plaintiff is informed and believes that Defendant sells
and/or requires and/or directs users to access and/or use a software system on a remote device to
enter and send messages securely through a processor to the Defendant’s receiving device, in a
manner claimed in the ‘817 patent. Defendant infringes the ‘817 patent by Defendant providing
its messaging system that practices a method for transmitting secure messages across an insecure
internet network.

11. Defendant infringes ‘817 patent by facilitating secure interaction with its
customers and website users through its online portal. One way this is practiced by the
Defendant includes the use of a log-in request sent, by users when they log-in, to the Defendant’s
processor. See Exhibit B. The request is sent when the user clicks on a tab or link for submitting
the communication. The communication is then received by the Defendant’s processor as a
request for a security software object, such as public-key encryption associated with the
Defendant as part of its online protection measures. See Exhibit B.

12.  After the communication or request is sent and received, the Defendant’s
processor, based on information and belief, sends the requested security information to the user’s
remote device. See Exhibit B. The security information requested is the security software
object, which encapsulates both a security procedure and the recipient’s information. The user
composes a message using the sent security software object and, when completed, the security

software object transmits the message back to the processor. The processor is then able to



receive a secure message and routes that secured message to the correct recipient (Defendant)
because of this system, as claimed in the ‘817 patent. The Defendant infringes the ‘817 patent
when the inbound communication or request is processed by the Defendant’s processor for the
purpose of transmitting secure messages.

13.  Defendant’s aforesaid activities have been without authority and/or license from
Plaintiff.

14.  Defendant also has infringed under 35 U.S.C. § 271(b) by inducing infringement
of the ‘817 patent in the State of Massachusetts, in this judicial district, and elsewhere in the
United States, by, among other things, performing certain steps of the methods claimed by the
‘817 patent, and advising, encouraging, or otherwise inducing others to perform the remaining
steps claimed by the ‘817 patent to the injury of Plaintiff. For example, Defendant’s infringing
software is configured to use with multiple internet platforms on most computer and other
remote devices, inducing others to perform steps claimed, thereby infringing on the ‘817 patent.
Since at least the filing date of this Complaint, Defendant has had knowledge of the ‘817 patent,
and by continuing the actions described above, has had specific intent to induce infringement of
the ‘817 patent pursuant to 35 U.S.C. § 271(b). Upon information and belief, Defendant has also
contributed to the infringement of one or more claims of the ‘817 patent in this district and
elsewhere in the United States.

15.  Plaintiff is entitled to recover from the Defendant the damages sustained by
Plaintiff as a result of the Defendant’s wrongful acts in an amount subject to proof at trial, which,
by law, cannot be less than a reasonable royalty, together with interest and costs as fixed by this

Court under 35 U.S.C. § 284.



16.  Defendant’s infringement of Plaintiff’s exclusive rights under the *817 patent will
continue to damage Plaintiff, causing irreparable harm for which there is no adequate remedy at

law, unless enjoined by this Court.

JURY DEMAND

17.  Plaintiff hereby requests a trial by jury pursuant to Rule 38 of the Federal Rules of
Civil Procedure.

PRAYER FOR RELIEF

Plaintiff respectfully requests that the Court find in its favor and against Defendant, and

that the Court grant Plaintiff the following relief:

A. An adjudication that one or more claims of the *817 patent have been infringed,
either literally and/or under the doctrine of equivalents, by Defendant and/or by
others to whose infringement Defendant has contributed and/or by others whose
infringement has been induced by Defendant;

B. An award to Plaintiff of damages adequate to compensate Plaintiff for the
Defendant’s acts of infringement together with pre-judgment and post-judgment
interest;

C. That, should Defendant’s acts of infringement be found to be willful from the
time that Defendant became aware of the infringing nature of its actions, which is
the time of filing of Plaintiff’s Original Complaint at the latest, that the Court
award treble damages for the period of such willful infringement pursuant to 35

U.S.C. § 284;



D. A grant of permanent injunction pursuant to 35 U.S.C. § 283, enjoining the
Defendant from further acts of (1) infringement, (2) contributory infringement,
and (3) actively inducing infringement with respect to the claims of the ‘817
patent;

E. That this Court declare this to be an exceptional case and award Plaintiff its
reasonable attorneys’ fees and costs in accordance with 35 U.S.C. §285; and

F. Any further relief that this Court deems just and proper.

Respectfully submitted,

DiPiano Godson LLP

Dated: November 13, 2012

John G. DiPiano (BBO #630134)
Attorney for Plaintiff

WOLF RUN HOLLOW, LLC
DIPIANO GODSON LLP

210 Broadway Ste 202
Lynnfield, MA 01940

(781) 780-7080 (tel.)

(781) 780-7081 (fax.)
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571 ABSTRACT

In accordance with the present invention, methods and
systems consistent with the present invention facilitate the
transmission of secure messages across an insecure network.
The sender requests a recipient’s security software object by,
for example, clicking on a button or icon on the recipient’s
web page. A security software object with encapsulated
security information and routing information is transmitted
to the sender. The sender composes a message using the
security software object. When sender indicates completion,
the security software object secures the message according
to the security procedure of the object and transmits the
secured message to the recipient.

27 Claims, 4 Drawing Sheets
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METHODS AND SYSTEMS FOR
FACILITATING TRANSMISSION OF SECURE
MESSAGES ACROSS INSECURE
NETWORKS

BACKGROUND OF THE INVENTION

The present invention relates generally to methods and
systems for facilitating the transmission of secure messages
over an insecure network and, in particular, is directed to
methods and systems for encapsulating security procedures,
a recipient’s security procedure information, and electronic
mail address information in a software object.

The Internet has quickly become a popular tool for
communicating and conducting business. The Internet is a
very large network of smaller interconnected local area
networks (LANs) and wide area networks (WANs). By
1995, Internet access was available in 180 countries and
there were more than 30 million users. Many expect that the
number of worldwide users of the Internet will exceed 100
million by the year 2000.

People communicate with one another over the Internet
using electronic mail, that is, e-mail. Using ¢-mail, a user on
the Internet can transfer messages entered from the keyboard
or attach and send large electronic files to another user on the
Internet almost instantaneously. As used herein, the term
“message” includes not only text messages but also files,
documents, and any other data to be transmitted from a
sender to a recipient, and any combination thercof unless the
context indicates otherwise. The Internet is also used to
conduct a broad range of commercial and financial transac-
tions. Parties use the communication capabilities of the
Internet to enter into contracts electronically and use elec-
tronic funds transfers (EFTs) to satisfy the resulting financial
obligations. An EFT involves the movement of funds from
one bank account to another in response to electronically-
communicated payment instructions.

Although the Internet offers a fast, reliable, and efficient
way to communicate and conduct business, information
transmitted can be vulnerable to security breaches. Without
adequate security controls, privileged and confidential
communications, financial information, and other commu-
nications involving private data that are sent via e-mail
could possibly enter the public domain with disastrous
results. Professionals and their clients may be exposed to
significant risks including financial liabilities or the career-
ending loss of professional status.

Technologies currently exist that aliow a user to protect
private information transmitted over the Internet. Public-key
cryptography, for example, is a process that allows users to
secure communications with the use of a public-private key
pair. Using public-key cryptography, a sender of confidential
information uses a public-key algorithm and a public key
specified by the intended recipient to encrypt the data. The
encrypted data can then be transmitted via any public means,
including the Internet, without loss of privacy. The intended
recipient uses a private key known only to the recipient and
a public-key algorithm to decrypt the data. For more details
on public-key cryptography, see Bruce Schneier, Applied
Cryptography (1996), pp. 31-34.

Many software providers have developed software prod-
ucts designed to make digital security and public-key cryp-
tography more convenient for the user. One such software
package is the Pretty Good Privacy (“PGP”) software pack-
age offered by Pretty Good Privacy, Inc. Even using soft-
ware like PGP, however, the process of sending an encrypted
document may still be too difficult or time-consuming for
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2

many users. First, before sending an encrypted e-mail to a
recipient, for example, the sender must firsi obtain the
recipient’s public key. Even if the key is posted on 2 public
or corporate key server, the sender will have to spend some
amount of time to find and access it. Second, the sender must
import the recipient’s key into his or her operating version
of the encryption software by, for example, cutting and
pasting the key text from the key server’s page or typing in
the key information directly. Both methods are prone to
errors and, as a result, the encryption feature will not
function properly. Lastly, even if the sender implements the
encryption software correctly, the intended recipient may
not be operating a compatible software package.

The present invention provides methods and systems for
facilitating the transmission of a secure message across an
insecure network by encapsulating a security procedure that
is compatible with the recipient in a security software object
that is transmitted to the sender. The present invention
further provides methods and systems for facilitating trans-
mission of a secure message across an insecure network by
encapsulating security information used by the security
procedure, such as the recipient’s public key, in the security
software object.

The present invention further provides methods and sys-
tems for transmission of a secure message across an insecure
network by encapsulating the recipient’s communications
procedure and routing information to facilitate transmitting
the encrypted data to an intended recipient.

SUMMARY OF THE INVENTION

Methods for facilitating transmission of a secure message
across an insecure network consistent with this invention
comprise the steps, performed by a processor, of receiving a
request for a recipient’s security software object from a
sender; transmitting the software object in response to the
user request, the software object comprising a security
procedure and recipient information; receiving a secured
message secured using the security procedure and the recipi-
ent information; and transmitting the secured message to the
recipient based on the recipient information.

In accordance with another aspect of the present
invention, a method for facilitating the transmission of a
secure message from a sender to a recipient comprises the
steps, performed by a processor, of receiving a request from
a sender for recipient information encapsulated in a self-
executable security procedure; transmitting the recipient
information encapsulated in a self-executable security pro-
cedure in response to the request; receiving a secured
message secured using the self-executable security proce-
dure and the recipient information; and transmitting the
secured message to the recipient based on the recipient
information.

In accordance with still another aspect of the present
invention, a method for creating and transmitting a secured
message over an insecure network, comprises the steps,
performed by a processor, of obtaining a software object
comprising a security procedure and recipient information;
generating a message; executing the software object to
secure the message; and transmitting the secured message
based on the recipient information.

Astill further aspect of the present invention is a computer
program product that comprises a computer-usable medium
having computable-readable code embodied therein for
transmitting a secure message across an insecurc network
between a client and a server, the computer program product
comprising the steps, performed by a processor, of receiving
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a request from a sender; transmitting a software object in
response to the user request, the software object comprising
a security procedure and recipient information; receiving a
secured message secured using the security procedure and
the recipient information; and, transmitting the secured
message to the recipient based on the recipient information.

Yet another aspect of the present invention is a system for
facilitating the transmission of a secure message from a
sender to a recipient comprising a first receiver for receiving
a request from a sender; a first transmitter for transmitting a
software object in response to the user request, the software
object comprising a security procedure and recipient infor-
mation; a second receiver for receiving a secured message
secured using the security procedure and the recipient infor-
mation; and a second transmitter for transmitting the secured
message to the recipient based on the recipient information.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of this specification, illustrate the
invention and, together with the description, serve to explain
the principles of the invention.

FIG. 1 is a schematic block diagram illustrating a com-
puter architecture suitable for use with the present invention;

FIG. 2 is a pictorial representation of a method consistent
with the present invention;

FIG. 3 is a flowchart of the steps performed by a processor
consistent with the present invention for generating a secu-
rity software object; and

FIG. 4 is a flowchart of the steps performed by a processor
consistent with the present invention for facilitating the
transmission of a secure message across an insecure net-
work.

DETAILED DESCRIPTION OF THE
INVENTION
A. Overview

Systems and methods consistent with the present inven-
tion allow secure messages to be transmitted across a
network connection. A sender obtains a security software
object comprising a security procedure and other
information, such as the recipient’s public key and e-mail
address. The sender then composes a message or attaches a
file using the security software object. Upon indication from
the sender, the software object secures the message and
attached file by executing the security procedure using
information encapsulated in the security software object.
The secured message is then transmitted across the network
connection to the recipient.

The present invention may be implemented using
hardware, software, or a combination of hardware and
software. Specifically, the invention may be implemented
with both object-oriented programming languages, like
Java® and C++, and nonobject-oriented programming lan-
guages. (Java® is a registered trademark of Sun
Microsystems, Inc. in the United States and other countries.)

Reference will now be made in detail to an exemplary
implementation of a system consistent with the present
invention which is also illustrated in the accompanying
drawings. While the description includes exemplary
embodiments, other embodiments are possible, and changes
may be made to the implementation described without
departing from the spirit and scope of the invention. Wher-
ever possible, the same reference numbers will be used
throughout the drawings 1o refer to the same or like parts.
B. Computer Architecture
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4

Methods and systems consistent with the present inven-
tion may be implemented using distributed systems such as
exemplary distributed system 10 shown in FIG. 1. Client
100 is a conventional computer that includes a bus 102 or
other communication mechanism for communicating infor-
mation and a processor 116 coupled with bus 102 for
processing information and executing application programs.
Client 100 also includes a main memory 114 comprising, for
example, a random access memory (RAM) 106 or other
dynamic storage device and a read only memory (ROM) 108
or other static storage device, coupled to bus 102 for storing
information and instructions to be executed by processor
116. A storage device 110, such as a magpetic disk or optical
disk, is provided and coupled to bus 102 for storing infor-
mation and instructions.

Client 100 may be coupled via bus 102 to a display 103,
such as a cathode ray tube (CRT), for displaying information
to a computer user. An input device 104, including alpha-
numeric and other keys, is coupled to bus 102 for commu-
nicating information and command selections to processor
116. Another type of user input device is cursor control 106,
such as a mouse, a trackball, or cursor direction keys for
communicating direction information and command selec-
tions to processor 116 and for controlling cursor movement
on display 103. This input device typically has two degrees
of freedom in two axes, a first axis (e.g., X) and a second axis
(e.g., ¥), that allows the device to specify positions in a
plane.

Methods and systems consistent with the present inven-
tion utilize client 100 for transmitting a secure message
across an insecure connection. Comsistent with one
implementation, processor 116 of client 100 executes one or
more sequences of one or more instructions contained in
main memory 114. Such instructions may be read into main
memory 114 from another computer-readable medium, such
as storage device 110, or received in the form of an object
from server 130. Execution of the sequences of instructions
contained in main memory 114 causes processor 116 to
perform the process steps described herein. In.an alternative
implementation, hard-wired circuitry may be used in place
of or in combination with software instructions to implement
the invention. Thus, implementations of the invention are
not limited to any specific combination of hardware circuitry
and software.

The term “computer-readable medium” as used herein
refers to any media that participates in providing instructions
to processor 116 for execution. Such a medium may take
many forms, including but not limited to, non-volatile
media, volatile media, and transmission media. Non-volatile
media includes, for example, optical or magnetic disks, such
as storage device 110. Volatile media includes dynamic
memory, such as main memory 114. Transmission media
includes coaxial cables, copper wire, and fiber optics,
including the wires that comprise bus 102. Transmission
media can also take the form of acoustic or light waves, such
as those generated during radio wave and infrared data
communications.

Common forms of computer-readable media include, for
example, a floppy disk, a flexible disk, hard disk, magnetic
tape, or any other magnetic medinm, a CD-ROM, any other
optical medium, punch cards, papertape, any other physical
medium with paiterns of holes, a RAM, PROM, and
EPROM, a FLASH-EPROM, any other memory chip or
cartridge, a carrier wave, or any other medium from which
a computer can read.

Various forms of computer readable media may be
involved in carrying one or more sequences of one or more
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instructions to processor 116 for execution. For example, the
instructions may initially be carried on a magnetic disk of a
remote computer. The remote computer can load the instruc-
tions into its dynamic memory and send the instructions over
a telephone line using a modem. A modem local to client 100
can receive the data on the telephone line and use an infrared
transmitter to convert the data to an infrared signal. An
infrared detector coupled to bus 102 can receive the data
carried in the infrared signal and place the data on bus 102.
Bus 102 carries the data to main memory 114, from which
processor 116 retrieves and executes the instructions. The
instructions received by main memory 114 may optionally
be stored on storage device 110 either before or after
execution by processor 116.

Client 100 also includes a communication interface 118
coupled to bus 102. Communication interface 112 provides
a two-way data communication coupling to a network link
120 that is connected to local network 122. For example,
communication interface 112 may be an integrated services
digital network (ISDN) card or a modem to provide a data
communication connection to a corresponding type of tele-
phone line. As another example, communication interface
112 may be a local area network (LAN) card providing a
data communication connection to a compatible LAN. Wire-
less links may also be implemented. In any such
implementation, communication interface 112 sends and
receives electrical, electromagnetic, or optical signals that
carry digital data streams representing various types of
information.

Network link 120 typically provides data communication
through one or more networks to other data devices. For
example, network link 120 may provide a conmection
through local network 122 to a host computer 124 and/or to
data equipment operated by an Internet Service Provider
(ISP) 126. ISP 126, in turn, provides data communication
services through the Internet 128. Local network 122 and
Internet 128 both use electric, electromagnetic, or optical
sigpals that carry digital data streams. The signals through
the various networks and the signals on network link 120
and through communication interface 112, which carry the
digital data to and from client 100, are exemplary forms of
carrier waves transporting the information.

Client 100 can send messages and receive data, including
program code, through the network(s), network link 120,
and communication interface 112. In the Internet example, a
server 130 might transmit a requested code for an applica-
tion program through Internet 128, ISP 126, local network
122, and communication interface 112. In accordance with
one implementation, one such downloaded application com-
prises a software object with encapsulated security proce-
dure and recipient information, as described herein. The
received code may be executed by processor 116 as it is
received and/or stored in storage device 110 or other non-
volatile storage for later execution. In this manuer, client 100
may obtain application code in the form of a carrier wave.

Although client 100 is shown in FIG. 1 as being connect-
able to one server 130, those skilled in the art will recognize
that client 100 may establish connections to multiple servers
on Internet 128.

C. One Embodiment of the Method

Methods consistent with the present invention will be
described in terms of the operation of a server with refer-
ences to the diagram in FIG. 2. For example, in ome
embodiment of the present invention, server 130 receives a
request for the security software object from client 100, the
compuler of the entity wishing to transmit a secured mes-
sage. The request may be in the form of, for example,
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“clicking” a web site button or icon, an e-mail, or a verbal
request for the software. The server transmits the security
software object to the client over network 140. Network 140
may be a plurality of local networks, network links, and
communication interfaces including, but not limited to,
Internet 128, ISP 126, local network 122, and communica-
tions interface 112 as depicted in FIG. 1. Client 100 receives
the security software object. After execution of the security
software object, an encrypted message is transmitted from
client 100 to recipient 160 via network 140. The encrypted
message may also be received by server 130 and retrans-
mitted to recipient 160 via network 140.

FIG. 3 is a flowchart of the steps performed by a processor
consistent with the present invention for generating a secu-
rity software object. Methods consistent with the present
invention implement object-oriented programming
techniques, such as the C++ or Java® programming lan-
guages. Object-oriented programming is a form of software
development that involves the creation and use of “objects”.
Objects are software entities that contain data as well as
instructions that manipulate the data.

One of the principle benefits of object-oriented program-
ming is encapsulation. In object-oriented programming,
“encapsulation” refers to the process of grouping data and
the code that manipulates it into a single entity or object.

To prepare the object, a security procedure is chosen (step
310). The security procedure can be, for example, public-
key encryption or any other procedure suitable for securing
electronic data. If other information related to the execution
of the security procedure is needed (step 315), that infor-
mation is generated (step 320). A security procedure based
on public-key encryption for example, will require that the
sender use the recipient’s public key to encrypt the message.
In methods consistent with the present invention, the public
key is obtained or generated and is encapsulated in the
security software object along with the security algorithm
(step 330).

The recipient may also want to facilitate receipt of the
encrypted message by providing routing information. If such
routing information is needed (step 335), routing informa-
tion is encapsulated in the security software object (step
340). Routing information may be, for example, the recipi-
ent’s e-mail address, Internet protocol address, or other
network identification information. Routing information
may also include a communications procedure used by the
recipient. The security software object may then be made
available for public use by, for example, posting on the
World Wide Web, creating disks for distribution, saving as
a file for attachment to an e-mail, or by some other means.

FIG. 4is a flowchart of the steps performed by a processor
consistent with the present invention for facilitating the
transmission of a secure message across an insecure net-
work. If a sender wants to communicate with the recipient,
the sender requests the security software object (step 410).
The sender can make such a request by, for example,
accessing the recipient’s web site and requesting download-
ing of the object by “clicking” on a button or icon, using his
or her computer (client 100). The security software object is
transferred to the client computer, for example, by transmit-
ting the file across the Internet or by loading the file from
disk (step 420). If loaded from disk, the security software
object may coatain a function that automatically connects
the client to the Internet or, alternatively, the sender may
need to activate the object. If the object is downloaded from
the Internet, the object may automatically prompt the sender
to enter a message or attach a file for transfer. The sender
composes a message (step 430). When the sender indicates
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completion by, for example, clicking on a button or icon
(step 440), the security software object encrypts the message
using the encapsulated security information in the security
software object (step 450). For example, if the security
procedure is a public-key algorithm, the security software
object will encrypt the message using the recipient’s public
key that is encapsulated in the security software object. The
encrypted message is transmitted across the Internet to the
recipient (step 460). If necessary, the security software
object may use routing information that is encapsulated in
the security software object. Upon receipt of the encrypted
message, the recipient can decrypt and use the message.
D. Conclusion

In accordance with the present invention, methods and
systems consistent with the present invention facilitate the
transmission of secure messages across an insecure network.
The sender requests a recipient’s security software object by,
for example, clicking on a button or icon on the recipient’s
web page. A security software object with encapsulated
security information and routing information is transmitted
to the sender. The sender composes a message using the
security software object. When sender indicates completion,
the security software object secures the message according
to the security procedure of the object and transmits the
secured message to the recipient.

The foregoing description of an implementation of the
invention has been presented for purposes of illustration and
description. It is not exhaustive and does not limit the
invention to the precise form disclosed. Modifications and
variations are possible in light of the above teachings or may
be acquired from practicing of the invention. For example,
the described implementation includes software but the
present invention may be implemented as a combination of
hardware and software or hardware alone. The scope of the
invention is defined by the claims and their equivalents.

What is claimed:

1. A method for facilitating the transmission of a secure
message from a sender to a recipient comprising the steps,
performed by a processor, of:

receiving a request for a recipient’s security software

object from a sender;

transmitting the software object in response to the request,

the software object comprising a security procedure
and recipient information;

receiving a secured message secured using the security

procedure and the recipient information; and
transmifting the secured message to the recipient based on
the recipient information.

2. A method of claim 1 wherein the security procedure
comprises a publickey encryption algorithm.

3. A method of claim 2 wherein the recipient information
comprises:

a public key associated with a recipient.

4. A method of claim 1 wherein the recipient information
comprises the recipient’s routing information.

5. A method for facilitating the transmission of a secure
message from a sender to a recipient comprising the steps,
performed by a processor, of:

receiving a request from a sender for recipient informa-

tion encapsulated in a self-executable security proce-
dure;

transmitting the recipient information encapsulated in a

self-executable security procedure in response to the
request;

receiving a secured message secured using the self-

executable security procedure and the recipient infor-
mation; and
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transmitting the secured message to the recipient based on
the recipient information.
6. A method of claim 5 wherein the security procedure
comprises a public-key encryption algorithm.
s 7. Amethod of claim 6 wherein the recipient information
comprises:

a public key associated with a recipient.

8. A method of claim 5 wherein the recipient information
comprises the recipient’s routing information.

9. A method for creating and trapsmitting a secured
message over an insecure network, comprising the steps,
performed by a processor, of:

obtaining a software object comprising a security proce-

dure and recipient information;

10

1 generating a message;
executing the software object to secure the message; and
transmitting the secured message based on the recipient
information.
20  10. A method for creating and transmitting a secured

message over an insecure network comprising the steps,
performed by a processor, of:

transmitting a request for recipient information;
obtaining the recipient information embedded in a self-

25 executable security procedure;
generating a message; and
transmitting the message secured by the self-executable
security procedure and the recipient information.
sp  11. A method for constructing a software object for

transmitting a secure message to an intended recipient over
an insecure network comprising the steps of:

determining a security procedure;

determining recipient information;

3 encapsulating the recipient information and the security

procedure in a software object; and

storing the software object to a storage medium accessible
by users.

12. A computer program product comprising:

a computer-usable medium having computable-readable
code embodied therein for transmitting a secure mes-
sage across an insecure network between a client and a
server, the computer program product comprising the

45 steps, performed by a processor, of:

receiving a request from a sender;

transmitting a software object in response to the request,
the software object comprising a security procedure
and recipient information;

receiving a secured message secured using the security

procedure and the recipient information; and,
transmitting the secured message to the recipient based on
the recipient information.

13. The computer program product of claim 12 wherein
the security procedure comprises a public-key encryption
algorithm.

14. The computer program product of claim 13 wherein
the recipient information comprises:

a public key associated with a recipient.

15. The computer program product of claim 12 wherein
the recipient information comprises the recipient’s routing
information.

16. A computer program product comprising:

a computer-usable medium having computable-readable

code embodied therein for transmitting a secure mes-
sage across an insecure network between a client and a

50
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server, the computer program product comprising the
steps, performed by a processor, of:

determining a security procedure;
determining recipient information;

encapsulating the recipient information and the security
procedure in a software object; and,

storing the software object to a storage medium.

17. The computer program product of claim 16 wherein
the security procedure comprises a public-key encryption
algorithm.

18. The computer program product of claim 17 wherein
the recipient information comprises:

a public key associated with a recipient.

19. The computer program product of claim 16 wherein
the recipient information comprises the recipient’s routing
information.

20. A system for facilitating the transmission of a secure
message from a sender to a recipient comprising:

a first receiver for receiving a request for a recipient’s

security software object from a sender;

a first transmitter for transmitting the software object in
response to the request, the software object comprising
a security procedure and recipient information;

a second receiver for receiving a secured message secured
using the security procedure and the recipient informa-
tion; and,

a second transmitter for transmitting the secured message
to the recipient based on the recipient information.

10
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21. The system of claim 20 wherein the security proce-

dure comprises a public-key encryption algorithm.

22. The system of claim 21 wherein the recipient infor-

mation comprises:

a public key associated with a recipient.
23. The system of claim 20 wherein the recipient infor-

matjon comprises the recipient’s routing information.

24. An apparatus for facilitating the transmission of a

secure message from a sender to a recipient comprising:

a component configured to receive a request from a
sender;

a component configured to transmit a software object in
response to the request, the software object comprising
a security procedure and recipient information,

a component configured to receive a secured message
secured using the security procedure and the recipient
information; and,

a component configured to transmit the secured message
to the recipient based on the recipient information.

25. The apparatus of claim 24 wherein the security

procedure comprises a publickey encryption algorithm.

26. The apparatus of claim 25 wherein the recipient

information comprises:

a public key associated with a recipient.
27. The apparatus of claim 24 wherein the recipient

information comprises the recipient’s routing information.

LI I R



