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Plaintiff ClearPath Networks, Inc. alleges:

JURISDICTION AND VENUE

1. This action arises under the patent laws of the United States, 35
U.S.C. §§ 271 et seq. This Court has subject matter jurisdiction pursuant to 28
U.S.C. §§ 1338(a) and 1331.

2. Venue is proper in this judicial district pursuant to 28 U.S.C. §§
1391(b) and (c) and 1400(b) because: (a) acts of patent infringement occurred here;
(b) Plaintiff ClearPath Networks, Inc. has its principal place of business and
developed the invention at issue here; and (c) Defendants are corporations deemed
to “reside” here because they advertise and sell their infringing products in this
district and are subject to personal jurisdiction here.

3. Upon information and belief, Defendants are subject to personal

jurisdiction in the Central District of California.

PARTIES

4. Plaintiff ClearPath Networks, Inc. (“ClearPath”) is a corporation
organized and existing under the laws of the state of Delaware, with its principal
place of business at 300 North Continental Boulevard, El Segundo, California
90245. ClearPath is a pioneer in the virtual networking revolution. It was founded
in 2002 to enable small to mid-market companies, who do not have the necessary
information technology staff and budget resources to acquire and maintain a
traditional network infrastructure, to easily and cost effectively deploy and manage
a distributed wide area network. Such an infrastructure is ordinarily comprised of
hardware, software and systems that must be manually configured and managed.
ClearPath created a novel method for activation and delivery of computer network
configurations, and for remote monitoring and management of such systems from

the cloud. ClearPath was awarded patents for those methods not only in the United
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States but also China, Japan, Canada, and India. Using its patented methods,
ClearPath launched the world’s first cloud managed networking offering, and has
continued to evolve this technology into a comprehensive cloud-based virtual
network services platform. This platform also enables service providers to offer
cloud managed network services both for on-premise networks and cloud-based
networking. ClearPath’s technology has been described as game changing and has
been adopted by some of the largest information technology and
telecommunications companies in the world.

5. Defendant Meraki, Inc. (“Meraki”) is a corporation organized and
existing under the laws of the state of Delaware, with its principal place of business
at 660 Alabama Street, San Francisco, California 94110. ClearPath is informed
and believes that Meraki was formed in 2006, well after ClearPath’s patents were
filed. Meraki provides cloud managed networking services and products.

6. Defendant Cisco Systems, Inc. (“Cisco”) is a corporation organized
and existing under the laws of the state of California, with its principal place of
business at 170 West Tasman Dr., San Jose, California 95134.

7. ClearPath is informed and believes that on or about December 20,
2012, Cisco acquired Meraki, that Meraki is now a wholly owned subsidiary of
Cisco, and that from and after December 20, 2012, Cisco has been, and now is,
controlling and participating in the acts of infringement alleged below.

8. Meraki and Cisco are sometimes referred to collectively as
“Defendants.”

9. On November 18, 2012, Cisco released a blog post by Hilton
Romanski, titled Cisco Announces Intent to Acquire Meraki. In the blog post Mr.
Romanski stated: “Today, we are excited to announce an important acquisition that
addresses the rapidly occurring shift to cloud networking as a key part of Cisco’s

overall strategy. San Francisco-based Meraki, a leader in cloud networking, offers
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customers on-premise networking solutions that are centrally managed from the
cloud.”

10.  CIliff Young, ClearPath’s CEO, became aware of the acquisition and
investigated Meraki’s use of cloud managed networking. ClearPath’s investigation
found pervasive infringement of ClearPath patents. On November 28, 2012,
ClearPath informed Meraki in writing of such infringement but invited discussions
about amicable resolution before filing a complaint in federal court.

11.  On November 28, 2012, Mr. Young also wrote to Mr. Hilton
Romanski, Vice President Head of Corporate Development for Cisco, informing
Cisco that ClearPath’s “patented technology is being pervasively infringed upon by
the core Meraki platform.” Mr. Young requested Mr. Romanski’s assistance in
resolving the matter and supplied supporting infringement analysis. Mr. Romanski
asserted that Cisco was not able to actively engage in Meraki matters because of
the pending anti-trust review process.

12.  On December 18, 2012, as part of discussions about resolving the
infringement claims, ClearPath’s patent counsel forwarded a more detailed claims
analysis to Stefani Shanberg, Meraki’s counsel, demonstrating pervasive
infringement of ClearPath’s patents.

13.  On December 20, 2012, after Meraki completed its sale to Cisco,
representatives of ClearPath, Meraki, and Cisco met both in San Francisco,
California and telephonically to discuss a potential resolution of Cisco’s patent
resolution claims. At the meeting, ClearPath reasserted its belief that ClearPath
patents were being infringed by Meraki’s cloud managed process and reviewed the
detailed claims analysis prepared by ClearPath patent counsel. After private
consultations, Meraki and Cisco representatives requested that ClearPath propose
licensing fees for the use of its patented technology by Meraki and Cisco. The
parties agreed that ClearPath would make a licensing proposal to which Meraki

and Cisco would respond by January 11,2012. ClearPath agreed in good faith to
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refrain from filing its infringement complaint pending receipt of the Meraki/Cisco
response.

14.  OnJanuary 11, 2012, without prior notice, Meraki filed an
anticipatory complaint for declaratory relief in in the Northern District of
California, Case No. 130145. The complaint alleges among other things that that
ClearPath’s patents are invalid, and thus that Defendants have a right to continue
providing products and services without a patent license from ClearPath. The
complaint alleges as purportedly invalidating prior art other patents not owned by
Meraki and fundamentally different from ClearPath patents. Meraki also asserts
invalidity on the basis that ClearPath websites dating back to 2002 suggest its
methods were used more than one year before being patented. This is false. In
addition the complaint alleges that, on December 7, 2012, Mr. Young sent an email
to Meraki’s investors but omits the fact that these investors were Meraki’s board
members.

GENERAL ALLEGATIONS

15. On August 24, 2010, the United States Patent and Trademark Office
duly and legally issued U.S. Patent No. 7,783,800 (“the ‘800 Patent”) for an
invention entitled “SYSTEMS AND METHODS FOR MANAGING A
NETWORK.” A full and correct copy of the ‘800 Patent is attached as Exhibit 1.

16.  On December 13, 2011, the United States Patent and Trademark
Office duly and legally issued U.S. Patent No. 8,078,777 (“the ‘777 Patent”) for an
invention entitled “SYSTEMS AND METHODS FOR MANAGING A
NETWORK.” A full and correct copy of the ‘777 Patent is attached as Exhibit 2.

17.  On December 25, 2012, the United States Patent and Trademark
Office duly and legally issued U.S. Patent No. 8,341,317 (“the ‘317 Patent”) for an
invention entitled “SYSTEMS AND METHODS FOR MANAGING A
NETWORK.” A full and correct copy of the ‘317 Patent is attached as Exhibit 3.
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18. By virtue of assignment, ClearPath has acquired and continues to:
maintain all right, title and interest in and to the ‘800 Patenf, the 777 Patent and
the ‘317 Patent.

FIRST COUNT
(Infringement of U.S. Patent No. 7,783,800)

19. ClearPath incorporates by reference each allegation in paragraphs 1
through 12, inclusive, above.

20. ClearPath states the allegations in this paragraph on information and
belief. Defendants, without the permission of ClearPath, have infringed (directly
and under the doctrine of equivalents) and continue to infringe the ‘800 Patent by,
among other things, making, using, selling and offering for sale within the United
States products and services and/or performing methods that fall within the scope
of one or more claims of the ‘800 Patent, including, without limitation, claims 1-
24. Defendants infringe those claims of the ‘800 Patent by making, using, selling
and offering for sale an infrastructure that leverages software for configuring and
managing remote appliances and for receiving network traffic information in
which, among other things, Defendants provide for the automatic configuration,
management and performance reporting of the appliances from a cloud-based
management center. When a Meraki (now Cisco) appliance connects to the
Internet, it contacts the cloud-based management center, which has certain
configurations (e.g., a Virtual Private Network (“VPN”) configuration and/or an
internet protocol (“IP”) routing and network interface configuration). The cloud
based management center stores the configuration(s) and automatically transmits
the stored configuration(s) to the appliance in response to a request from the
appliance. Similarly the configurations may be changed by an end user in the

portal and pushed to the appliance over the internet. Upon receipt of the
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configuration(s), the appliance is caused to provide VPN, IP routing and/or
network interface services to a customer’s network.

21.  Asaresult of Defendants’ infringement of the ‘800 patent, ClearPath
has been damaged.

22.  Unless a permanent injunction is issued enjoining Defendants and
their agents, servants, employees, representatives, affiliates, and all others acting in
concert with them, or any of them, from infringing the ‘800 patent, ClearPath will
be greatly and irreparably harmed.

23.  To the extent that facts learned in discovery show that Defendants’
infringement of the ‘800 Patent is or has been willful, ClearPath reserves the right

to request such a finding at the time of trial.

COUNT TWO
(Infringement of U.S. Patent No. 8,078,777)

24. ClearPath incorporates by reference each allegation in paragraphs 1
through 12, inclusive, above.

25.  ClearPath states the allegations in this paragraph on information and
belief. Defendants, without the permission of ClearPath, have infringed (directly
and under the doctrine of equivalents) and continue to infringe the ‘777 Patent by,
among other things, making, using, selling and offering for sale within the United
States products and services and/or by performing methods, that fall within the
scope of one or more claims of the ‘777 Patent, including, without limitation,
claims 1- 20. Defendants infringe those claims of the ‘777 Patent by making,
using, selling and offering for sale an infrastructure that leverages software for
configuring and managing remote appliances and for receiving network traffic
information in which, among other things, Defendants provide for the automatic
configuration, management and performance reporting of the appliances from a

cloud-based management center. When a Meraki (now Cisco) appliance connects
7
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to the Internet, it contacts the cloud-based management center, which has certain
configurations. These configurations include, for example, a Quality of Service
(“QOS”) configuration and one or more other configurations, such as a content
filtering configuration, a VPN configuration, an IP routing and network interface
configuration, an anti-virus configuration, and/or a device monitoring
configuration. The cloud based management center stores the configuration(s) and
automatically transmits the stored configuration(s) to the appliance in response to a
request from the appliance. Similarly the configurations may be changed by an
end user in the portal and pushed to the appliance over the internet. Upon receipt
of the configuration(s), the appliance is caused to provide QOS and other services
(e.g. content filtering, VPN, anti-virus and/or IP routing and network interface
services and/or device monitoring services) to a customer’s network.

26. As aresult of Defendants’ infringement of the ‘777 patent, ClearPath
has been damaged.

27. Unless a permanent injunction is issued enjoining Defendants and
their agents, servants, employees, representatives, affiliates, and all others acting in
concert with them, or any of them, from infringing the ‘777 patent, ClearPath will
be greatly and irreparably harmed.

28.  To the extent that facts learned in discovery show that Defendants’
infringement of the ‘777 Patent is or has been willful, ClearPath reserves the right

to request such a finding at the time of trial.

COUNT THREE
(Infringement of U.S. Patent No. 8,341,317)

29. ClearPath incorporates by reference each allegation in paragraphs 1

through 12, inclusive, above.
30. ClearPath states the allegations in this paragraph on information and

belief. Defendants, without the permission of ClearPath, have infringed (directly
8
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and under the doctrine of equivalents) and continue to infringe the ‘317 Patent by,
among other things, making, using, selling and offering for sale within the United
States products and services and/or by performing methods, that fall within the
scope of one or more claims of the ‘317 Patent, including, without limitation,
claims 1-15. Defendants infringe those claims of the ‘317 Patent by making,
using, selling and offering for sale an infrastructure that leverages software for
configuring and managing remote appliances and receiving network traffic
information in which, among other things, Defendants provide for the automatic
configuration, management and performance reporting of the appliances from a
cloud-based management center. When a Meraki (now Cisco) appliance connects
to the Internet, it contacts the cloud-based management center, which has certain
configurations. These configurations include, for example, a Quality of Service
(“QOS”) configuration and one or more other configurations, such as a content
filtering configuration, a VPN configuration, an IP routing and network interface
configuration, a content filtering configuration, and/or a device monitoring
configuration. The cloud based management center stores the configuration(s) and
automatically transmits the stored configuration(s) to the appliance in response to a
request from the appliance. Similarly the configurations may be changed by an
end user in the portal and pushed to the appliance over the internet. Upon receipt
of the configuration(s), the appliance is caused to provide QOS and other services
(e.g. content filtering, VPN, and/or IP routing and network interface services
and/or device monitoring services) to a customer’s network. The customer may use
the portal receiving information from the management center to manage a single
network or simultaneously manage multiple customer networks over the same
portal receiving information from the same management center.

31.  Asaresult of Defendants’ infringement of the ‘317 patent, ClearPath

has been damaged.
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32.  Unless a permanent injunction is issued enjoining Defendants and
their agents, servants, employees, representatives, affiliates, and all others acting in
concert with them, or any of them, from infringing the ‘317 patent, ClearPath will
be greatly and irreparably harmed.

33.  To the extent that facts learned in discovery show that Defendants’
infringement of the ‘317 Patent is or has been willful, ClearPath reserves the right

to request such a finding at the time of trial.

PRAYER FOR RELIEF
ClearPath seeks the following relief:

1. A judgment that Defendants have infringed one of more claims of the
‘800 Patent;

2. A judgment that Defendants have directly infringed one of more
claims of the ‘777 Patent;

3. A judgment that Defendants have directly infringed one of more
claims of the ‘317 Patent;

4. A permanent injunction enjoining Defendants and their respective
officers, directors, agents, servants, affiliates, employees, divisions, branches,
subsidiaries, parents, and all other acting in concert with them, or any of them,
from infringing the ‘800 Patent;

5. A permanent injunction enjoining Defendants and their respective
officers, directors, agents, servants, affiliates, employees, divisions, branches,
subsidiaries, parents, and all other acting in concert with them, or any of them,
from infringing the ‘777 Patent;

6. A permanent injunction enjoining Defendants and their respective
officers, directors, agents, servants, affiliates, employees, divisions, branches,
subsidiaries, parents, and all other acting in concert with them, or any of them,

from infringing the ‘317 Patent;
10
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7. An award of damages in accordance with 35 U.S.C.§ 284;

8. A judgment and order requiring Defendants, and each of them, to
provide an accounting and to pay supplemental damages to ClearPath, together
with interest thereon;

9. A decree that this action is an “exceptional case” within the meaning
of 35 U.S.C.§ 285 and a reasonable award of attorneys’ fees; and

10.  Such other and further relief as may be proper under the

circumstances.

KEVIN E. GAUT
KARIN G. PAGNANELLI
MITCHELL SILBERBERG &

DATED: January 14, 2013

>
e

Revin E. Gabt—
Attorneys for Plaintiff
ClearPath Networks, Inc.

By:

JURY TRIAL DEMAND

ClearPath hereby demands a trial by jury of all issues so triable.

KEVINE. GAUT
KARIN G. PAGNANELLI
MITCHELL SILBERBERG & KNUPP LLP

DATED: January 14, 2013

B

y: ,
~Kevin E. Gaut_
Attorneys for Plaintiff
ClearPath Networks, Inc.
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SYSTEMS AND METHODS FOR MANAGING
ANETWORK

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims the priority benefit of U.S. Provi-
sional Application No. 60/562,596, which was filed on Apr.
15, 2004 and is incorporated by reference in its entirety.

BACKGROUND

This application discloses an invention that is related, gen-
erally and in various embodiments, to systems and methods
for managing a network.

Some network environments provide companies with criti-
cal information technology (IT) services for installing, con-
necting, managing and securing their network environment.
However, traditional network implementations have required
that network infrastructure capable of supporting computer
applications be assembled using disparate hardware, soft-
ware and systems that must be manually configured and man-
aged. As a result, these traditional network implementations
have been utilized primarily by large enterprises with large
information technology (IT) budgets.

Small and medium businesses (SMBs) represent the
majority of businesses, and their network management and
security needs are no less critical that that of larger enter-
prises. However, due to budgetary and technological con-
straints, traditional secure network management systems, ser-
vices, and elements are usually not a viable option for SMBs.
Most SMBs lack the necessary IT staft and budget resources
to effectively manage secure network environments that may
be leveraged to deploy distributed applications that run on
these networks and make those businesses more competitive.

SUMMARY

In one general respect, this application discloses a method
of managing a network. According to various embodiments,
the method includes receiving an activation key automatically
transmitted from a device connected to the network, auto-
matically transmitting a configuration to the device, auto-
matically maintaining the configuration of the device, and
receiving log information from the device.

According to various embodiments, the method includes
automatically setting a default configuration for the device,
automatically generating an activation key associated with a
device, and automatically transmitting a provisioned configu-
ration to the device after the device is connected to the net-
work.

According to various embodiments, the method includes
periodically polling a device connected to the network, auto-
matically determining whether a configuration of the device
is current, automatically setting a new configuration for the
device when the configuration is not current, and automati-
cally transmitting the new configuration to the device.

According to various embodiments, the method includes
receiving network traffic information from a device con-
nected to the network, automatically correlating the informa-
tion, and automatically determining network performance
based on the information.

According to various embodiments, the method includes
receiving credentials associated with a remote access user,
automatically validating the credentials, automatically deter-
mining which devices connected to the network the remote
access user is authorized to connect to, and automatically
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2
transmitting to a remote access client a list of devices the
remote access user is authorized to connect to.

In another general respect, this application discloses a sys-
tem for managing a network. According to various embodi-
ments, the system includes a device connected to the network
and a management center in communication with the device
via the Internet. The device includes a processor and a
memory. The management center includes a first module for
provisioning a configuration of the device, a second module
for automatically transmitting the configuration to the device,
and a third module for automatically maintaining the configu-
ration of the device.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates various embodiments of a system for
managing a network;

FIG. 2 illustrates various embodiments of a device;

FIG. 3 illustrates various embodiments of the device;

FIG. 4 illustrates various embodiments of the device;

TIG. 5 illustrates various embodiments of a management
center;

FIG. 6 illustrates various embodiments of a server;

FIG. 7 illustrates various embodiments of a server;

FIG. 8 illustrates various embodiments of a server;

FIG. 9 illustrates various embodiments of a web-based
management portal;

FIG. 10 illustrates various embodiments of a method of
managing a network;

FIG. 11 illustrates various embodiments of a method of
managing a network;

FIG. 12 illustrates various embodiments of a method of
managing a network;

FIG. 13 illustrates various embodiments of a method of
managing a network; and

FIG. 14 illustrates various embodiments of a method of
managing a network.

DETAILED DESCRIPTION

The systems and methods described herein may be utilized
to provide for the automated delivery of managed services. It
is to be understood that the figures and descriptions of the
disclosed invention have been simplified to illustrate ele-
ments that are relevant for a clear understanding of the inven-
tion, while eliminating, for purposes of clarity, other ele-
ments. Those of ordinary skill in the art will recognize,
however, that these and other elements may be desirable.
However, because such elements are well known in the art,
and because they do not facilitate a better understanding of
the invention, a discussion of such elements is not provided
herein.

FIG. 1 illustrates various embodiments of a system 10 for
managing a network. The system 10 may be utilized to pro-
vide a company with critical information technology (IT)
services for installing, connecting, managing and securing
their network environment without having to rely on several
discrete systems.

According to various embodiments, the system 10 includes
a management center 12 and at least one device 14 in com-
munication with the management center 12 via the Internet
16. Although only three devices 14 are shown in FIG. 1, the
system 10 may include any number of devices 14 in commu-
nication with the management center 12 via the Internet 16.
Each device 14 may be located at a different customer loca-
tion, and each device 14 may be connected to a different local
area network 18.
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FIGS. 2-4 illustrate various embodiments of the device 14
of FIG. 1. As shown in FIG. 2, the device 14 includes a
processor 20 and a memory 22. According to various embodi-
ments, the device 14 may also include a first fast ethernet port
24, asecond fast ethernet port 26, and a third fast ethernet port
28. As shown in FIG. 3, the device 14 may be connected to a
local area network 18 via the first fast ethernet port 24, to a
service provider wide area network 30 via the second fast
ethernet port 26, and to a demilitarized zone 32 via the third
fast ethernet port 28. The device 14 may serve to act as a
security device to protect the local area network 18 and the
demilitarized zone 32 from outside threats originating from
the wide area network 30. According to various embodi-
ments, in lieu of being connected to the demilitarized zone 32
via the third fast ethernet port 28, the device 14 may be
connected to a redundant wide area network (not shown) via
the third fast ethernet port 28.

The local area network 18 may include network elements
such as, for example, an ethernet switch 34, a computer 36, a
wireless access point 38, a printer 40, a file server 42 and any
other network elements known by those skilled in the art to
comprise a portion of a local area network. The demilitarized
zone 32 may include network elements such as, for example,
an ethernet switch 44, an e-mail server 46, a web server 48 and
any other network elements known by those skilled in the art
to comprise a portion of a demilitarized zone.

As shown in FIG. 4, the device 14 may include a Linux
based operating system and the following modules: an auto-
provisioning module 50, an auto-update module 52, a firewall
module 54, an intrusion prevention module 56, an anti-virus
module 58, a content filtering module 60, an anti-spam mod-
ule 62, a VPN module 64, a DHCP server module 66, a
distributed network management poller module 68, an inline
network performance monitoring module 70, a logger mod-
ule 72, a remote access server module 74, an IP and network
interface module 76, a QOS module 78, and a VAN module
80.

The auto-provisioning module 50 of the device 14 is oper-
able to provide the device 14 with auto-provisioning func-
tionality. For example, according to various embodiments,
the auto-provisioning module 50 allows for the device 14 to
be auto-configured based on an activation code entered by an
installer during installation of the device 14 at a customer
location.

The auto-update module 52 of the device 14 is operable to
provide the device 14 with auto-update functionality. For
example, according to various embodiments, the auto-update
module 52 allows for the device 14 to be automatically
updated whenever updates to the device 14 are available. The
updates may include, for example, operating system updates,
intrusion prevention rule updates, anti-virus signature
updates, and content filtering database updates.

The firewall module 54 of the device 14 is operable to
provide the device 14 with firewall functionality. For
example, according to various embodiments, the firewall
module 54 allows for the device 14 to perform deep packet
inspection, stateful inspection, network address translation,
port address translation and port forwarding.

The intrusion prevention module 56 of the device 14 is
operable to provide the device 14 with intrusion prevention
functionality. For example, according to various embodi-
ments, the intrusion prevention module 56 allows for the
device 14 to perform real-time traffic analysis and logging,
protocol analysis, and content searching and matching. The
intrusion prevention module 56 may also allow for the device
14 to detect a variety of attacks and probes such as, for
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example, buffer overflows, operating system fingerprinting
attempts, common gateway interface attacks and port scans.

The anti-virus module 58 of the device 14 is operable to
provide the device 14 with anti-virus functionality. For
example, according to various embodiments, the anti-virus
module 58 of the device 14 allows for the device 14 to provide
an Internet gateway protection service that protects against
viruses and malicious code that may be downloaded from the
Internet 16 to the local area network 18. According to various
embodiments, the anti-virus module 58 of the device 14
allows for the integration of the device 14 and an anti-virus
client installed on one or more devices that comprise a portion
of the local area network 18. The anti-virus module 58 allows
for the device 14 to block access to the Internet 16 for any
device of the local area network 18 that does not have the most
current anti-virus client and anti-virus signature database
installed thereon. The anti-virus module 58 of the device 14
may redirect such blocked devices to a webpage that will
allow for the device to be updated to include the most current
anti-virus client and anti-virus signature database.

The content filtering module 60 of the device 14 is operable
to provide the device 14 with content filtering functionality.
For example, according to various embodiments, the content
filtering module 60 of the device 14 allows for the device 14
to act as a transparent proxy which inspects each request
made from the local area network 18 to the Internet 16. The
content filtering module 60 may determine whether to grant
or deny the request to access a particular website based on
defined policies. For instances where the request is granted,
the content filtering module 60 may further determine which
types of files are allowed to be downloaded from the Internet
16 to the local area network 18. According to various embodi-
ments, each policy may be defined as a blacklist or a whitelist.
If the policy is defined as a blacklist, the content filtering
module 60 operates to allow access to all sites except those
explicitly defined to be blocked. If the policy is defined as a
whitelist, the content filtering module 60 operates to block
access to all sites except those explicitly defined to be
allowed.

The anti-spam module 62 is operable to provide the device
14 with anti-spam and e-mail anti-virus functionality. For
example, according to various embodiments, the anti-spam
module 62 of the device 14 allows for the device 14 to act as
a transparent proxy which inspects each e-mail message that
transits the device 14 for viruses and malicious code. If the
anti-spam module 62 identifies an e-mail as SPAM, the device
14 may block the e-mail. If the anti-spam module 62 identifies
an e-mail as containing a virus, the device 14 may attempt to
disinfect the e-mail. If the e-mail is cleaned, the device 14
may forward the cleaned e-mail along with a message that the
e-mail contained a virus. If it is not possible to disinfect the
e-mail, the device 14 may block the e-mail.

The VPN module 64 of the device 14 is operable to provide
the device 14 with VPN functionality. For example, according
to various embodiments, the VPN module 64 provides the
encryption protocol for the automatic building of a site to site
VPN which is implemented as a secure tunnel that connects
two different devices 14. A secure socket layer (SSL) is used
to create the encrypted tunnel between the two devices 14. In
instances where a device 14 is assigned a new WAN IP
Address, the VPN module 64 allows for all of the tunnels
connecting the device 14 to other devices 14 to automatically
reconfigure themselves to establish new tunnels to the device
14 at the new IP Address. According to various embodiments,
the VPN module 64 of the device 14 allows for the coopera-
tion of the device 14 and a remote access client.
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The DHCP server module 66 of the device 14 is operable to
provide the device 14 with DHCP server functionality. For
example, according to various embodiments, the DHCP
server module 66 allows the device 14 to provide IP addresses
and configuration parameters to network devices requesting
this information using the DHCP protocol. IP address pools
with characteristics such as default gateways, domain names,
and DNS servers can be defined. Static assignments can also
be defined based on MAC address.

The distributed network management poller module 68 of
the device 14 is operable to provide the device 14 with dis-
tributed network management poller functionality. For
example, according to various embodiments, the distributed
network management poller module 68 allows the device 14
to poll network elements that comprise a portion of a local
areanetwork 18 and are in communication with the device 14.
For example, the distributed network management poller
module 68 may utilize Internet control message protocol
pings to determine a reachability value and a latency value for
one or more of the network elements. The distributed network
management poller module 68 may also utilize simple net-
work management protocol (SNMP) to poll SNMP informa-
tion from network elements that are SNMP capable. Such
SNMP information may include, for example, CPU utiliza-
tion or server temperature.

The inline network performance monitoring module 70 of
the device 14 is operable to provide the device 14 with inline
network performance monitoring functionality. For example,
according to various embodiments, the inline network perfor-
mance monitoring module 70 allows the device 14 to inspect
each packet that transits the device 14 and record certain
information such as source/destination IP address, protocol,
and source/destination ports.

According to various embodiments, the inline network
performance monitoring module 70 also allows the device 14
to monitor all network traffic that passes between the device
14 and another device 14. Each device 14 has its time syn-
chronized precisely to network time protocol servers (not
shown). This allows for each device 14 to reference packet
information with a common time reference. According to
various embodiments, the inline network performance moni-
toring module 70 can record the exact time every packet
leaves a device 14, and record items such as, for example,
source/destination IP address, protocol, sequence number
and source/destination port. As the packets travel across the
Internet 16, the packets eventually reach the destination
device 14. The inline network performance monitoring mod-
ule 70 of the destination device 14 records the exact time the
packet is received by the destination device 14 and items such
as, for example, source/destination IP address, protocol,
sequence number and source/destination port.

The logger module 72 of the device 14 is operable to
provide the device 14 with logging functionality. For
example, according to various embodiments, the logger mod-
ule 72 allows information obtained by the device 14 (e.g.,
intrusion prevention detections, anti-virus detections, net-
work device polling results, source/destination IP addresses,
application performance measurements, etc.) to be recorded,
processed and transmitted to the management center 12.
According to various embodiments, the data collected by the
inline network management monitoring module 70 of each
device 14 is forwarded to the logger module 72 of the asso-
ciated device 14. After receiving the data, the logger modules
72 wait a random amount of time (e.g., between approxi-
mately 120 and 240 seconds) before transmitting the data to
the management center 12. This random delay is to prevent all
the devices 14 from sending their data back to the manage-
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ment center 12 at the same time. If the management center 12
cannot be reached, the device 14 may queue the data locally
until the management center 12 can be reached. When the
management center 12 is reached, the logger module 72 will
transmit all of the queued data. The data that is transmitted
uses a system queue which insures that regular user network
traffic will always have priority and this data transfer will only
use the unused bandwidth on the network connection.

The remote access server module 74 of the device 14 is
operable to provide the device 14 with remote access capa-
bility. For example, according to various embodiments, the
remote access server module 74 allows for the cooperation of
the device 14 with a remote access client.

The IP and network interface module 76 is operable to
provide the device 14 with the capability to configure the
network interface characteristics such as IP Address type
(e.g., static IP, DHCP, or PPPOE), IP address, subnet mask,
speed and duplex. The IP and network interface module 76 is
also operable to provide the device 14 with the capability to
configure IP routing.

The QOS module 78 of the device 14 is operable to provide
the device 14 with QOS functionality. For example, accord-
ing to various embodiments, the QOS module 78 allows the
device 14 to selectively transmit packets based on the relative
importance of the packet. The QOS module 48 may also allow
the device 14 to inspect each packet and determine a particu-
lar queue to send the packet to based on defined rules. Rules
may be defined, for example, based on source/destination IP
address and/or port information. If a packet does not match
any rule, it may be sent to a default queue.

The VLAN module 80 of the device 14 is operable to
provide the device 14 with VL AN functionality. For example,
according to various embodiments, the first and third fast
Ethernet ports 24, 28 ofthe device 14 that are connected to the

5 local area network 18 and the demilitarized zone 32 may be

configured as 802.1q trunk ports. The VLAN module 80
allows the device 14 to connect to many different VLANS
from an Ethernet switch that has enabled trunking.

According to various embodiments, the device 14 may also
automatically transmit performance information to the man-
agement center 12. The performance information may
include, for example, a CPU utilization value for the device
14, a memory utilization value for the device 14, and a net-
work interface bandwidth utilization value for the device 14.
The performance data may also include, for example, the
information obtained by the distributed network management
poller module 68 of the device 14.

FIG. S illustrates various embodiments of the management
center 12 of FIG. 1. The management center 12 includes a
database cluster 82, an activation server 84, a logger server
86, a manager server 88 and a web-based management portal
90. The management center 12 is located external to any
customer sites and may provide a shared infrastructure for
multiple customers. According to various embodiments, the
database cluster 82 includes a plurality of databases and
structural query language (SQL) servers. According to vari-
ous embodiments, the database cluster 82 includes a combi-
nation of structural query language servers and open source
MySQL servers. The databases hold all of the data required
by the activation server 84, the logger server 86, the manager
server 88 and the web-based management portal 90.

FIG. 6 illustrates various embodiments of the activation
server 84. The activation server 84 may include a Linux based
operating system, and may include an auto-provisioning
manager module 92, an auto-update manager module 94 and
an activation manager module 96. The auto-provisioning
manager module 92 is operable to configure any device 14
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that is in the process of being activated. The auto-update
manager module 94 is operable to update the operating sys-
tem of any device 14 that is in the process of being activated.
The auto-update update manager module 94 is also operable
to update the various databases and signature files used by
applications resident on the device 14 (e.g., intrusion preven-
tion, anti-virus, content filtering). The activation manager
module 96 is operable to communicate with the back-end
SQL servers of the database cluster 82 to gather the necessary
data required by the auto-provisioning manager module 92 to
generate device configurations. The activation manager mod-
ule 96 is also operable to authenticate incoming devices 14
and determine their identity based on the activation key.

According to various embodiments, the activation server
84 is a collection of hosted servers that are utilized to set up
the initial configuration of each device 14. Based on an acti-
vation key received from the device 14 when the device 14 is
firstinstalled, the activation server 84 automatically sends the
appropriate configuration to the device 14. The activation
server 84 also assigns the device 14 to a redundant pair of
logger servers 86 and a redundant pair of manager servers 88.

FIG. 7 illustrates various embodiments of the logger server
86. The logger server 86 may include a Linux based operating
system and a logger server module 98. According to various
embodiments, the logger server 86 is a collection of hosted
servers that receive log information from the devices 14 and
correlates the information.

FIG. 8 illustrates various embodiments of the manager
server 88. The manager server 88 may include a Linux based

operating system and the following modules: an auto-provi- 3

sioning manager module 100, an auto-update manager mod-
ule 102, a firewall configuration manager module 104, an
intrusion prevention configuration manager module 106, an
anti-virus configuration manager module 108, a content fil-
tering configuration manager module 110, an anti-spam con-
figuration manager module 112, a VPN configuration man-
ager module 114, a DCHP server configuration manager
module 116, a network management monitor module 118, a
distributed network management configuration manager
module 120, an inline network management configuration
manager module 122, an IP and network interface configura-
tion manager 124, a VL AN configuration manager module
126, a QOS configuration manager module 128, a logger
configuration manager module 130, a remote access configu-
ration manager module 132, and a network graph generator
module 134.

According to various embodiments, the manager server 88
is a collection of servers that are utilized to manage the
devices 14. The manager server 88 transmits the configura-
tion and the updates to the device 14. The manager server 88
also monitors the device 14, stores performance data, and
generates graphs for each device 14 and each network ele-
ment monitored by the device 14. For example, the auto-
update manager module 102 may periodically poll each
device 14 and determines whether each device 14 has the
most current version of the device operating system, the anti-
virus signature database, the content filtering database and the
intrusion protection database. If the auto-update manager
module 102 determines that a particular device 14 does not
have the most current version of the operating system and
databases, the auto-update manager module 102 operate to
will automatically transmit the appropriate update to the
device 14.

The VPN configuration manager module 114 may auto-
matically configure the VPN tunnels for each device 14.
‘When the particular device 14 is first activated, the device 14
contacts the manager server 88 and reports its public Internet

5

O

[
G

w
O

~
iy

=

o
@

8

address. The auto-provisioning manager module 100 records
the reported address and stores it in the database cluster 82.
The VPN configuration manager module 114 may also gather
all of the VPN configuration information from the database
cluster 82 for each device 14 that is provisioned to have a VPN
connection to the particular device 14. The VPN configura-
tion manager module 114 may also create configuration files
for each of the devices 14. After the manager server 88 trans-
mits the configurations to each of the devices 14, secure
encrypted tunnels are established between each of the devices
14.

When a particular device 14 is issued a new IP address, the
device 14 automatically transmits its new IP address to the
manager server 88. The auto-update manager module 102
responds to this IP address change and automatically gener-
ates new configurations for all of the devices 14 that have
tunnels to the particular device 14. The VPN configuration
manager module 114 automatically transmits the new con-
figurations to the devices 14 and the encrypted tunnels auto-
matically reconverge.

FIG. 9 illustrates various embodiments of the web-based
management portal 90. The web-based management portal 90
may include a Windows or Linux based operating system and
the following modules: a firewall configuration tool module
136, an intrusion prevention configuration tool module 138,
an anti-virus configuration tool module 140, a content filter-
ing configuration tool module 142, an anti-spam configura-
tion tool module 144, a VPN configuration tool module 146,
a DHCP server configuration tool module 148, a network
monitoring configuration tool module 150, an IP and network
interface configuration tool module 152, a VLAN configura-
tion tool module 154, a QOS configuration tool module 156,
a logger configuration tool module 158, a remote access
configuration tool module 160, a global status maps and site
views module 162 and a user administration tool module 164.

According to various embodiments, the web-based man-
agement portal 90 includes a collection of integrated central-
ized network management systems and a grouping of cus-
tomer management tools. According to various
embodiments, the web-based management portal 90 is acom-
bination of many different web servers running Microsoft
Internet Information Server or Apache. The web pages may
be written in Microsoft’s ASPNET or PHP, and the web
applications may interface with the SQL servers of the data-
base cluster 82 to synchronize changes to the network envi-
ronment as changes are made to the configuration of the
devices 14 via the web-based management portal 90. The
web-based management portal 90 may further include the
capability for firewall management, intrusion prevention
management, anti-virus management, content filtering man-
agement, anti-spam management, site to site and remote
access virtual private network management, network moni-
toring, network configuration, account management and
trouble ticketing.

The firewall configuration tool module 136 allows for cen-
tralized management of the firewall policies for each device
14. According to various embodiments, the firewall for a
given local area network 18 resides on the device 14 associ-
ated with the given local area network 18. The firewall con-
figuration tool module 136 allows a user to efficiently and
securely manage all of the firewalls and define global policies
that are easily applied to all firewalls at once. The firewall
configuration tool module 136 also allows the customer to set
custom firewall polices to each individual firewall. Each fire-
wall can also have individual user permissions to restrict
which user accounts can modify which firewalls. This capa-
bility may provide an administrator at each site the ability to
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manage their own firewall and yet restrict them from chang-
ing the configuration of any other firewalls in the network. A
notification can be automatically sent to a group of adminis-
trators every time a change is made to a firewall policy. A
firewall validation tool allows a user to run a security check
against their current firewall settings and report on which
ports are open and any vulnerabilities that are detected. The
firewall configuration tool module 136 may also be used to
view firewall log information.

The intrusion prevention configuration tool module 138
allows for the centralized management of the intrusion pre-
vention rules for each device 14. According to various
embodiments, the intrusion prevention system for a given
local area network 18 resides on the device 14 associated with
the given local area network 18. The intrusion prevention
configuration tool module 138 allows a user to efficiently and
securely manage all of the intrusion prevention systems and
define global policies that are easily applied to all intrusion
prevention systems at once. The intrusion prevention con-
figuration tool module 138 also allows the customer to set
custom intrusion prevention rules to each individual intrusion
prevention system. Each intrusion prevention system can also
have individual user permissions to restrict which user
accounts can modify which intrusion prevention system. This
capability may provide an administrator at each site the abil-
ity to manage their own intrusion prevention system and yet
restrict them from changing the configuration of any other
intrusion prevention systems in the network. An e-mail noti-
fication can be automatically sent to a group of administrators
every time a change is made to an intrusion prevention system
configuration. The intrusion prevention configuration tool
module 138 may also be used to view intrusion protection log
information.

The anti-virus configuration tool module 140 allows for the
centralized management of the anti-virus policies for each
device 14. According to various embodiments, the anti-virus
service includes two anti-virus systems. The first anti-virus
system for a given local area network 18 may be embodied as
an anti-virus gateway service that resides on the device 14
associated with the given local area network 18. The second
anti-virus system is a desktop anti-virus agent that resides on
each customer computer (e.g., computer 36) that requires
anti-virus protection. The anti-virus configuration tool mod-
ule 140 allows a user to efficiently and securely manage both
of the anti-virus systems and define global policies that are
easily applied to all anti-virus systems at once. The anti-virus
configuration tool module 140 also allows a user to set custom
anti-virus policies to each individual anti-virus gateway. Each
anti-virus system can also have individual user permissions to
restrict which user accounts can modify which anti-virus
system. This capability may provide an administrator at each
site the ability to manage their own anti-virus policies and yet
restrict them from changing the configuration of any other
anti-virus systems in the network. An e-mail notification can
be automatically sent to a group of administrators every time
a change is made to an anti-virus system configuration. The
anti-virus configuration tool module 140 may also be used to
view anti-virus log information.

The content filtering configuration tool module 142 allows
for the centralized management of the content filtering poli-
cies for each device 14. According to various embodiments,
the content filtering system for a given local area network 18
resides on the device 14 associated with the given local area
network 18. The content filtering configuration tool module
142 allows a user to efficiently and securely manage all of the
content filtering systems and define global policies that are
easily applied to all content filtering systems at once. The
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content filtering configuration tool module 142 also allows
the customer to set custom content filtering policies to each
individual content filtering system. Each content filtering sys-
tem can also have individual user permissions to restrict
which user accounts can modify which content filtering sys-
tem. This capability may provide an administrator at each site
the ability to manage their own content filtering system and
yet restrict them from changing the configuration of any other
content filtering systems in the network. An e-mail notifica-
tion can be automatically sent to a group of administrators
every time a change is made to a content filtering system
configuration. The content filtering configuration tool mod-
ule 142 may also be used to view content filtering log infor-
mation.

The anti-spam configuration tool module 144 allows for
the centralized management of the anti-spam policies for
each device 14. According to various embodiments, the anti-
spam system for a given local area network 18 resides on the
device 14 associated with the given local area network 18.
The anti-spam configuration tool module 144 allows a user to
efficiently and securely manage all of the anti-spam systems
and define global policies that are easily applied to all anti-
spam systems at once. The anti-spam configuration tool mod-
ule 144 also allows a user to set custom anti-spam policies to
eachindividual anti-spam system. Each anti-spam system can
also have individual user permissions to restrict which user
accounts can modify which anti-spam system. This capability
may provide an administrator at each site the ability to man-
age their own anti-spam system and yet restrict them from
changing the configuration of any other anti-spam systems in
the network. A notification can be automatically sent to a
group of administrators every time a change is made to an
anti-spam system configuration. The anti-spam configuration
tool module 144 may also be used to view anti-spam log
information.

The VPN configuration tool module 146 allows for the
centralized management of the VPN policies for each device
14. According to various embodiments, the VPN system for a
given local area network 18 resides on the device 14 associ-
ated with the given local area network 18. The VPN configu-
ration tool module 146 allows a user to efficiently and
securely manage all of the VPN systems and define global
policies that are easily applied to all VPN systems at once.
The VPN configuration tool module 146 also allows a user to
set custom VPN policies to each individual VPN system.
Each VPN system can also have individual user permissions
to restrict which user accounts can modify which VPN sys-
tem. This capability may provide an administrator at each site
the ability to manage their own VPN system and yet restrict
them from changing the configuration of any other VPN
systems in the network. A notification can be automatically
sent to a group of administrators every time a change is made
to a VPN system configuration.

The DHCP server configuration tool module 148 allows for
the centralized management of the DHCP server policies for
each device 14. According to various embodiments, the
DHCP server for a given local area network 18 resides on the
device 14 associated with the given local area network 18.
The DHCP server configuration tool module 148 allows a
user to efficiently and securely manage all of the DHCP
servers and define global policies that are easily applied to all
DHCP servers at once. The DHCP server configuration tool
module 148 also allows a user to set custom DHCP server
policies to each individual DHCP server. Each DHCP server
can also have individual user permissions to restrict which
user accounts can modify which DHCP server. This capabil-
ity may provide an administrator at each site the ability to
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manage their own DHCP server and yet restrict them from
changing the configuration of any other DHCP server in the
network. A notification can be automatically sent to a group
of administrators every time a change is made to a DHCP
server configuration.

The network monitoring configuration tool module 150
allows for the centralized management of the network moni-
toring policies for each device 14. According to various
embodiments, the network monitoring system for a given
local area network 18 resides on the device 14 associated with
the given local area network 18. The network monitoring
configuration tool module 150 allows a user to efficiently and
securely manage all of the network monitoring systems and
define global policies that are easily applied to all network
monitoring systems at once. The network monitoring con-
figuration tool module 150 also allows a user to set custom
network monitoring policies to each individual network
monitoring system. Each network monitoring system can
also have individual user permissions to restrict which user
accounts can modify which network monitoring system. This
capability may provide an administrator at each site the abil-
ity to manage their own network monitoring system and yet
restrict them from changing the configuration of any other
network monitoring systems in the network. A notification
can be automatically sent to a group of administrators every
time a change is made to a network monitoring system con-
figuration.

The IP and network interface configuration tool module
152 allows for the centralized management of the network
configuration for each device 14. The centralized manage-
ment of the network configuration may include, for example,
managing IP Address, IP Types (static IP, DHCP, PPPOE), IP
routing, Ethernet Trunking, VL. ANs, and QOS configuration.
According to various embodiments, the IP and network inter-
face configuration tool module 152 allows a user to efficiently
and securely manage all of the devices 14. Each device 14 can
also have individual user permissions to restrict which user
accounts can modify the network configuration. This capa-
bility may provide an administrator at each site the ability to
manage their own network configuration and yet restrict them
from changing the configuration of any other devices 14 in the
network. A notification can be automatically sent to a group
of administrators every time a change is made to a device
network configuration.

The global status maps and site views module 162 allows
an authorized user to view the real-time status of their net-
work, devices 14, and network elements that are monitored by
the devices 14. This global status maps and site views module
162 provides a global map of the world, and countries and
continents on this map are color coded to represent the under-
lying status of any devices 14 that reside in that region. For
example a customer may have devices 14 in the United States,
Japan, and Italy. If all of devices 14 and network elements
monitored by the devices 14 are operating as expected, the
countries on the map will be shown as green. When a device
14 in Japan ceases to operate as expected, the portion of the
map representing Japan may turn red or yellow depending on
the severity of the problem. The countries on the map can be
selected to drill down into a lower level map. For example, the
authorized user could select the United States from the world
map and be presented with a state map of the United States.
The individual states may be color coded to represent the
underlying status of any devices 14 that reside in that state.
For each state selected, a list of the sites and devices 14 in that
state may be shown. The states on the map can be selected to
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drill down into a lower level sub map. The lower level sub map
may show for example, a particular region, city, or customer
site.

The global status maps and site views module 162 may
read the latest data polled for each device 14 and the network
elements that are monitored by them. It may also check the
data against preset thresholds that determine what the status
of each device 14 should be set to. It may determine the color
for the lowest level map item that contains the device 14 and
set the status appropriately. The status and color for each
higher level map is set to represent the status of the underlying
map. The color of each map item represents the severity ofthe
most severe problem of a device 14 in that region. For
example, if a device 14 is not operating as expected, all of the
maps that have a region that include this device 14 will be
shown as red. If a device 14 is operating in a manner associ-
ated with the color yellow, all of the maps that have a region
that include this device 14 will be shown as yellow. A map
region will only be shown as green if all devices 14 included
in that map region are operating as expected.

The user administration tool module 164 allows for the
centralized management of a number of functionalities.
According to various embodiments, the user administration
tool module 164 allows a user to set up an account profile and
manage different aspects of a user profile such as name,
address and account name. According to various embodi-
ments, the user administration tool module 164 allows a user
to manage all orders for secure network access platform prod-
ucts and services including a description and status of orders
and allows a user to order additional items as well. According
to various embodiments, the user administration tool module
164 allows a user to manage bills, including reading current
invoices, making payment, updating billing information,
downloading previous statements, and invoices.

According to various embodiments, the user administra-
tion tool module 164 allows a user to add and change user
accounts, delete user accounts, change passwords, create new
groups, move users into certain individuals and groups, and
set permissions for those individuals and groups. The permis-
sions may allow access to different portions of the web-based
management portal 90. For example, a finance employee may
be given access to only account administration tools for bill-
ing and order management. Similarly, a technical employee
may be given access to only the technical sections of the
web-based management portal 90 and not to billing center or
order management sections. According to various embodi-
ments, the user administration tool module 164 may allow a
user to open trouble tickets, track the status of existing trouble
tickets, and run some of the diagnostic tools available in the
secure network access platform environment.

According to various embodiments, the management cen-
ter 12 may correlate all information received from the devices
14, including performance information received from the
devices 14.

Each of the modules described hereinabove may be imple-
mented as microcode configured into the logic of a processor,
or may be implemented as programmable microcode stored
in electrically erasable programmable read only memories.
According to other embodiments, the modules may be imple-
mented by software to be executed by a processor. The soft-
ware may utilize any suitable algorithms, computing lan-
guage (e.g., C, C++, Java, JavaScript, Visual Basic, VBScript,
Delphi), and/or object oriented techniques and may be
embodied permanently or temporarily in any type of com-
puter, computer system, device, machine, component, physi-
cal or virtual equipment, storage medium, or propagated sig-
nal capable of delivering instructions. The software may be
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stored as a series of instructions or commands on a computer
readable medium (e.g., device, disk, or propagated signal)
such that when a computer reads the medium, the described
functions are performed.

Although the system 10 is shown in FIG. 1 as having wired
data pathways, according to various embodiments, the net-
work elements may be interconnected through a secure net-
work having wired or wireless data pathways. The secure
network may include any type of delivery system comprising
alocal area secure network (e.g., Ethernet), a wide area secure
network (e.g., the Internet and/or World Wide Web), a tele-
phone secure network, a packet-switched secure network, a
radio secure network, a television secure network, a cable
secure network, a satellite secure network, and/or any other
wired or wireless communications secure network configured
to carry data. The secure network may also include additional
elements, such as intermediate nodes, proxy servers, routers,
switches, and adapters configured to direct and/or deliver
data.

FIG. 10 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
method includes receiving an activation key automatically
transmitted from a device connected to the network, auto-
matically transmitting a configuration to the device, auto-
matically maintaining the configuration of the device, and
receiving log information from the device. The network may
be, for example, a local area network, or a number of local
area networks that rely on the Internet to communicate with
one another. The device may be, for example, the device 14
described hereinabove. The method may be utilized to pro-
vide an automated managed service for a complex network
environment.

The process starts at block 200, where the management
center 12 receives an activation key automatically transmitted
from a device 14 connected to the network. Prior to the start
of'the process at block 200, the configuration of the device 14
is provisioned by an entity such as, for example, an adminis-
trator or a managed service provider. The entity may initiate
the provisioning of the device 14 by logging onto the web-
based management portal 90 and entering a license key asso-
ciated with the device 14. The license key may be generated
by a managed service provider and may be issued with the
purchase of the device 14. The license key may include infor-
mation such as the product type of the device 14, the term
length of the license associated with the device 14, and the
seller of the license. A hash function may be used to embed
the information in the key to obscure the data, and the data
may be read by the network manager to verity the authenticity
of'the license key.

Once the license key is received by the web-based man-
agement portal 90, the configuration of the device 14 may be
provisioned via the web-based management portal 90. Setting
the configuration of the device 14 may include setting the IP
address of the device 14, and setting the configurations for the
firewall configuration, the intrusion prevention configuration,
the anti-virus configuration, the content filtering configura-
tion, the anti-spam configuration, the VPN configuration, the
DHCP server configuration, the network management con-
figuration, the network interface configuration, the VLAN
configuration, the QOS configuration and any other device
configurations. Each configuration provisioned for the device
14 may be stored in the database cluster 82. According to
various embodiments, a default configuration may be
selected for the device 14.

During the provisioning process, an activation key associ-
ated with the device 14 is generated and may be printed out or
e-mailed for later use. The configuration of the device 14 and
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the generation of the activation key may be completed from
any location by accessing the web-based management portal
90.

Once the provisioning process is completed, the device 14
may be installed at the customer location. After the device 14
is connected to the local area network 18, the device 14
automatically attempts to DHCP for a wide area network IP
address. As most Internet service providers assign IP
addresses using DHCP, in most cases the device 14 will
automatically obtain its wide area network IP address. For
Internet service providers who do not use DHCP, the wide
area network IP address can be obtained using PPPOE. Alter-
natively, a wide area network IP address may be statically
assigned to the device 14.

According to various embodiments, the device 14 is con-
figured with the DNS names of a number of the hosted servers
that comprise the activation server 84. Once the device 14
obtains a wide area network IP address, the device 14 auto-
matically attempts to communicate with one of the hosted
servers that comprise the activation server 84. When the com-
munication is successful, the activation key is entered and the
device 14 transmits the activation key to the activation server
84. The activation key may be entered by an installer of the
device 14. The process associated with block 200 may be
repeated for any number of devices 14.

From block 200, the process advances to block 210, where
the activation server 84 automatically transmits the configu-
ration provisioned at block 200 to the device 14. After the
device 14 receives its configuration from the activation server
84, an installer of the device 14 may be prompted to reboot the
device 14. Once the device 14 reboots, the device 14 auto-
matically connects to its assigned manager server 88 and the
installation of the device 14 is complete. The process associ-
ated with block 210 may be repeated for any number of
devices 14

From block 210, the process advances to block 220, where
the management center 12 automatically maintains the con-
figuration of the device 14. According to various embodi-
ments, a flag is set in the database servers of the database
cluster 82 when a change to the configuration of the device 14
is entered via the web-based management portal 90. Accord-
ing to various embodiments, the auto-provisioning manager
module 100 periodically polls the database cluster 82 looking
for changes to the configurations of the devices 14 managed
by the manager server 88. When the auto-provisioning man-
ager module 100 detects a device configuration that needs to
be changed, the appropriate module (e.g., firewall, intrusion
prevention, anti-virus, etc.) will generate the new configura-
tion for the particular service and make the necessary con-
figuration changes to the device 14 that needs to be updated.
The process associated with block 220 may be repeated for
any number of devices 14.

From block 220, the process advances to block 230, where
the logger manager 86 receives log information from the
device 14. As explained previously, the log information
received from each device 14 may be compressed and
encrypted, and may represent information associated with,
for example, a firewall system, an intrusion prevention sys-
tem, an anti-virus system, a content filtering system, an anti-
spam system, etc. residing at the particular device 14. Once
the logger manager 86 receives the log information, the log-
ger manager 86 correlates the log information and makes it
available to other elements of the management center 12. The
correlated information may be utilized to determine both the
real time and historical performance of the network.

FIG. 11 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
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method includes automatically setting a default configuration
for the device, automatically generating an activation key
associated with a device, and automatically transmitting a
provisioned configuration to the device after the device is
connected to the network. The network may be, for example,
a local area network, or a number of local area networks that
rely on the Internet to communicate with one another. The
device may be, for example, the device 14 described herein-
above. The method may be utilized to provide an automated
managed service for a complex network environment.

The process starts at block 240, where a default configu-
ration is set for the device 14. According to various embodi-
ments, the web-based management portal 90 may provide the
default configuration that serves as the basis for the device
configuration. The process associated with block 240 may be
repeated for any number of devices 14.

From block 240, the process advances to block 250, where
an activation key associated with a device is automatically
generated. According to various embodiments, the activation
key may be generated by the web-based management portal
90 during the provisioning of the device 14. The provisioning
of'the device 14 may include changing some of the settings of
the default configuration. The process associated with block
250 may be repeated for any number of devices 14.

From block 250, the process advances to block 260, where
the provisioned configuration is automatically transmitted to
the device 14 after the device 14 is connected to the network.
According to various embodiments, the activation server 84
may automatically transmit a provisioned configuration to the
device 14 after the device 14 is connected to the network. The
process associated with block 260 may be repeated for any
number of devices 14.

FIG. 12 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
method includes periodically polling a device connected to
the network, automatically determining whether a configura-
tion of the device is current, automatically setting a new
configuration for the device when the configuration is not
current, and automatically transmitting the new configuration
to the device. The network may be, for example, a local area
network, or a number of local area networks that rely on the
Internet to communicate with one another. The device may
be, for example, the device 14 described hereinabove. The
method may be utilized to provide an automated managed
service for a complex network environment.

The process starts at block 270, where a device 14 con-
nected to the network is periodically polled. According to
various embodiments, the periodic polling may be conducted
by the manager server 88. The process associated with block
270 maybe repeated for any number of devices 14.

From block 270, the process advances to block 280, where
it is automatically determined whether the configuration of
the device 14 is current. According to various embodiments,
the automatic determination may be made by the manager
server 88. The process associated with block 280 maybe
repeated for any number of devices 14.

From block 280, the process advances to block 290, where
a new configuration is automatically set for the device 14
when the configuration of the device 14 is not current.
According to various embodiments, the new configuration
may be automatically set by the manager server 88. The
process associated with block 290 maybe repeated for any
number of devices 14.

From block 290, the process advances to block 300, where
the new configuration is automatically transmitted to the
device 14. According to various embodiments, the new con-
figuration may be automatically transmitted to the device 14
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by the manager server 88. The process associated with block
300 maybe repeated for any number of devices 14.

FIG. 13 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
method includes receiving network traffic information from a
device connected to the network, automatically correlating
the information, and automatically determining network per-
formance based on the information. The network may be, for
example, a local area network, or a number of local area
networks that rely on the Internet to communicate with one
another. The device may be, for example, the device 14
described hereinabove. The method may be utilized to pro-
vide an automated managed service for a complex network
environment.

The process starts at block 310, where network traffic
information is received from a device 14 connected to the
network. The network traffic information may represent
information that travels from one device 14 to another device
14. According to various embodiments, the network traffic
information is captured at the device 14 and may include, for
example, source/destination IP address, protocol, sequence
number and source/destination port. According to various
embodiments, the network traffic information transmitted
from the device 14 is received by the manager server 88. The
process associated with block 310 maybe repeated for any
number of devices 14.

From block 310, the process advances to block 320, where
the information is correlated. According to various embodi-
ments the information may be correlated with network traffic
information transmitted from any number of devices 14.
According to various embodiments, the correlation of the
information is conducted by the manager server 88.

From block 320, the process advances to block 330, where
the network performance is determined based on the infor-
mation. According to various embodiments, the network per-
formance determination is made by the manager server 88.
For example, assume that ten VOIP packets leave a first
device 14 destined for a second device 14. As explained
previously, the first device 14 may record the exact time each
VOIP packet leaves, and the source/destination IP Address,
protocol, sequence number and source/destination port for
each VOIP packet. The first device 14 may then send this
information to the manager server 88. Further assume that
these ten VOIP packets travel over the Internet 16, the third
and eighth VOIP packets are lost, dropped by a router that is
over-utilized. The second device 14 will only see eight VOIP
packets arrive, not knowing that the third and eighth packets
were lost. The second device 14 may then record the exact
time each packet is received and the source/destination IP
Address, protocol, sequence number, and source/destination
port for each received packet. The second device 14 may then
send this information to the manager server 88. The manager
server 88 may then examine the information transmitted from
the first and second devices 12, 14 and determine, based on
the IP Address, protocol, sequence number, and source/des-
tination port that the packets recorded by both the first and
second devices 14 are part of the same packet stream. Armed
with this information, the manager server 88 may then deter-
mine the exact latency and jitter of each packet, and the packet
loss (20% in this example) on a real application data stream.
The process associated with block 330 may be repeated for
network traffic information received from any number of
devices 14.

FIG. 14 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
method includes receiving credentials associated with a
remote access user, automatically validating the credentials,
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automatically determining which devices connected to the
network the remote access user is authorized to connect to,
and automatically transmitting to a remote access client a list
of devices the remote access user is authorized to connect to.
The network may be, for example, a local area network, or a
number of local area networks that rely on the Internet to
communicate with one another. The device may be, for
example, the device 14 described hereinabove. The method
may be utilized to provide an automated managed service for
a complex network environment.

The process starts at block 340, where credentials associ-
ated with a remote access user is received from a remote
access client. The remote access user is a user who is located
at a site that does not have a device 14 associated therewith.
According to various embodiments, the credentials are
received by the web-based management portal 90. The
remote access client may be implemented as a software client
installed on a personal computer such as, for example, a
desktop computer or a laptop computer. According to various
embodiments, when the software client is launched, it
requires the remote access user to input their credentials (e.g.,
company ID, username, password). After the remote access
user enters the credentials, the software client may make a
secure socket layer connection to the web-based management
portal 90. The process associated with block 340 may be
repeated for any number of remote access users.

From block 340, the process advances to block 350, where
the credentials are automatically validated. According to vari-
ous embodiments, the credentials may be automatically vali-
dated by the web-based management portal 90. If the creden-
tials are not valid, the web-based management portal 90 may
return an error message to the remote access client which may
then prompt the remote access user to reenter their creden-
tials. The process associated with block 350 may be repeated
for any number of remote access users.

From block 350, the process advance to block 360, where
it is determined which devices 14 connected to the network
the remote access user is authorized to connect to. According
to various embodiments, the determination is made by the
web-based management portal 90. The process associated
with block 360 may be repeated for any number of remote
access users.

From block 360, the process advances to block 370, where
alistofthe devices 14 is automatically transmitted to a remote
access client associated with the remote access user. Accord-
ing to various embodiments, the list is automatically trans-
mitted from the web-based management portal 90. Once the
list is presented to the remote access user and a particular
device 14 is selected, an encrypted tunnel may be established
between the personal computer and the selected device 14.
The process associated with block 370 may be repeated for
any number of remote access users.

Each of the methods described above may be performed by
the system 10 of FIG. 1 or by any suitable type of hardware
(e.g., device, computer, computer system, equipment, com-
ponent); software (e.g., program, application, instruction set,
code); storage medium (e.g., disk, device, propagated signal);
or combination thereof.

While several embodiments of the invention have been
described, it should be apparent, however, that various modi-
fications, alterations and adaptations to those embodiments
may occur to persons skilled in the art with the attainment of
some or all of the advantages of the disclosed invention. For
example, the system 10 may further include a plurality of
graphical user interfaces to facilitate the management of the
network. The graphical user interfaces may be presented
through an interactive computer screen to solicit information
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from and present information to a user in conjunction with the
described systems and methods. The graphical user interfaces
may be presented through a client system including a per-
sonal computer running a browser application and having
various input/output devices (e.g., keyboard, mouse, touch
screen, etc.) for receiving user input. It is therefore intended to
cover all such modifications, alterations and adaptations
without departing from the scope and spirit of the disclosed
invention as defined by the appended claims.
What is claimed is:
1. A method for providing a managed network, compris-
ing:
in a management center, setting at least one configuration
of a first network management device located at a first
location, the at least one configuration to cause the first
network management device to provide a corresponding
at least one managed network service for a first network
after the at least one configuration is transmitted to the
first network management device, wherein setting the at
least one configuration comprises setting at least one of:
a virtual private network (VPN) configuration to cause
the first network management device to provide a
VPN service, the VPN service to enable the first net-
work management device to communicate with at
least one of: a second network management device
located at a second location, a remote access client,
and the management center; and

an internet protocol (IP) routing and network interface
configuration to cause the first network management
device to provide an IP routing and network interface
service;

storing the at least one configuration in the management
center; and

automatically transmitting the stored at least one configu-
ration to the first network management device via a
second network in response to receiving an activation
key at the management center, the activation key trans-
mitted from the first network management device to the
management center via the second network after the first
network management device is connected to the second
network at the first location;

wherein the management center is external to the first
network and to the first and second locations, and
wherein the management center comprises a shared
infrastructure for simultaneously providing managed
network services to users of multiple networks at mul-
tiple locations.

2. The method of claim 1, wherein setting at least one
configuration of a first network management device com-
prises generating the activation key.

3. The method of claim 1, wherein setting at least one
configuration of a first network management device com-
prises setting at least one of:

an anti-virus configuration to cause the first network man-
agement device to provide an anti-virus service;

a content filtering configuration to cause the first network
management device to provide a content filtering ser-
vice;

an anti-spam configuration to cause the first network man-
agement device to provide an anti-spam service;

a quality of service (QOS) configuration to cause the first
network management device to provide a QOS service;
and

a device monitoring configuration to cause the first net-
work management device to provide a device monitor-
ing service, the device monitoring service to monitor
one or more network elements, the one or more network
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elements connected to the first network and external to
the network management device.

4. The method of claim 3, comprising receiving log infor-
mation from the first network management device, the log
information associated with at least one managed network
service.

5. The method of claim 4, comprising:

correlating the received log information; and

determining one or more of a real time performance and a

historical performance of the first network based on the
correlated log information.

6. The method of claim 3, further comprising:

receiving performance information from the first network

management device;

correlating the received performance information; and

determining one or more of a real time performance and a

historical performance of the first network based on the
correlated information.

7. The method of claim 6, wherein receiving performance
information from the first network management device com-
prises receiving at least one of the following:

a CPU utilization value;

a memory utilization; and

anetwork interface bandwidth utilization value.

8. The method of claim 6, wherein receiving performance
information from the first network management device com-
prises receiving performance information gathered from the
one or more network elements.

9. The method of claim 8, wherein receiving performance
information gathered from the one or more network elements
comprises receiving at least one of the following:

a reachability value;

a latency value; and

a CPU utilization value.

10. The method of claim 1, comprising updating the at least
one configuration within the first network management
device.

11. The method of claim 10, wherein updating the at least
one configuration within the first network management
device comprises:

periodically polling the first network management device;

determining whether the at least one configuration of the

first network management device is current;

setting a new configuration for each of the at least one

configuration that is not current; and

transmitting the new configurations to the first network

management device.

12. A computer-readable disk or device having instructions
stored thereon, which, when executed by a processor, cause
the processor to:

in a management center, set at least one configuration of a

first network management device located at a first loca-
tion, the at least one configuration to cause the first
network management device to provide a corresponding
at least one managed network service for a first network
after the at least one configuration is transmitted to the
first network management device, wherein the at least
one configuration comprises at least one of:

a virtual private network (VPN) configuration to cause
the first network management device to provide a
VPN service, the VPN service to enable the first net-
work management device to communicate with at
least one of: a second network management device
located at a second location, a remote access client,
and the management center; and
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an internet protocol (IP) routing and network interface
configuration to cause the first network management
device to provide an IP routing and network interface
service;
store the at least one configuration in the management
center; and
automatically transmit the stored at least one configuration
to the first network management device via a second
network in response to receiving an activation key at the
management center, the activation key transmitted from
the first network management device to the management
center via the second network after the first network
management device is connected to the second network
at the first location;
wherein the management center is external to the second
network and to the first and second locations, and
wherein the management center comprises a shared
infrastructure for simultaneously providing managed
network services to users of multiple networks at mul-
tiple locations.
13. A system for managing a network, the system compris-
ing:
a first network management device located at a first loca-
tion and comprising a processor and a memory; and
a management center to communicate with the first net-
work management device via the Internet, the manage-
ment center to:
set at least one configuration for the first network man-

agement device, the at least one configuration to cause
the first network management device to provide a
corresponding at least one managed network service
for a first network after the at least one configuration
is transmitted to the first network management device,
wherein the at least one configuration comprises at
least one of:

a virtual private network (VPN) configuration to
cause the first network management device to pro-
vide a VPN service, the VPN service to enable the
first network management device to communicate
with at least one of: a second network management
device located at a second customer location, a
remote access client, and the management center;
and

an internet protocol (IP) routing and network inter-
face configuration to provide an IP routing and
network interface configuration service;

store the at least one configuration; and
automatically transmit the stored at least one configura-
tion to the network management device via the Inter-
net in response to receiving an activation key at the
management center, the activation key transmitted
from the first network management device to the man-
agement center via the Internet atter the network man-
agement device is connected to the Internet;
wherein the management center is external to the first
network and to the first and second locations, and
wherein the management center comprises a shared
infrastructure for simultaneously providing managed
network services to users of multiple networks at mul-
tiple locations.
14. The system of claim 13, wherein the at least one con-
figuration includes at least one of:
an anti-virus configuration to cause the first network man-
agement device to provide an anti-virus service;
a content filtering configuration to cause the first network
management device to provide a content filtering ser-
vice;
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an anti-spam configuration to cause the first network man-
agement device to provide an anti-spam service;

a quality of service (QOS) configuration to cause the first
network management device to provide a QOS service;
and

a device monitoring configuration to cause the first net-
work management device to provide a device monitor-
ing service, the device monitoring service to monitor
one or more network elements, the one or more network
elements connected to the first network and external to
the network management device.

15. The system of claim 14, wherein the management

center is to:

receive performance information from the network man-
agement device;

correlate the received performance information; and

determine one or more of a real time performance and a
historical performance of the first network based on the
correlated information.

16. The system of claim 15, wherein performance infor-

mation comprises at least one of the following:

a CPU utilization value;

a memory utilization value; and

anetwork interface bandwidth utilization value.

17. The system of claim 15, wherein the performance infor-
mation comprises performance information gathered from
the one or more network elements.

18. The system of claim 17, wherein the performance infor-
mation comprises at least one of the following:

a reachability value;

a latency value; and

a CPU utilization value.

30
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19. The system of claim 17, wherein the network manage-
ment device is to gather performance information from the
one or more network elements utilizing Internet control mes-
sage protocol.

20. The system of claim 17, wherein the network manage-
ment device is to gather performance information from the
one or more network elements utilizing simple network man-
agement protocol.

21. The system of claim 13, wherein the management
center is to update the at least one configuration within the
network management device.

22. The system of claim 21, wherein the management
center is to:

periodically poll the network management device;

determine whether the at least one configuration of the

network management device is current;

set a new configuration for each of the at least one configu-

ration that is not current; and

transmit the new configurations to the network manage-

ment device.

23. The system of claim 13, wherein the management
center is to receive log information from the network man-
agement device, the log information associated with the at
least one managed network service.

24. The system of claim 23, wherein the management
center is to:

correlate the received log information; and

determine one or more of a real time performance and a

historical performance of the first network based on the
correlated log information.
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1
SYSTEMS AND METHODS FOR MANAGING
A NETWORK

CROSS-REFERENCE TO RELATED
APPLICATION

This application is a divisional application of U.S. patent
application Ser. No. 11/106,837 filed Apr. 15, 2005, now U.S.
Pat. No. 7,783,800 which claims the benefit under 35 U.S.C.
§119(e) to U.S. Provisional Patent Application Ser. No.
60/562,596 filed on Apr. 15, 2004, the disclosure of which is
incorporated herein by reference.

BACKGROUND

This application discloses an invention that is related, gen-
erally and in various embodiments, to systems and methods
for managing a network.

Some network environments provide companies with criti-
cal information technology (IT) services for installing, con-
necting, managing and securing their network environment.
However, traditional network implementations have required
that network infrastructure capable of supporting computer
applications be assembled using disparate hardware, soft-
ware and systems that must be manually configured and man-
aged. As a result, these traditional network implementations
have been utilized primarily by large enterprises with large
information technology (IT) budgets.

Small and medium businesses (SMBs) represent the

majority of businesses, and their network management and 3

security needs are no less critical that that of larger enter-
prises. However, due to budgetary and technological con-
straints, traditional secure network management systems, ser-
vices, and elements are usually not a viable option for SMBs.
Most SMBs lack the necessary IT staff and budget resources
to effectively manage secure network environments that may
be leveraged to deploy distributed applications that run on
these networks and make those businesses more competitive.

SUMMARY

In one general respect, this application discloses a method
of managing a network. According to various embodiments,
the method includes receiving an activation key automatically
transmitted from a device connected to the network, auto-
matically transmitting a configuration to the device, auto-
matically maintaining the configuration of the device, and
receiving log information from the device.

According to various embodiments, the method includes
automatically setting a default configuration for the device,
automatically generating an activation key associated with a
device, and automatically transmitting a provisioned configu-
ration to the device after the device is connected to the net-
work.

According to various embodiments, the method includes
periodically polling a device connected to the network, auto-
matically determining whether a configuration of the device
is current, automatically setting a new configuration for the
device when the configuration is not current, and automati-
cally transmitting the new configuration to the device.

According to various embodiments, the method includes
receiving network traffic information from a device con-
nected to the network, automatically correlating the informa-
tion, and automatically determining network performance
based on the information.

According to various embodiments, the method includes
receiving credentials associated with a remote access user,
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2
automatically validating the credentials, automatically deter-
mining which devices connected to the network the remote
access user is authorized to connect to, and automatically
transmitting to a remote access client a list of devices the
remote access user is authorized to connect to.

In another general respect, this application discloses a sys-
tem for managing a network. According to various embodi-
ments, the system includes a device connected to the network
and a management center in communication with the device
via the Internet. The device includes a processor and a
memory. The management center includes a first module for
provisioning a configuration of the device, a second module
for automatically transmitting the configuration to the device,
and a third module for automatically maintaining the configu-
ration of the device.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates various embodiments of a system for
managing a network;

FIG. 2 illustrates various embodiments of a device;

FIG. 3 illustrates various embodiments of the device;

FIG. 4 illustrates various embodiments of the device;

FIG. 5 illustrates various embodiments of a management
center;

FIG. 6 illustrates various embodiments of a server;

FIG. 7 illustrates various embodiments of a server;

FIG. 8 illustrates various embodiments of a server;

FIG. 9 illustrates various embodiments of a web-based
management portal;

FIG. 10 illustrates various embodiments of a method of
managing a network;

FIG. 11 illustrates various embodiments of a method of
managing a network;

FIG. 12 illustrates various embodiments of a method of
managing a network;

TIG. 13 illustrates various embodiments of a method of
managing a network; and

FIG. 14 illustrates various embodiments of a method of
managing a network.

DETAILED DESCRIPTION

The systems and methods described herein may be utilized
to provide for the automated delivery of managed services. It
is to be understood that the figures and descriptions of the
disclosed invention have been simplified to illustrate ele-
ments that are relevant for a clear understanding of the inven-
tion, while eliminating, for purposes of clarity, other ele-
ments. Those of ordinary skill in the art will recognize,
however, that these and other elements may be desirable.
However, because such elements are well known in the art,
and because they do not facilitate a better understanding of
the invention, a discussion of such elements is not provided
herein.

FIG. 1 illustrates various embodiments of a system 10 for
managing a network. The system 10 may be utilized to pro-
vide a company with critical information technology (IT)
services for installing, connecting, managing and securing
their network environment without having to rely on several
discrete systems.

According to various embodiments, the system 10 includes
a management center 12 and at least one device 14 in com-
munication with the management center 12 via the Internet
16. Although only three devices 14 are shown in FIG. 1, the
system 10 may include any number of devices 14 in commu-
nication with the management center 12 via the Internet 16.
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Each device 14 may be located at a different customer loca-
tion, and each device 14 may be connected to a different local
area network 18.

FIGS. 2-4 illustrate various embodiments of the device 14
of FIG. 1. As shown in FIG. 2, the device 14 includes a
processor 20 and a memory 22. According to various embodi-
ments, the device 14 may also include a first fast ethernet port
24, a second fast ethernet port 26, and a third fast ethernet port
28. As shown in FIG. 3, the device 14 may be connected to a
local area network 18 via the first fast ethernet port 24, to a
service provider wide area network 30 via the second fast
ethernet port 26, and to a demilitarized zone 32 via the third
fast ethernet port 28. The device 14 may serve to act as a
security device to protect the local area network 18 and the
demilitarized zone 32 from outside threats originating from
the wide area network 30. According to various embodi-
ments, in lieu of being connected to the demilitarized zone 32
via the third fast ethernet port 28, the device 14 may be
connected to a redundant wide area network (not shown) via
the third fast ethernet port 28.

The local area network 18 may include network elements
such as, for example, an ethernet switch 34, a computer 36, a
wireless access point 38, a printer 40, a file server 42 and any
other network elements known by those skilled in the art to
comprise a portion of a local area network. The demilitarized
zone 32 may include network elements such as, for example,
an ethernet switch 44, an e-mail server 46, a web server 48 and
any other network elements known by those skilled in the art
to comprise a portion of a demilitarized zone.

As shown in FIG. 4, the device 14 may include a Linux
based operating system and the following modules: an auto-
provisioning module 50, an auto-update module 52, a firewall
module 54, an intrusion prevention module 56, an anti-virus
module 58, a content filtering module 60, an anti-spam mod-
ule 62, a VPN module 64, a DHCP server module 66, a
distributed network management poller module 68, an inline
network performance monitoring module 70, a logger mod-
ule 72, a remote access server module 74, an IP and network
interface module 76, a QOS module 78, and a VAN module
80.

The auto-provisioning module 50 of the device 14 is oper-
able to provide the device 14 with auto-provisioning func-
tionality. For example, according to various embodiments,
the auto-provisioning module 50 allows for the device 14 to
be auto-configured based on an activation code entered by an
installer during installation of the device 14 at a customer
location.

The auto-update module 52 of the device 14 is operable to
provide the device 14 with auto-update functionality. For
example, according to various embodiments, the auto-update
module 52 allows for the device 14 to be automatically
updated whenever updates to the device 14 are available. The
updates may include, for example, operating system updates,
intrusion prevention rule updates, anti-virus signature
updates, and content filtering database updates.

The firewall module 54 of the device 14 is operable to
provide the device 14 with firewall functionality. For
example, according to various embodiments, the firewall
module 54 allows for the device 14 to perform deep packet
inspection, stateful inspection, network address translation,
port address translation and port forwarding.

The intrusion prevention module 56 of the device 14 is
operable to provide the device 14 with intrusion prevention
functionality. For example, according to various embodi-
ments, the intrusion prevention module 56 allows for the
device 14 to perform real-time traffic analysis and logging,
protocol analysis, and content searching and matching. The
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intrusion prevention module 56 may also allow for the device
14 to detect a variety of attacks and probes such as, for
example, buffer overflows, operating system fingerprinting
attempts, common gateway interface attacks and port scans.

The anti-virus module 58 of the device 14 is operable to
provide the device 14 with anti-virus functionality. For
example, according to various embodiments, the anti-virus
module 58 ofthe device 14 allows for the device 14 to provide
an Internet gateway protection service that protects against
viruses and malicious code that may be downloaded from the
Internet 16 to the local area network 18. According to various
embodiments, the anti-virus module 58 of the device 14
allows for the integration of the device 14 and an anti-virus
client installed on one or more devices that comprise a portion
of the local area network 18. The anti-virus module 58 allows
for the device 14 to block access to the Internet 16 for any
device of the local area network 18 that does not have the most
current anti-virus client and anti-virus signature database
installed thereon. The anti-virus module 58 of the device 14
may redirect such blocked devices to a webpage that will
allow for the device to be updated to include the most current
anti-virus client and anti-virus signature database.

The content filtering module 60 of the device 14 is operable

5 to provide the device 14 with content filtering functionality.

For example, according to various embodiments, the content
filtering module 60 of the device 14 allows for the device 14
to act as a transparent proxy which inspects each request
made from the local area network 18 to the Internet 16. The
content filtering module 60 may determine whether to grant
or deny the request to access a particular website based on
defined policies. For instances where the request is granted,
the content filtering module 60 may further determine which
types of files are allowed to be downloaded from the Internet

5 16 to the local area network 18. According to various embodi-

ments, each policy may be defined as a blacklist or a whitelist.
If the policy is defined as a blacklist, the content filtering
module 60 operates to allow access to all sites except those
explicitly defined to be blocked. If the policy is defined as a
whitelist, the content filtering module 60 operates to block
access to all sites except those explicitly defined to be
allowed.

The anti-spam module 62 is operable to provide the device
14 with anti-spam and e-mail anti-virus functionality. For
example, according to various embodiments, the anti-spam
module 62 of the device 14 allows for the device 14 to act as
a transparent proxy which inspects each e-mail message that
transits the device 14 for viruses and malicious code. If the
anti-spam module 62 identifies an e-mail as SPAM, the device
14 may block the e-mail. If the anti-spam module 62 identifies
an e-mail as containing a virus, the device 14 may attempt to
disinfect the e-mail. If the e-mail is cleaned, the device 14
may forward the cleaned e-mail along with a message that the
e-mail contained a virus. If it is not possible to disinfect the
e-mail, the device 14 may block the e-mail.

The VPN module 64 of the device 14 is operable to provide
the device 14 with VPN functionality. For example, according
to various embodiments, the VPN module 64 provides the
encryption protocol for the automatic building of a site to site
VPN which is implemented as a secure tunnel that connects
two different devices 14. A secure socket layer (SSL) is used
to create the encrypted tunnel between the two devices 14. In
instances where a device 14 is assigned a new WAN IP
Address, the VPN module 64 allows for all of the tunnels
connecting the device 14 to other devices 14 to automatically
reconfigure themselves to establish new tunnels to the device
14 at the new IP Address. According to various embodiments,
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the VPN module 64 of the device 14 allows for the coopera-
tion of the device 14 and a remote access client.

The DHCP server module 66 of the device 14 is operable to
provide the device 14 with DHCP server functionality. For
example, according to various embodiments, the DHCP
server module 66 allows the device 14 to provide IP addresses
and configuration parameters to network devices requesting
this information using the DHCP protocol. IP address pools
with characteristics such as default gateways, domain names,
and DNS servers can be defined. Static assignments can also
be defined based on MAC address.

The distributed network management poller module 68 of
the device 14 is operable to provide the device 14 with dis-
tributed network management poller functionality For
example, according to various embodiments, the distributed
network management poller module 68 allows the device 14
to poll network elements that comprise a portion of a local
areanetwork 18 and are in communication with the device 14.
For example, the distributed network management poller
module 68 may utilize Internet control message protocol
pings to determine a reachability value and a latency value for
one or more of the network elements. The distributed network
management poller module 68 may also utilize simple net-
work management protocol (SNMP) to poll SNMP informa-
tion from network elements that are SNMP capable. Such
SNMP information may include, for example, CPU utiliza-
tion or server temperature.

The inline network performance monitoring module 70 of
the device 14 is operable to provide the device 14 with inline

network performance monitoring functionality. For example, 3

according to various embodiments, the inline network perfor-
mance monitoring module 70 allows the device 14 to inspect
each packet that transits the device 14 and record certain
information such as source/destination IP address, protocol,
and source/destination ports.

According to various embodiments, the inline network
performance monitoring module 70 also allows the device 14
to monitor all network traffic that passes between the device
14 and another device 14. Each device 14 has its time syn-
chronized precisely to network time protocol servers (not
shown). This allows for each device 14 to reference packet
information with a common time reference. According to
various embodiments, the inline network performance moni-
toring module 70 can record the exact time every packet
leaves a device 14, and record items such as, for example,
source/destination IP address, protocol, sequence number
and source/destination port. As the packets travel across the
Internet 16, the packets eventually reach the destination
device 14. The inline network performance monitoring mod-
ule 70 of the destination device 14 records the exact time the
packet is received by the destination device 14 and items such
as, for example, source/destination IP address, protocol,
sequence number and source/destination port.

The logger module 72 of the device 14 is operable to
provide the device 14 with logging functionality. For
example, according to various embodiments, the logger mod-
ule 72 allows information obtained by the device 14 (e.g.,
intrusion prevention detections, anti-virus detections, net-
work device polling results, source/destination IP addresses,
application performance measurements, etc.) to be recorded,
processed and transmitted to the management center 12.
According to various embodiments, the data collected by the
inline network management monitoring module 70 of each
device 14 is forwarded to the logger module 72 of the asso-
ciated device 14. After receiving the data, the logger modules
72 wait a random amount of time (e.g., between approxi-
mately 120 and 240 seconds) before transmitting the data to
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the management center 12. This random delay is to prevent all
the devices 14 from sending their data back to the manage-
ment center 12 at the same time. If the management center 12
cannot be reached, the device 14 may queue the data locally
until the management center 12 can be reached. When the
management center 12 is reached, the logger module 72 will
transmit all of the quened data. The data that is transmitted
uses a system queue which insures that regular user network
traffic will always have priority and this data transfer will only
use the unused bandwidth on the network connection.

The remote access server module 74 of the device 14 is
operable to provide the device 14 with remote access capa-
bility. For example, according to various embodiments, the
remote access server module 74 allows for the cooperation of
the device 14 with a remote access client.

The IP and network interface module 76 is operable to
provide the device 14 with the capability to configure the
network interface characteristics such as IP Address type
(e.g., static IP, DHCP, or PPPOE), IP address, subnet mask,
speed and duplex. The IP and network interface module 76 is
also operable to provide the device 14 with the capability to
configure IP routing.

The QOS module 78 of the device 14 is operable to provide
the device 14 with QOS functionality. For example, accord-
ing to various embodiments, the QOS module 78 allows the
device 14 to selectively transmit packets based on the relative
importance of the packet. The QOS module 48 may also allow
the device 14 to inspect each packet and determine a particu-
lar queue to send the packet to based on defined rules. Rules
may be defined, for example, based on source/destination IP
address and/or port information. If a packet does not match
any rule, it may be sent to a default queue.

The VLAN module 80 of the device 14 is operable to
provide the device 14 with VL AN functionality. For example,

s according to various embodiments, the first and third fast

Ethernet ports 24, 28 of the device 14 that are connected to the
local area network 18 and the demilitarized zone 32 may be
configured as 802.1q trunk ports. The VLAN module 80
allows the device 14 to connect to many different VLANS
from an Ethernet switch that has enabled trunking.

According to various embodiments, the device 14 may also
automatically transmit performance information to the man-
agement center 12. The performance information may
include, for example, a CPU utilization value for the device
14, a memory utilization value for the device 14, and a net-
work interface bandwidth utilization value for the device 14.
The performance data may also include, for example, the
information obtained by the distributed network management
poller module 68 of the device 14.

FIG. 5 illustrates various embodiments of the management
center 12 of FIG. 1. The management center 12 includes a
database cluster 82, an activation server 84, a logger server
86, a manager server 88 and a web-based management portal
90. The management center 12 is located external to any
customer sites and may provide a shared infrastructure for
multiple customers. According to various embodiments, the
database cluster 82 includes a plurality of databases and
structural query language (SQL) servers. According to vari-
ous embodiments, the database cluster 82 includes a combi-
nation of structural query language servers and open source
MySQL servers. The databases hold all of the data required
by the activation server 84, the logger server 86, the manager
server 88 and the web-based management portal 90.

FIG. 6 illustrates various embodiments of the activation
server 84. The activation server 84 may include a Linux based
operating system, and may include an auto-provisioning
manager module 92, an auto-update manager module 94 and
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an activation manager module 96. The auto-provisioning
manager module 92 is operable to configure any device 14
that is in the process of being activated. The auto-update
manager module 94 is operable to update the operating sys-
tem of any device 14 that is in the process of being activated.
The auto-update manager module 94 is also operable to
update the various databases and signature files used by appli-
cations resident on the device 14 (e.g., intrusion prevention,
anti-virus, content filtering). The activation manager module
96 is operable to communicate with the back-end SQL servers
of the database cluster 82 to gather the necessary data
required by the auto-provisioning manager module 92 to
generate device configurations. The activation manager mod-
ule 96 is also operable to authenticate incoming devices 14
and determine their identity based on the activation key.

According to various embodiments, the activation server
84 is a collection of hosted servers that are utilized to set up
the initial configuration of each device 14. Based on an acti-
vation key received from the device 14 when the device 14 is
firstinstalled, the activation server 84 automatically sends the
appropriate configuration to the device 14. The activation
server 84 also assigns the device 14 to a redundant pair of
logger servers 86 and a redundant pair of manager servers 88.

FIG. 7 illustrates various embodiments of the logger server
86. The logger server 86 may include a Linux based operating
system and a logger server module 98. According to various
embodiments, the logger server 86 is a collection of hosted
servers that receive log information from the devices 14 and
correlates the information.

FIG. 8 illustrates various embodiments of the manager
server 88. The manager server 88 may include a Linux based
operating system and the following modules: an auto-provi-
sioning manager module 100, an auto-update manager mod-
ule 102, a firewall configuration manager module 104, an
intrusion prevention configuration manager module 106, an
anti-virus configuration manager module 108, a content fil-
tering configuration manager module 110, an anti-spam con-
figuration manager module 112, a VPN configuration man-
ager module 114, a DCHP server configuration manager
module 116, a network management monitor module 118, a
distributed network management configuration manager
module 120, an inline network management configuration
manager module 122, an IP and network interface configura-
tion manager 124, a VLAN configuration manager module
126, a QOS configuration manager module 128, a logger
configuration manager module 130, a remote access configu-
ration manager module 132, and a network graph generator
module 134.

According to various embodiments, the manager server 88
is a collection of servers that are utilized to manage the
devices 14. The manager server 88 transmits the configura-
tion and the updates to the device 14. The manager server 88
also monitors the device 14, stores performance data, and
generates graphs for each device 14 and each network ele-
ment monitored by the device 14. For example, the auto-
update manager module 102 may periodically poll each
device 14 and determines whether each device 14 has the
most current version of the device operating system, the anti-
virus signature database, the content filtering database and the
intrusion protection database. If the auto-update manager
module 102 determines that a particular device 14 does not
have the most current version of the operating system and
databases, the auto-update manager module 102 operate to
will automatically transmit the appropriate update to the
device 14.

The VPN configuration manager module 114 may auto-
matically configure the VPN tunnels for each device 14.
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When the particular device 14 is first activated, the device 14
contacts the manager server 88 and reports its public Internet
address. The auto-provisioning manager module 100 records
the reported address and stores it in the database cluster 82.
The VPN configuration manager module 114 may also gather
all of the VPN configuration information from the database
cluster 82 for each device 14 that is provisioned to have a VPN
connection to the particular device 14. The VPN configura-
tion manager module 114 may also create configuration files
for each of the devices 14. After the manager server 88 trans-
mits the configurations to each of the devices 14, secure
encrypted tunnels are established between each of the devices
14.

When a particular device 14 is issued a new IP address, the
device 14 automatically transmits its new IP address to the
manager server 88. The auto-update manager module 102
responds to this IP address change and automatically gener-
ates new configurations for all of the devices 14 that have
tunnels to the particular device 14. The VPN configuration
manager module 114 automatically transmits the new con-
figurations to the devices 14 and the encrypted tunnels auto-
matically reconverge.

FIG. 9 illustrates various embodiments of the web-based
management portal 90. The web-based management portal 90
may include a Windows or Linux based operating system and
the following modules: a firewall configuration tool module
136, an intrusion prevention configuration tool module 138,
an anti-virus configuration tool module 140, a content filter-
ing configuration tool module 142, an anti-spam configura-
tion tool module 144, a VPN configuration tool module 146,
a DHCP server configuration tool module 148, a network
monitoring configuration tool module 150, an IP and network
interface configuration tool module 152, a VLAN configura-
tion tool module 154, a QOS configuration tool module 156,
a logger configuration tool module 158, a remote access
configuration tool module 160, a global status maps and site
views module 162 and a user administration tool module 164.

According to various embodiments, the web-based man-
agement portal 90 includes a collection of integrated central-
ized network management systems and a grouping of cus-
tomer management tools. According to various
embodiments, the web-based management portal 90 is acom-
bination of many different web servers running Microsoft
Internet Information Server or Apache. The web pages may
be written in Microsoft’s ASPNET or PHP, and the web
applications may interface with the SQL servers of the data-
base cluster 82 to synchronize changes to the network envi-
ronment as changes are made to the configuration of the
devices 14 via the web-based management portal 90. The
web-based management portal 90 may further include the
capability for firewall management, intrusion prevention
management, anti-virus management, content filtering man-
agement, anti-spam management, site to site and remote
access virtual private network management, network moni-
toring, network configuration, account management and
trouble ticketing.

The firewall configuration tool module 136 allows for cen-
tralized management of the firewall policies for each device
14. According to various embodiments, the firewall for a
given local area network 18 resides on the device 14 associ-
ated with the given local area network 18. The firewall con-
figuration tool module 136 allows a user to efficiently and
securely manage all of the firewalls and define global policies
that are easily applied to all firewalls at once. The firewall
configuration tool module 136 also allows the customer to set
custom firewall polices to each individual firewall. Each fire-
wall can also have individual user permissions to restrict
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which user accounts can modify which firewalls. This capa-
bility may provide an administrator at each site the ability to
manage their own firewall and yet restrict them from chang-
ing the configuration of any other firewalls in the network. A
notification can be automatically sent to a group of adminis-
trators every time a change is made to a firewall policy. A
firewall validation tool allows a user to run a security check
against their current firewall settings and report on which
ports are open and any vulnerabilities that are detected. The
firewall configuration tool module 136 may also be used to
view firewall log information.

The intrusion prevention configuration tool module 138
allows for the centralized management of the intrusion pre-
vention rules for each device 14. According to various
embodiments, the intrusion prevention system for a given
local area network 18 resides on the device 14 associated with
the given local area network 18. The intrusion prevention
configuration tool module 138 allows a user to efficiently and
securely manage all of the intrusion prevention systems and
define global policies that are easily applied to all intrusion
prevention systems at once. The intrusion prevention con-
figuration tool module 138 also allows the customer to set
custom intrusion prevention rules to each individual intrusion
prevention system. Each intrusion prevention system can also
have individual user permissions to restrict which user
accounts can modify which intrusion prevention system. This
capability may provide an administrator at each site the abil-
ity to manage their own intrusion prevention system and yet
restrict them from changing the configuration of any other
intrusion prevention systems in the network. An e-mail noti-
fication can be automatically sent to a group of administrators
every time a change is made to an intrusion prevention system
configuration. The intrusion prevention configuration tool
module 138 may also be used to view intrusion protection log
information.

The anti-virus configuration tool module 140 allows for the
centralized management of the anti-virus policies for each
device 14. According to various embodiments, the anti-virus
service includes two anti-virus systems. The first anti-virus
system for a given local area network 18 may be embodied as
an anti-virus gateway service that resides on the device 14
associated with the given local area network 18. The second
anti-virus system is a desktop anti-virus agent that resides on
each customer computer (e.g., computer 36) that requires
anti-virus protection. The anti-virus configuration tool mod-
ule 140 allows a user to efficiently and securely manage both
of the anti-virus systems and define global policies that are
easily applied to all anti-virus systems at once. The anti-virus
configuration tool module 140 also allows a user to set custom
anti-virus policies to each individual anti-virus gateway. Each
anti-virus system can also have individual user permissions to
restrict which user accounts can modify which anti-virus
system. This capability may provide an administrator at each
site the ability to manage their own anti-virus policies and yet
restrict them from changing the configuration of any other
anti-virus systems in the network. An e-mail notification can
be automatically sent to a group of administrators every time
a change is made to an anti-virus system configuration. The
anti-virus configuration tool module 140 may also be used to
view anti-virus log information.

The content filtering configuration tool module 142 allows
for the centralized management of the content filtering poli-
cies for each device 14. According to various embodiments,
the content filtering system for a given local area network 18
resides on the device 14 associated with the given local area
network 18. The content filtering configuration tool module
142 allows a user to efficiently and securely manage all of the
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content filtering systems and define global policies that are
easily applied to all content filtering systems at once. The
content filtering configuration tool module 142 also allows
the customer to set custom content filtering policies to each
individual content filtering system. Each content filtering sys-
tem can also have individual user permissions to restrict
which user accounts can modify which content filtering sys-
tem. This capability may provide an administrator at each site
the ability to manage their own content filtering system and
yet restrict them from changing the configuration of any other
content filtering systems in the network. An e-mail notifica-
tion can be automatically sent to a group of administrators
every time a change is made to a content filtering system
configuration. The content filtering configuration tool mod-
ule 142 may also be used to view content filtering log infor-
mation.

The anti-spam configuration tool module 144 allows for
the centralized management of the anti-spam policies for
each device 14. According to various embodiments, the anti-
spam system for a given local area network 18 resides on the
device 14 associated with the given local area network 18.
The anti-spam configuration tool module 144 allows a user to
efficiently and securely manage all of the anti-spam systems
and define global policies that are easily applied to all anti-
spam systems at once. The anti-spam configuration tool mod-
ule 144 also allows a user to set custom anti-spam policies to
each individual anti-spam system. Each anti-spam system can
also have individual user permissions to restrict which user
accounts can modify which anti-spam system. This capability
may provide an administrator at each site the ability to man-
age their own anti-spam system and yet restrict them from
changing the configuration of any other anti-spam systems in
the network. A notification can be automatically sent to a
group of administrators every time a change is made to an
anti-spam system configuration. The anti-spam configuration
tool module 144 may also be used to view anti-spam log
information.

The VPN configuration tool module 146 allows for the
centralized management of the VPN policies for each device
14. According to various embodiments, the VPN system for a
given local area network 18 resides on the device 14 associ-
ated with the given local area network 18. The VPN configu-
ration tool module 146 allows a user to efficiently and
securely manage all of the VPN systems and define global
policies that are easily applied to all VPN systems at once.
The VPN configuration tool module 146 also allows a user to
set custom VPN policies to each individual VPN system.
Each VPN system can also have individual user permissions
to restrict which user accounts can modify which VPN sys-
tem. This capability may provide an administrator at each site
the ability to manage their own VPN system and yet restrict
them from changing the configuration of any other VPN
systems in the network. A notification can be automatically
sent to a group of administrators every time a change is made
to a VPN system configuration.

The DHCP server configuration tool module 148 allows for
the centralized management of the DHCP server policies for
each device 14. According to various embodiments, the
DHCP server for a given local area network 18 resides on the
device 14 associated with the given local area network 18.
The DHCP server configuration tool module 148 allows a
user to efficiently and securely manage all of the DHCP
servers and define global policies that are easily applied to all
DHCP servers at once. The DHCP server configuration tool
module 148 also allows a user to set custom DHCP server
policies to each individual DHCP server. Each DHCP server
can also have individual user permissions to restrict which
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user accounts can modify which DHCP server. This capabil-
ity may provide an administrator at each site the ability to
manage their own DHCP server and yet restrict them from
changing the configuration of any other DHCP server in the
network. A notification can be automatically sent to a group
of administrators every time a change is made to a DHCP
server configuration.

The network monitoring configuration tool module 150
allows for the centralized management of the network moni-
toring policies for each device 14. According to various
embodiments, the network monitoring system for a given
local area network 18 resides on the device 14 associated with
the given local area network 18. The network monitoring
configuration tool module 150 allows a user to efficiently and
securely manage all of the network monitoring systems and
define global policies that are easily applied to all network
monitoring systems at once. The network monitoring con-
figuration tool module 150 also allows a user to set custom
network monitoring policies to each individual network
monitoring system. Each network monitoring system can
also have individual user permissions to restrict which user
accounts can modify which network monitoring system. This
capability may provide an administrator at each site the abil-
ity to manage their own network monitoring system and yet
restrict them from changing the configuration of any other
network monitoring systems in the network. A notification
can be automatically sent to a group of administrators every
time a change is made to a network monitoring system con-
figuration.

The IP and network interface configuration tool module
152 allows for the centralized management of the network
configuration for each device 14. The centralized manage-
ment of the network configuration may include, for example,
managing IP Address, IP Types (static IP, DHCP, PPPOE), IP
routing, Ethernet Trunking, VL ANs, and QOS configuration.
According to various embodiments, the IP and network inter-
face configuration tool module 152 allows a user to efficiently
and securely manage all of the devices 14. Each device 14 can
also have individual user permissions to restrict which user
accounts can modify the network configuration. This capa-
bility may provide an administrator at each site the ability to
manage their own network configuration and yet restrict them
from changing the configuration of any other devices 14 in the
network. A notification can be automatically sent to a group
of administrators every time a change is made to a device
network configuration.

The global status maps and site views module 162 allows
an authorized user to view the real-time status of their net-
work, devices 14, and network elements that are monitored by
the devices 14. This global status maps and site views module
162 provides a global map of the world, and countries and
continents on this map are color coded to represent the under-
lying status of any devices 14 that reside in that region. For
example a customer may have devices 14 in the United States,
Japan, and Italy. If all of devices 14 and network elements
monitored by the devices 14 are operating as expected, the
countries on the map will be shown as green. When a device
14 in Japan ceases to operate as expected, the portion of the
map representing Japan may turn red or yellow depending on
the severity of the problem. The countries on the map can be
selected to drill down into a lower level map. For example, the
authorized user could select the United States from the world
map and be presented with a state map of the United States.
The individual states may be color coded to represent the
underlying status of any devices 14 that reside in that state.
For each state selected, a list of the sites and devices 14 in that
state may be shown. The states on the map can be selected to
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drill down into a lower level sub map. The lower level sub map
may show for example, a particular region, city, or customer
site.

The global status maps and site views module 162 may
read the latest data polled for each device 14 and the network
elements that are monitored by them. It may also check the
data against preset thresholds that determine what the status
of each device 14 should be set to. It may determine the color
for the lowest level map item that contains the device 14 and
set the status appropriately. The status and color for each
higher level map is set to represent the status of the underlying
map. The color of each map item represents the severity ofthe
most severe problem of a device 14 in that region. For
example, if a device 14 is not operating as expected, all of the
maps that have a region that include this device 14 will be
shown as red. If a device 14 is operating in a manner associ-
ated with the color yellow, all of the maps that have a region
that include this device 14 will be shown as yellow. A map
region will only be shown as green if all devices 14 included
in that map region are operating as expected.

The user administration tool module 164 allows for the
centralized management of a number of functionalities.
According to various embodiments, the user administration
tool module 164 allows a user to set up an account profile and
manage different aspects of a user profile such as name,
address and account name. According to various embodi-
ments, the user administration tool module 164 allows a user
to manage all orders for secure network access platform prod-
ucts and services including a description and status of orders
and allows a user to order additional items as well. According
to various embodiments, the user administration tool module
164 allows a user to manage bills, including reading current
invoices, making payment, updating billing information,
downloading previous statements, and invoices.

According to various embodiments, the user administra-
tion tool module 164 allows a user to add and change user
accounts, delete user accounts, change passwords, create new
groups, move users into certain individuals and groups, and
set permissions for those individuals and groups. The permis-
sions may allow access to different portions of the web-based
management portal 90. For example, a finance employee may
be given access to only account administration tools for bill-
ing and order management. Similarly, a technical employee
may be given access to only the technical sections of the
web-based management portal 90 and not to billing center or
order management sections. According to various embodi-
ments, the user administration tool module 164 may allow a
user to open trouble tickets, track the status of existing trouble
tickets, and run some of the diagnostic tools available in the
secure network access platform environment.

According to various embodiments, the management cen-
ter 12 may correlate all information received from the devices
14, including performance information received from the
devices 14.

Each of the modules described hereinabove may be imple-
mented as microcode configured into the logic of a processor,
or may be implemented as programmable microcode stored
in electrically erasable programmable read only memories.
According to other embodiments, the modules may be imple-
mented by software to be executed by a processor. The soft-
ware may utilize any suitable algorithms, computing lan-
guage (e.g., C, C++, Java, JavaScript, Visual Basic, VBScript,
Delphi), and/or object oriented techniques and may be
embodied permanently or temporarily in any type of com-
puter, computer system, device, machine, component, physi-
cal or virtual equipment, storage medium, or propagated sig-
nal capable of delivering instructions. The software may be
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stored as a series of instructions or commands on a computer
readable medium (e.g., device, disk, or propagated signal)
such that when a computer reads the medium, the described
functions are performed.

Although the system 10 is shown in FIG. 1 as having wired
data pathways, according to various embodiments, the net-
work elements may be interconnected through a secure net-
work having wired or wireless data pathways. The secure
network may include any type of delivery system comprising
alocal area secure network (e.g., Ethernet), a wide area secure
network (e.g., the Internet and/or World Wide Web), a tele-
phone secure network, a packet-switched secure network, a
radio secure network, a television secure network, a cable
secure network, a satellite secure network, and/or any other
wired or wireless communications secure network configured
to carry data. The secure network may also include additional
elements, such as intermediate nodes, proxy servers, routers,
switches, and adapters configured to direct and/or deliver
data.

FIG. 10 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
method includes receiving an activation key automatically
transmitted from a device connected to the network, auto-
matically transmitting a configuration to the device, auto-
matically maintaining the configuration of the device, and
receiving log information from the device. The network may
be, for example, a local area network, or a number of local
area networks that rely on the Internet to communicate with
one another. The device may be, for example, the device 14
described hereinabove. The method may be utilized to pro-
vide an automated managed service for a complex network
environment.

The process starts at block 200, where the management
center 12 receives an activation key automatically transmitted
from a device 14 connected to the network. Prior to the start
of'the process at block 200, the configuration of the device 14
is provisioned by an entity such as, for example, an adminis-
trator or a managed service provider. The entity may initiate
the provisioning of the device 14 by logging onto the web-
based management portal 90 and entering a license key asso-
ciated with the device 14. The license key may be generated
by a managed service provider and may be issued with the
purchase of the device 14. The license key may include infor-
mation such as the product type of the device 14, the term
length of the license associated with the device 14, and the
seller of the license. A hash function may be used to embed
the information in the key to obscure the data, and the data
may be read by the network manager to verity the authenticity
of'the license key.

Once the license key is received by the web-based man-
agement portal 90, the configuration of the device 14 may be
provisioned via the web-based management portal 90. Setting
the configuration of the device 14 may include setting the IP
address of the device 14, and setting the configurations for the
firewall configuration, the intrusion prevention configuration,
the anti-virus configuration, the content filtering configura-
tion, the anti-spam configuration, the VPN configuration, the
DHCP server configuration, the network management con-
figuration, the network interface configuration, the VLAN
configuration, the QOS configuration and any other device
configurations. Each configuration provisioned for the device
14 may be stored in the database cluster 82. According to
various embodiments, a default configuration may be
selected for the device 14.

During the provisioning process, an activation key associ-
ated with the device 14 is generated and may be printed out or
e-mailed for later use. The configuration of the device 14 and
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the generation of the activation key may be completed from
any location by accessing the web-based management portal
90.

Once the provisioning process is completed, the device 14
may be installed at the customer location. After the device 14
is connected to the local area network 18, the device 14
automatically attempts to DHCP for a wide area network IP
address. As most Internet service providers assign IP
addresses using DHCP, in most cases the device 14 will
automatically obtain its wide area network IP address. For
Internet service providers who do not use DHCP, the wide
area network IP address can be obtained using PPPOE. Alter-
natively, a wide area network IP address may be statically
assigned to the device 14.

According to various embodiments, the device 14 is con-
figured with the DNS names of a number of the hosted servers
that comprise the activation server 84. Once the device 14
obtains a wide area network IP address, the device 14 auto-
matically attempts to communicate with one of the hosted
servers that comprise the activation server 84. When the com-
munication is successful, the activation key is entered and the
device 14 transmits the activation key to the activation server
84. The activation key may be entered by an installer of the
device 14. The process associated with block 200 may be
repeated for any number of devices 14.

From block 200, the process advances to block 210, where
the activation server 84 automatically transmits the configu-
ration provisioned at block 200 to the device 14. After the
device 14 receives its configuration from the activation server
84, an installer of the device 14 may be prompted to reboot the
device 14. Once the device 14 reboots, the device 14 auto-
matically connects to its assigned manager server 88 and the
installation of the device 14 is complete. The process associ-
ated with block 210 may be repeated for any number of
devices 14

From block 210, the process advances to block 220, where
the management center 12 automatically maintains the con-
figuration of the device 14. According to various embodi-
ments, a flag is set in the database servers of the database
cluster 82 when a change to the configuration of the device 14
is entered via the web-based management portal 90. Accord-
ing to various embodiments, the auto-provisioning manager
module 100 periodically polls the database cluster 82 looking
for changes to the configurations of the devices 14 managed
by the manager server 88. When the auto-provisioning man-
ager module 100 detects a device configuration that needs to
be changed, the appropriate module (e.g., firewall, intrusion
prevention, anti-virus, etc.) will generate the new configura-
tion for the particular service and make the necessary con-
figuration changes to the device 14 that needs to be updated.
The process associated with block 220 may be repeated for
any number of devices 14.

From block 220, the process advances to block 230, where
the logger manager 86 receives log information from the
device 14. As explained previously, the log information
received from each device 14 may be compressed and
encrypted, and may represent information associated with,
for example, a firewall system, an intrusion prevention sys-
tem, an anti-virus system, a content filtering system, an anti-
spam system, etc. residing at the particular device 14. Once
the logger manager 86 receives the log information, the log-
ger manager 86 correlates the log information and makes it
available to other elements of the management center 12. The
correlated information may be utilized to determine both the
real time and historical performance of the network.

FIG. 11 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
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method includes automatically setting a default configuration
for the device, automatically generating an activation key
associated with a device, and automatically transmitting a
provisioned configuration to the device after the device is
connected to the network. The network may be, for example,
a local area network, or a number of local area networks that
rely on the Internet to communicate with one another. The
device may be, for example, the device 14 described herein-
above. The method may be utilized to provide an automated
managed service for a complex network environment.

The process starts at block 240, where a default configu-
ration is set for the device 14. According to various embodi-
ments, the web-based management portal 90 may provide the
default configuration that serves as the basis for the device
configuration. The process associated with block 240 may be
repeated for any number of devices 14.

From block 240, the process advances to block 250, where
an activation key associated with a device is automatically
generated. According to various embodiments, the activation
key may be generated by the web-based management portal
90 during the provisioning of the device 14. The provisioning
of'the device 14 may include changing some of the settings of
the default configuration. The process associated with block
250 may be repeated for any number of devices 14.

From block 250, the process advances to block 260, where
the provisioned configuration is automatically transmitted to
the device 14 after the device 14 is connected to the network.
According to various embodiments, the activation server 84
may automatically transmit a provisioned configuration to the
device 14 after the device 14 is connected to the network. The
process associated with block 260 may be repeated for any
number of devices 14.

FIG. 12 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
method includes periodically polling a device connected to
the network, automatically determining whether a configura-
tion of the device is current, automatically setting a new
configuration for the device when the configuration is not
current, and automatically transmitting the new configuration
to the device. The network may be, for example, a local area
network, or a number of local area networks that rely on the
Internet to communicate with one another. The device may
be, for example, the device 14 described hereinabove. The
method may be utilized to provide an automated managed
service for a complex network environment.

The process starts at block 270, where a device 14 con-
nected to the network is periodically polled. According to
various embodiments, the periodic polling may be conducted
by the manager server 88. The process associated with block
270 maybe repeated for any number of devices 14.

From block 270, the process advances to block 280, where
it is automatically determined whether the configuration of
the device 14 is current. According to various embodiments,
the automatic determination may be made by the manager
server 88. The process associated with block 280 maybe
repeated for any number of devices 14.

From block 280, the process advances to block 290, where
a new configuration is automatically set for the device 14
when the configuration of the device 14 is not current.
According to various embodiments, the new configuration
may be automatically set by the manager server 88. The
process associated with block 290 maybe repeated for any
number of devices 14.

From block 290, the process advances to block 300, where
the new configuration is automatically transmitted to the
device 14. According to various embodiments, the new con-
figuration may be automatically transmitted to the device 14
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by the manager server 88. The process associated with block
300 maybe repeated for any number of devices 14.

FIG. 13 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
method includes receiving network traffic information from a
device connected to the network, automatically correlating
the information, and automatically determining network per-
formance based on the information. The network may be, for
example, a local area network, or a number of local area
networks that rely on the Internet to communicate with one
another. The device may be, for example, the device 14
described hereinabove. The method may be utilized to pro-
vide an automated managed service for a complex network
environment.

The process starts at block 310, where network traffic
information is received from a device 14 connected to the
network. The network traffic information may represent
information that travels from one device 14 to another device
14. According to various embodiments, the network traffic
information is captured at the device 14 and may include, for
example, source/destination IP address, protocol, sequence
number and source/destination port. According to various
embodiments, the network traffic information transmitted
from the device 14 is received by the manager server 88. The
process associated with block 310 maybe repeated for any
number of devices 14.

From block 310, the process advances to block 320, where
the information is correlated. According to various embodi-
ments the information may be correlated with network traffic
information transmitted from any number of devices 14.
According to various embodiments, the correlation of the
information is conducted by the manager server 88.

From block 320, the process advances to block 330, where
the network performance is determined based on the infor-
mation. According to various embodiments, the network per-
formance determination is made by the manager server 88.
For example, assume that ten VOIP packets leave a first
device 14 destined for a second device 14. As explained
previously, the first device 14 may record the exact time each
VOIP packet leaves, and the source/destination IP Address,
protocol, sequence number and source/destination port for
each VOIP packet. The first device 14 may then send this
information to the manager server 88. Further assume that
these ten VOIP packets travel over the Internet 16, the third
and eighth VOIP packets are lost, dropped by a router that is
over-utilized. The second device 14 will only see eight VOIP
packets arrive, not knowing that the third and eighth packets
were lost. The second device 14 may then record the exact
time each packet is received and the source/destination IP
Address, protocol, sequence number, and source/destination
port for each received packet. The second device 14 may then
send this information to the manager server 88. The manager
server 88 may then examine the information transmitted from
the first and second devices 12, 14 and determine, based on
the IP Address, protocol, sequence number, and source/des-
tination port that the packets recorded by both the first and
second devices 14 are part of the same packet stream. Armed
with this information, the manager server 88 may then deter-
mine the exact latency and jitter of each packet, and the packet
loss (20% in this example) on a real application data stream.
The process associated with block 330 may be repeated for
network traffic information received from any number of
devices 14.

FIG. 14 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
method includes receiving credentials associated with a
remote access user, automatically validating the credentials,
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automatically determining which devices connected to the
network the remote access user is authorized to connect to,
and automatically transmitting to a remote access client a list
of devices the remote access user is authorized to connect to.
The network may be, for example, a local area network, or a
number of local area networks that rely on the Internet to
communicate with one another. The device may be, for
example, the device 14 described hereinabove. The method
may be utilized to provide an automated managed service for
a complex network environment.

The process starts at block 340, where credentials associ-
ated with a remote access user is received from a remote
access client. The remote access user is a user who is located
at a site that does not have a device 14 associated therewith.
According to various embodiments, the credentials are
received by the web-based management portal 90. The
remote access client may be implemented as a software client
installed on a personal computer such as, for example, a
desktop computer or a laptop computer. According to various
embodiments, when the software client is launched, it
requires the remote access user to input their credentials (e.g.,
company ID, username, password). After the remote access
user enters the credentials, the software client may make a
secure socket layer connection to the web-based management
portal 90. The process associated with block 340 may be
repeated for any number of remote access users.

From block 340, the process advances to block 350, where
the credentials are automatically validated. According to vari-
ous embodiments, the credentials may be automatically vali-
dated by the web-based management portal 90. If the creden-
tials are not valid, the web-based management portal 90 may
return an error message to the remote access client which may
then prompt the remote access user to reenter their creden-
tials. The process associated with block 350 may be repeated
for any number of remote access users.

From block 350, the process advance to block 360, where
it is determined which devices 14 connected to the network
the remote access user is authorized to connect to. According
to various embodiments, the determination is made by the
web-based management portal 90. The process associated
with block 360 may be repeated for any number of remote
access users.

From block 360, the process advances to block 370, where
alistofthe devices 14 is automatically transmitted to a remote
access client associated with the remote access user. Accord-
ing to various embodiments, the list is automatically trans-
mitted from the web-based management portal 90. Once the
list is presented to the remote access user and a particular
device 14 is selected, an encrypted tunnel may be established
between the personal computer and the selected device 14.
The process associated with block 370 may be repeated for
any number of remote access users.

Each of the methods described above may be performed by
the system 10 of FIG. 1 or by any suitable type of hardware
(e.g., device, computer, computer system, equipment, com-
ponent); software (e.g., program, application, instruction set,
code); storage medium (e.g., disk, device, propagated signal);
or combination thereof.

While several embodiments of the invention have been
described, it should be apparent, however, that various modi-
fications, alterations and adaptations to those embodiments
may occur to persons skilled in the art with the attainment of
some or all of the advantages of the disclosed invention. For
example, the system 10 may further include a plurality of
graphical user interfaces to facilitate the management of the
network. The graphical user interfaces may be presented
through an interactive computer screen to solicit information
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from and present information to a user in conjunction with the
described systems and methods. The graphical user interfaces
may be presented through a client system including a per-
sonal computer running a browser application and having
various input/output devices (e.g., keyboard, mouse, touch
screen, etc.) for receiving user input. It is therefore intended to
cover all such modifications, alterations and adaptations
without departing from the scope and spirit of the disclosed
invention as defined by the appended claims.

‘What is claimed is:

1. A method for providing a managed network, compris-
ing:

in a management center, setting at least one configuration

to be transmitted to a first network management device,
the at least one configuration to cause the first network
management device to provide a corresponding at least
one managed network service for a first network after the
at least one configuration is transmitted to and received
by the first network management device, wherein setting
the at least one configuration comprises setting:

a quality of service (QOS) configuration to cause the
first network management device to enable selective
transmission of information by the first network man-
agement device based on a relative metric of the infor-
mation; and

wherein setting the at lest one configuration further com-

prises setting at least one of:

an anti-virus configuration to cause the first network
management device to provide an anti-virus service;

a content filtering configuration to cause the first net-
work management device to provide a content filter-
ing service;

an anti-spam configuration to cause the first network
management device to provide an anti-spam service;

a virtual private network (VPN) configuration to cause
the first network management device to provide a
VPN service, the VPN service to enable the first net-
work management device to communicate with at
least one of: a second network management device
located at a second location, a remote access client,
and the management center;

an internet protocol (IP) routing and network interface
configuration to cause the first network management
device to provide an IP routing and network interface
service; and

a device monitoring configuration to cause the first net-
work management device to provide a device moni-
toring service, the device monitoring service to moni-
tor one or more network elements, the one or more
network elements connected to the first network and
external to the first network management device; and

transmitting the at least one configuration to the first net-

work management device via a second network in
response to receiving an activation key at the manage-
ment center, the activation key transmitted from the first
network management device to the management center
via the second network after the first network manage-
ment device is connected to the second network at a first
location.

2. The method of claim 1, wherein setting at least one
configuration of a first network management device com-
prises generating the activation key.

3. The method of claim 1, comprising updating the at least
one configuration within the first network management
device.
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4. The method of claim 3, wherein updating the at least one

configuration within the first network management device
comprises:

periodically polling the first network management device;

determining whether the at least one configuration of the 5
first network management device is current;

setting a new configuration for each of the at least one
configuration that is not current; and

transmitting the new configurations to the first network
management device.

5. The method of claim 1, comprising receiving log infor-

mation from the first network management device, the log
information associated with at least one managed network
service.

6. The method of claim 5, comprising:

correlating the received log information; and

determining one or more of a real time performance and a
historical performance of the first network based on the
correlated log information. 20

7. The method of claim 1, comprising:

receiving performance information from the first network
management device;

correlating the received performance information; and

determining one or more of a real time performance and a 25
historical performance of the first network based on the
correlated performance information.

8. The method of claim 7, wherein receiving performance

information from the first network management device com-
prises receiving at least one of the following:

a CPU utilization value;

a memory utilization; and

a network interface bandwidth utilization value.

9. The method of claim 7, wherein receiving performance

w
O

information from the first network management device com-
prises receiving performance information gathered from one
or more network elements connected to the first network and
external to the first network management device.

10. The method of claim 9, wherein receiving performance 4o

information gathered from the one or more network elements
comprises receiving at least one of the following:

a reachability value;

a latency value; and

a CPU utilization value. 45
11. The method of claim 1, wherein the first network man-

agement device is in communication with the first network
via an ethernet port of the first network management device.

12. A system for managing a network, the system compris-

ing: 50

a first network management device comprising a processor
and a memory, the first network management device to
provide at least one managed network service for a first
network after a corresponding at least one configuration
is transmitted to and received by the first network man- ss
agement device; and

a management center to communicate with the first net-
work management device via a second network, the
management center to:
set the least one configuration to be transmitted to a first 6!

network management device, wherein the at least one

configuration comprises:

a quality of service (QOS) configuration to cause the
first network management device to enable selec-
tive transmission of information by the first net- 65
work management device based on a relative met-
ric of the information; and

20

at least one of:

an anti-virus configuration to cause the first network
management device to provide an anti-virus ser-
vice;

a content filtering configuration to cause the first net-
work management device to provide a content fil-
tering service;

an anti-spam configuration to cause the first network
management device to provide an anti-spam ser-
vice;

o

virtual private network (VPN) configuration to
cause the first network management device to pro-
vide a VPN service, the VPN service to enable the
first network management device to communicate
with at least one of: a second network management
device located at a second location, a remote access
client, and the management center;
an internet protocol (IP) routing and network inter-
face configuration to cause the first network man-
agement device to provide an IP routing and net-
work interface service; and
a device monitoring configuration to cause the first
network management device to provide a device
monitoring service, the device monitoring service
to monitor one or more network elements, the one
or more network elements connected to the first
network and external to the first network manage-
ment device; and

transmit the at least one configuration to the first network
management device via the second network in
response to receiving an activation key at the manage-
ment center, the activation key transmitted from the
first network management device to the management
center via the second network after the first network
management device is connected to the second net-
work at a first location.

13. The system of claim 12, wherein the management
center is to update the at least one configuration within the
first network management device.

14. The system of claim 13, wherein the management
center is to:

periodically poll the first network management device;

determine whether the at least one configuration of the first

network management device is current;

set a new configuration for each of the at least one configu-

ration that is not current; and

transmit the new configurations to the first network man-

agement device.

15. The system of claim 12, wherein the management
center is to receive log information from the first network
management device, the log information associated with the
at least one managed network service.

16. The system of claim 15, wherein the management
center is to:

correlate the received log information; and

determine one or more of a real time performance and a

historical performance of the first network based on the
correlated log information.
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17. The system of claim 12, wherein the management 19. The system of claim 17, wherein the performance infor-
center is to: mation comprises at least one of the following:
receive performancg information from the first network a reachability value;
management dgwce; § L . a latency value; and
correlate the received performance information; and 5 CPU utilization val
determine one or more of a real time performance and a a utilization va uc: .
historical performance of the first network based on the 20. The system Of c}alm 12, w:herAem T-hP first network
correlated information. management device is in communication with the first net-
18. The system of claim 17, wherein performance infor- Wofk via an ethernet port of the first network management
mation comprises at least one of the following: 10 device.

a CPU utilization value;
a memory utilization value; and
a network interface bandwidth utilization value. LI
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1
SYSTEMS AND METHODS FOR MANAGING
A NETWORK

CROSS-REFERENCE TO RELATED
APPLICATION

This application is a continuation of U.S. patent applica-
tion Ser. No. 12/833,832, filed on Jul. 9, 2010 now U.S. Pat.
No. 8,078,777, which is incorporated herein by reference in
its entirety and is a divisional application of U.S. patent
application Ser. No. 11/106,837, filed Apr. 15, 2005 now U.S.
Pat. No. 7,783,800, which is incorporated herein by reference
in its entirety and claims the benefit under 35 U.S.C. §119(e)
to U.S. Provisional Application No. 60/562,596, which was
filed on Apr. 15, 2004 and is incorporated herein by reference
in its entirety.

BACKGROUND

This application discloses an invention that is related, gen-
erally and in various embodiments, to systems and methods
for managing a network.

Some network environments provide companies with criti-
cal information technology (IT) services for installing, con-
necting, managing and securing their network environment.
However, traditional network implementations have required
that network infrastructure capable of supporting computer
applications be assembled using disparate hardware, soft-

ware and systems that must be manually configured and man- 3

aged. As a result, these traditional network implementations
have been utilized primarily by large enterprises with large
information technology (IT) budgets.

Small and medium businesses (SMBs) represent the
majority of businesses, and their network management and
security needs are no less critical that that of larger enter-
prises. However, due to budgetary and technological con-
straints, traditional secure network management systems, ser-
vices, and elements are usually not a viable option for SMBs.
Most SMBs lack the necessary IT staff and budget resources
to effectively manage secure network environments that may
be leveraged to deploy distributed applications that run on
these networks and make those businesses more competitive.

SUMMARY

In one general respect, this application discloses a method
of managing a network. According to various embodiments,
the method includes receiving an activation key automatically
transmitted from a device connected to the network, auto-
matically transmitting a configuration to the device, auto-
matically maintaining the configuration of the device, and
receiving log information from the device.

According to various embodiments, the method includes
automatically setting a default configuration for the device,
automatically generating an activation key associated with a
device, and automatically transmitting a provisioned configu-
ration to the device after the device is connected to the net-
work.

According to various embodiments, the method includes
periodically polling a device connected to the network, auto-
matically determining whether a configuration of the device
is current, automatically setting a new configuration for the
device when the configuration is not current, and automati-
cally transmitting the new configuration to the device.

According to various embodiments, the method includes
receiving network traffic information from a device con-
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nected to the network, automatically correlating the informa-
tion, and automatically determining network performance
based on the information.

According to various embodiments, the method includes
receiving credentials associated with a remote access user,
automatically validating the credentials, automatically deter-
mining which devices connected to the network the remote
access user is authorized to connect to, and automatically
transmitting to a remote access client a list of devices the
remote access user is authorized to connect to.

In another general respect, this application discloses a sys-
tem for managing a network. According to various embodi-
ments, the system includes a device connected to the network
and a management center in communication with the device
via the Internet. The device includes a processor and a
memory. The management center includes a first module for
provisioning a configuration of the device, a second module
for automatically transmitting the configuration to the device,
and a third module for automatically maintaining the configu-
ration of the device.

BRIEF DESCRIPTION OF THE DRAWINGS

TIG. 1 illustrates various embodiments of a system for
managing a network;

FIG. 2 illustrates various embodiments of a device;

TIG. 3 illustrates various embodiments of the device;

FIG. 4 illustrates various embodiments of the device;

FIG. 5 illustrates various embodiments of a management
center;

FIG. 6 illustrates various embodiments of a server;

FIG. 7 illustrates various embodiments of a server;

FIG. 8 illustrates various embodiments of a server;

FIG. 9 illustrates various embodiments of a web-based
management portal;

TIG. 10 illustrates various embodiments of a method of
managing a network;

FIG. 11 illustrates various embodiments of a method of
managing a network;

FIG. 12 illustrates various embodiments of a method of
managing a network;

FIG. 13 illustrates various embodiments of a method of
managing a network; and

FIG. 14 illustrates various embodiments of a method of
managing a network.

DETAILED DESCRIPTION

The systems and methods described herein may be utilized
to provide for the automated delivery of managed services. It
is to be understood that the figures and descriptions of the
disclosed invention have been simplified to illustrate ele-
ments that are relevant for a clear understanding of the inven-
tion, while eliminating, for purposes of clarity, other ele-
ments. Those of ordinary skill in the art will recognize,
however, that these and other elements may be desirable.
However, because such elements are well known in the art,
and because they do not facilitate a better understanding of
the invention, a discussion of such elements is not provided
herein.

FIG. 1 illustrates various embodiments of a system 10 for
managing a network. The system 10 may be utilized to pro-
vide a company with critical information technology (IT)
services for installing, connecting, managing and securing
their network environment without having to rely on several
discrete systems.
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According to various embodiments, the system 10 includes
a management center 12 and at least one device 14 in com-
munication with the management center 12 via the Internet
16. Although only three devices 14 are shown in FIG. 1, the
system 10 may include any number of devices 14 in commu-
nication with the management center 12 via the Internet 16.
Each device 14 may be located at a different customer loca-
tion, and each device 14 may be connected to a different local
area network 18.

FIGS. 2-4 illustrate various embodiments of the device 14
of FIG. 1. As shown in FIG. 2, the device 14 includes a
processor 20 and a memory 22. According to various embodi-
ments, the device 14 may also include a first fast ethernet port
24, a second fast ethernet port 26, and a third fast ethernet port
28. As shown in FIG. 3, the device 14 may be connected to a
local area network 18 via the first fast ethernet port 24, to a
service provider wide area network 30 via the second fast
ethernet port 26, and to a demilitarized zone 32 via the third
fast ethernet port 28. The device 14 may serve to act as a
security device to protect the local area network 18 and the
demilitarized zone 32 from outside threats originating from
the wide area network 30. According to various embodi-
ments, in lieu of being connected to the demilitarized zone 32
via the third fast ethernet port 28, the device 14 may be
connected to a redundant wide area network (not shown) via
the third fast ethernet port 28.

The local area network 18 may include network elements
such as, for example, an ethernet switch 34, a computer 36, a
wireless access point 38, a printer 40, a file server 42 and any
other network elements known by those skilled in the art to
comprise a portion of a local area network. The demilitarized
zone 32 may include network elements such as, for example,
an ethernet switch 44, an e-mail server 46, a web server 48 and
any other network elements known by those skilled in the art
to comprise a portion of a demilitarized zone.

As shown in FIG. 4, the device 14 may include a Linux
based operating system and the following modules: an auto-
provisioning module 50, an auto-update module 52, a firewall
module 54, an intrusion prevention module 56, an anti-virus
module 58, a content filtering module 60, an anti-spam mod-
ule 62, a VPN module 64, a DHCP server module 66, a
distributed network management poller module 68, an inline
network performance monitoring module 70, a logger mod-
ule 72, a remote access server module 74, an IP and network
interface module 76, a QOS module 78, and a VLAN module
80.

The auto-provisioning module 50 of the device 14 is oper-
able to provide the device 14 with auto-provisioning func-
tionality. For example, according to various embodiments,
the auto-provisioning module 50 allows for the device 14 to
be auto-configured based on an activation code entered by an
installer during installation of the device 14 at a customer
location.

The auto-update module 52 of the device 14 is operable to
provide the device 14 with auto-update functionality. For
example, according to various embodiments, the auto-update
module 52 allows for the device 14 to be automatically
updated whenever updates to the device 14 are available. The
updates may include, for example, operating system updates,
intrusion prevention rule updates, anti-virus signature
updates, and content filtering database updates.

The firewall module 54 of the device 14 is operable to
provide the device 14 with firewall functionality. For
example, according to various embodiments, the firewall
module 54 allows for the device 14 to perform deep packet
inspection, stateful inspection, network address translation,
port address translation and port forwarding.
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The intrusion prevention module 56 of the device 14 is
operable to provide the device 14 with intrusion prevention
functionality. For example, according to various embodi-
ments, the intrusion prevention module 56 allows for the
device 14 to perform real-time tratfic analysis and logging,
protocol analysis, and content searching and matching. The
intrusion prevention module 56 may also allow for the device
14 to detect a variety of attacks and probes such as, for
example, buffer overflows, operating system fingerprinting
attempts, common gateway interface attacks and port scans.

The anti-virus module 58 of the device 14 is operable to
provide the device 14 with anti-virus functionality. For
example, according to various embodiments, the anti-virus
module 58 of the device 14 allows for the device 14 to provide
an Internet gateway protection service that protects against
viruses and malicious code that may be downloaded from the
Internet 16 to the local area network 18. According to various
embodiments, the anti-virus module 58 of the device 14
allows for the integration of the device 14 and an anti-virus
clientinstalled on one or more devices that comprise a portion
of the local area network 18. The anti-virus module 58 allows
for the device 14 to block access to the Internet 16 for any
device of the local area network 18 that does not have the most
current anti-virus client and anti-virus signature database
installed thereon. The anti-virus module 58 of the device 14
may redirect such blocked devices to a webpage that will
allow for the device to be updated to include the most current
anti-virus client and anti-virus signature database.

The content filtering module 60 of the device 14 is operable
to provide the device 14 with content filtering functionality.
For example, according to various embodiments, the content
filtering module 60 of the device 14 allows for the device 14
to act as a transparent proxy which inspects each request
made from the local area network 18 to the Internet 16. The

s content filtering module 60 may determine whether to grant

or deny the request to access a particular website based on
defined policies. For instances where the request is granted,
the content filtering module 60 may further determine which
types of files are allowed to be downloaded from the Internet
16 to the local area network 18. According to various embodi-
ments, each policy may be defined as a blacklist or a whitelist.
If the policy is defined as a blacklist, the content filtering
module 60 operates to allow access to all sites except those
explicitly defined to be blocked. If the policy is defined as a

s whitelist, the content filtering module 60 operates to block

access to all sites except those explicitly defined to be
allowed.

The anti-spam module 62 is operable to provide the device
14 with anti-spam and e-mail anti-virus functionality. For
example, according to various embodiments, the anti-spam
module 62 of the device 14 allows for the device 14 to act as
a transparent proxy which inspects each e-mail message that
transits the device 14 for viruses and malicious code. If the
anti-spam module 62 identifies an e-mail as SPAM, the device
14 may block the e-mail. If the anti-spam module 62 identifies
an e-mail as containing a virus, the device 14 may attempt to
disinfect the e-mail. If the e-mail is cleaned, the device 14
may forward the cleaned e-mail along with a message that the
e-mail contained a virus. If it is not possible to disinfect the
e-mail, the device 14 may block the e-mail.

The VPN module 64 of the device 14 is operable to provide
the device 14 with VPN functionality. For example, according
to various embodiments, the VPN module 64 provides the
encryption protocol for the automatic building of a site to site
VPN which is implemented as a secure tunnel that connects
two different devices 14. A secure socket layer (SSL) is used
to create the encrypted tunnel between the two devices 14. In
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instances where a device 14 is assigned a new WAN IP
Address, the VPN module 64 allows for all of the tunnels
connecting the device 14 to other devices 14 to automatically
reconfigure themselves to establish new tunnels to the device
14 atthe new IP Address. According to various embodiments,
the VPN module 64 of the device 14 allows for the coopera-
tion of the device 14 and a remote access client.

The DHCP server module 66 of the device 14 is operable to
provide the device 14 with DHCP server functionality. For
example, according to various embodiments, the DHCP
server module 66 allows the device 14 to provide IP addresses
and configuration parameters to network devices requesting
this information using the DHCP protocol. IP address pools
with characteristics such as default gateways, domain names,
and DNS servers can be defined. Static assignments can also
be defined based on MAC address.

The distributed network management poller module 68 of
the device 14 is operable to provide the device 14 with dis-
tributed network management poller functionality. For
example, according to various embodiments, the distributed
network management poller module 68 allows the device 14
to poll network elements that comprise a portion of a local
area network 18 and are in communication with the device 14.
For example, the distributed network management poller
module 68 may utilize Internet control message protocol
pings to determine a reachability value and a latency value for
one or more of the network elements. The distributed network
management poller module 68 may also utilize simple net-
work management protocol (SNMP) to poll SNMP informa-
tion from network elements that are SNMP capable. Such
SNMP information may include, for example, CPU utiliza-
tion or server temperature.

The inline network performance monitoring module 70 of
the device 14 is operable to provide the device 14 with inline
network performance monitoring functionality. For example,
according to various embodiments, the inline network perfor-
mance monitoring module 70 allows the device 14 to inspect
each packet that transits the device 14 and record certain
information such as source/destination IP address, protocol,
and source/destination ports.

According to various embodiments, the inline network
performance monitoring module 70 also allows the device 14
to monitor all network traffic that passes between the device
14 and another device 14. Each device 14 has its time syn-
chronized precisely to network time protocol servers (not
shown). This allows for each device 14 to reference packet
information with a common time reference. According to
various embodiments, the inline network performance moni-
toring module 70 can record the exact time every packet
leaves a device 14, and record items such as, for example,
source/destination IP address, protocol, sequence number
and source/destination port. As the packets travel across the
Internet 16, the packets eventually reach the destination
device 14. The inline network performance monitoring mod-
ule 70 of the destination device 14 records the exact time the
packet is received by the destination device 14 and items such
as, for example, source/destination IP address, protocol,
sequence number and source/destination port.

The logger module 72 of the device 14 is operable to
provide the device 14 with logging functionality. For
example, according to various embodiments, the logger mod-
ule 72 allows information obtained by the device 14 (e.g.,
intrusion prevention detections, anti-virus detections, net-
work device polling results, source/destination IP addresses,
application performance measurements, etc.) to be recorded,
processed and transmitted to the management center 12.
According to various embodiments, the data collected by the
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inline network management monitoring module 70 of each
device 14 is forwarded to the logger module 72 of the asso-
ciated device 14. After receiving the data, the logger modules
72 wait a random amount of time (e.g., between approxi-
mately 120 and 240 seconds) before transmitting the data to
the management center 12. This random delay is to prevent all
the devices 14 from sending their data back to the manage-
ment center 12 at the same time. If the management center 12
cannot be reached, the device 14 may queue the data locally
until the management center 12 can be reached. When the
management center 12 is reached, the logger module 72 will
transmit all of the queued data. The data that is transmitted
uses a system queue which insures that regular user network
traffic will always have priority and this data transfer will only
use the unused bandwidth on the network connection.

The remote access server module 74 of the device 14 is
operable to provide the device 14 with remote access capa-
bility. For example, according to various embodiments, the
remote access server module 74 allows for the cooperation of
the device 14 with a remote access client.

The IP and network interface module 76 is operable to
provide the device 14 with the capability to configure the
network interface characteristics such as IP Address type
(e.g., static IP, DHCP, or PPPOE), IP address, subnet mask,
speed and duplex. The IP and network interface module 76 is
also operable to provide the device 14 with the capability to
configure IP routing.

The QOS module 78 of the device 14 is operable to provide
the device 14 with QOS functionality. For example, accord-
ing to various embodiments, the QOS module 78 allows the
device 14 to selectively transmit packets based on the relative
importance of the packet. The QOS module 48 may also allow
the device 14 to inspect each packet and determine a particu-

s lar queue to send the packet to based on defined rules. Rules

may be defined, for example, based on source/destination IP
address and/or port information. If a packet does not match
any rule, it may be sent to a default queue.

The VLAN module 80 of the device 14 is operable to
provide the device 14 with VL AN functionality. For example,
according to various embodiments, the first and third fast
Ethernet ports 24, 28 of the device 14 that are connected to the
local area network 18 and the demilitarized zone 32 may be
configured as 802.1q trunk ports. The VLAN module 80
allows the device 14 to connect to many different VLANS
from an Ethernet switch that has enabled trunking.

According to various embodiments, the device 14 may also
automatically transmit performance information to the man-
agement center 12. The performance information may
include, for example, a CPU utilization value for the device
14, a memory utilization value for the device 14, and a net-
work interface bandwidth utilization value for the device 14.
The performance data may also include, for example, the
information obtained by the distributed network management
poller module 68 of the device 14.

FIG. 5 illustrates various embodiments of the management
center 12 of FIG. 1. The management center 12 includes a
database cluster 82, an activation server 84, a logger server
86, a manager server 88 and a web-based management portal
90. The management center 12 is located external to any
customer sites and may provide a shared infrastructure for
multiple customers. According to various embodiments, the
database cluster 82 includes a plurality of databases and
structural query language (SQL) servers. According to vari-
ous embodiments, the database cluster 82 includes a combi-
nation of structural query language servers and open source
MySQL servers. The databases hold all of the data required
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by the activation server 84, the logger server 86, the manager
server 88 and the web-based management portal 90.

FIG. 6 illustrates various embodiments of the activation
server 84. The activation server 84 may include a Linux based
operating system, and may include an auto-provisioning
manager module 92, an auto-update manager module 94 and
an activation manager module 96. The auto-provisioning
manager module 92 is operable to configure any device 14
that is in the process of being activated. The auto-update
manager module 94 is operable to update the operating sys-
tem of any device 14 that is in the process of being activated.
The auto-update manager module 94 is also operable to
update the various databases and signature files used by appli-
cations resident on the device 14 (e.g., intrusion prevention,
anti-virus, content filtering). The activation manager module
96 is operable to communicate with the back-end SQL servers
of the database cluster 82 to gather the necessary data
required by the auto-provisioning manager module 92 to
generate device configurations. The activation manager mod-
ule 96 is also operable to authenticate incoming devices 14
and determine their identity based on the activation key.

According to various embodiments, the activation server
84 is a collection of hosted servers that are utilized to set up
the initial configuration of each device 14. Based on an acti-
vation key received from the device 14 when the device 14 is
first installed, the activation server 84 automatically sends the
appropriate configuration to the device 14. The activation
server 84 also assigns the device 14 to a redundant pair of
logger servers 86 and a redundant pair of manager servers 88.

FIG. 7 illustrates various embodiments of the logger server
86. The logger server 86 may include a Linux based operating
system and a logger server module 98. According to various
embodiments, the logger server 86 is a collection of hosted
servers that receive log information from the devices 14 and
correlates the information.

FIG. 8 illustrates various embodiments of the manager
server 88. The manager server 88 may include a Linux based
operating system and the following modules: an auto-provi-
sioning manager module 100, an auto-update manager mod-
ule 102, a firewall configuration manager module 104, an
intrusion prevention configuration manager module 106, an
anti-virus configuration manager module 108, a content fil-
tering configuration manager module 110, an anti-spam con-
figuration manager module 112, a VPN configuration man-
ager module 114, a DCHP server configuration manager
module 116, a network management monitor module 118, a
distributed network management configuration manager
module 120, an inline network management configuration
manager module 122, an IP and network interface configura-
tion manager 124, a VLAN configuration manager module
126, a QOS configuration manager module 128, a logger
configuration manager module 130, a remote access configu-
ration manager module 132, and a network graph generator
module 134.

According to various embodiments, the manager server 88
is a collection of servers that are utilized to manage the
devices 14. The manager server 88 transmits the configura-
tion and the updates to the device 14. The manager server 88
also monitors the device 14, stores performance data, and
generates graphs for each device 14 and each network ele-
ment monitored by the device 14. For example, the auto-
update manager module 102 may periodically poll each
device 14 and determines whether each device 14 has the
most current version of the device operating system, the anti-
virus signature database, the content filtering database and the
intrusion protection database. If the auto-update manager
module 102 determines that a particular device 14 does not
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have the most current version of the operating system and
databases, the auto-update manager module 102 operate to
will automatically transmit the appropriate update to the
device 14.

The VPN configuration manager module 114 may auto-
matically configure the VPN tunnels for each device 14.
‘When the particular device 14 is first activated, the device 14
contacts the manager server 88 and reports its public Internet
address. The auto-provisioning manager module 100 records
the reported address and stores it in the database cluster 82.
The VPN configuration manager module 114 may also gather
all of the VPN configuration information from the database
cluster 82 for each device 14 that is provisioned to have a VPN
connection to the particular device 14. The VPN configura-
tion manager module 114 may also create configuration files
for each of the devices 14. After the manager server 88 trans-
mits the configurations to each of the devices 14, secure
encrypted tunnels are established between each of the devices
14.

‘When a particular device 14 is issued a new IP address, the
device 14 automatically transmits its new LP address to the
manager server 88. The auto-update manager module 102
responds to this IP address change and automatically gener-
ates new configurations for all of the devices 14 that have
tunnels to the particular device 14. The VPN configuration
manager module 114 automatically transmits the new con-
figurations to the devices 14 and the encrypted tunnels auto-
matically reconverge.

FIG. 9 illustrates various embodiments of the web-based
management portal 90. The web-based management portal 90
may include a Windows or Linux based operating system and
the following modules: a firewall configuration tool module
136, an intrusion prevention configuration tool module 138,
an anti-virus configuration tool module 140, a content filter-
ing configuration tool module 142, an anti-spam configura-
tion tool module 144, a VPN configuration tool module 146,
a DHCP server configuration tool module 148, a network
monitoring configuration tool module 150, an IP and network
interface configuration tool module 152, a VL AN configura-
tion tool module 154, a QOS configuration tool module 156,
a logger configuration tool module 158, a remote access
configuration tool module 160, a global status maps and site
views module 162 and a user administration tool module 164.

According to various embodiments, the web-based man-
agement portal 90 includes a collection of integrated central-
ized network management systems and a grouping of cus-
tomer management tools. According to various
embodiments, the web-based management portal 90 is acom-
bination of many different web servers running Microsoft
Internet Information Server or Apache. The web pages may
be written in Microsoft’s ASPNET or PHP, and the web
applications may interface with the SQL servers of the data-
base cluster 82 to synchronize changes to the network envi-
ronment as changes are made to the configuration of the
devices 14 via the web-based management portal 90. The
web-based management portal 90 may further include the
capability for firewall management, intrusion prevention
management, anti-virus management, content filtering man-
agement, anti-spam management, site to site and remote
access virtual private network management, network moni-
toring, network configuration, account management and
trouble ticketing.

The firewall configuration tool module 136 allows for cen-
tralized management of the firewall policies for each device
14. According to various embodiments, the firewall for a
given local area network 18 resides on the device 14 associ-
ated with the given local area network 18. The firewall con-
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figuration tool module 136 allows a user to efficiently and
securely manage all of the firewalls and define global policies
that are easily applied to all firewalls at once. The firewall
configuration tool module 136 also allows the customer to set
custom firewall polices to each individual firewall. Each fire-
wall can also have individual user permissions to restrict
which user accounts can modify which firewalls. This capa-
bility may provide an administrator at each site the ability to
manage their own firewall and yet restrict them from chang-
ing the configuration of any other firewalls in the network. A
notification can be automatically sent to a group of adminis-
trators every time a change is made to a firewall policy. A
firewall validation tool allows a user to run a security check
against their current firewall settings and report on which
ports are open and any vulnerabilities that are detected. The
firewall configuration tool module 136 may also be used to
view firewall log information.

The intrusion prevention configuration tool module 138
allows for the centralized management of the intrusion pre-
vention rules for each device 14. According to various
embodiments, the intrusion prevention system for a given
local area network 18 resides on the device 14 associated with
the given local area network 18. The intrusion prevention
configuration tool module 138 allows a user to efficiently and
securely manage all of the intrusion prevention systems and
define global policies that are easily applied to all intrusion
prevention systems at once. The intrusion prevention con-
figuration tool module 138 also allows the customer to set
custom intrusion prevention rules to each individual intrusion
prevention system. Each intrusion prevention system can also
have individual user permissions to restrict which user
accounts can modify which intrusion prevention system. This
capability may provide an administrator at each site the abil-
ity to manage their own intrusion prevention system and yet
restrict them from changing the configuration of any other
intrusion prevention systems in the network. An e-mail noti-
fication can be automatically sent to a group of administrators
every time a change is made to an intrusion prevention system
configuration. The intrusion prevention configuration tool
module 138 may also be used to view intrusion protection log
information.

The anti-virus configuration tool module 140 allows for the
centralized management of the anti-virus policies for each
device 14. According to various embodiments, the anti-virus
service includes two anti-virus systems. The first anti-virus
system for a given local area network 18 may be embodied as
an anti-virus gateway service that resides on the device 14
associated with the given local area network 18. The second
anti-virus system is a desktop anti-virus agent that resides on
each customer computer (e.g., computer 36) that requires
anti-virus protection. The anti-virus configuration tool mod-
ule 140 allows a user to efficiently and securely manage both
of the anti-virus systems and define global policies that are
easily applied to all anti-virus systems at once. The anti-virus
configuration tool module 140 also allows a user to set custom
anti-virus policies to each individual anti-virus gateway. Each
anti-virus system can also have individual user permissions to
restrict which user accounts can modify which anti-virus
system. This capability may provide an administrator at each
site the ability to manage their own anti-virus policies and yet
restrict them from changing the configuration of any other
anti-virus systems in the network. An e-mail notification can
be automatically sent to a group of administrators every time
a change is made to an anti-virus system configuration. The
anti-virus configuration tool module 140 may also be used to
view anti-virus log information.
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The content filtering configuration tool module 142 allows
for the centralized management of the content filtering poli-
cies for each device 14. According to various embodiments,
the content filtering system for a given local area network 18
resides on the device 14 associated with the given local area
network 18. The content filtering configuration tool module
142 allows a user to efficiently and securely manage all of the
content filtering systems and define global policies that are
easily applied to all content filtering systems at once. The
content filtering configuration tool module 142 also allows
the customer to set custom content filtering policies to each
individual content filtering system. Each content filtering sys-
tem can also have individual user permissions to restrict
which user accounts can modify which content filtering sys-
tem. This capability may provide an administrator at each site
the ability to manage their own content filtering system and
yet restrict them from changing the configuration of any other
content filtering systems in the network. An e-mail notifica-
tion can be automatically sent to a group of administrators
every time a change is made to a content filtering system
configuration. The content filtering configuration tool mod-
ule 142 may also be used to view content filtering log infor-
mation.

The anti-spam configuration tool module 144 allows for
the centralized management of the anti-spam policies for
each device 14. According to various embodiments, the anti-
spam system for a given local area network 18 resides on the
device 14 associated with the given local area network 18.
The anti-spam configuration tool module 144 allows a user to
efficiently and securely manage all of the anti-spam systems
and define global policies that are easily applied to all anti-
spam systems at once. The anti-spam configuration tool mod-
ule 144 also allows a user to set custom anti-spam policies to
eachindividual anti-spam system. Each anti-spam system can
also have individual user permissions to restrict which user
accounts can modify which anti-spam system. This capability
may provide an administrator at each site the ability to man-
age their own anti-spam system and yet restrict them from
changing the configuration of any other anti-spam systems in
the network. A notification can be automatically sent to a
group of administrators every time a change is made to an
anti-spam system configuration. The anti-spam configuration
tool module 144 may also be used to view anti-spam log
information.

The VPN configuration tool module 146 allows for the
centralized management of the VPN policies for each device
14. According to various embodiments, the VPN system for a
given local area network 18 resides on the device 14 associ-
ated with the given local area network 18. The VPN configu-
ration tool module 146 allows a user to efficiently and
securely manage all of the VPN systems and define global
policies that are easily applied to all VPN systems at once.
The VPN configuration tool module 146 also allows a user to
set custom VPN policies to each individual VPN system.
Each VPN system can also have individual user permissions
to restrict which user accounts can modify which VPN sys-
tem. This capability may provide an administrator at each site
the ability to manage their own VPN system and yet restrict
them from changing the configuration of any other VPN
systems in the network. A notification can be automatically
sent to a group of administrators every time a change is made
to a VPN system configuration.

The DHCP server configuration tool module 148 allows for
the centralized management of the DHCP server policies for
each device 14. According to various embodiments, the
DHCP server for a given local area network 18 resides on the
device 14 associated with the given local area network 18.
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The DHCP server configuration tool module 148 allows a
user to efficiently and securely manage all of the DHCP
servers and define global policies that are easily applied to all
DHCP servers at once. The DHCP server configuration tool
module 148 also allows a user to set custom DHCP server
policies to each individual DHCP server. Each DHCP server
can also have individual user permissions to restrict which
user accounts can modify which DHCP server. This capabil-
ity may provide an administrator at each site the ability to
manage their own DHCP server and yet restrict them from
changing the configuration of any other DHCP server in the
network. A notification can be automatically sent to a group
of administrators every time a change is made to a DHCP
server configuration.

The network monitoring configuration tool module 150
allows for the centralized management of the network moni-
toring policies for each device 14. According to various
embodiments, the network monitoring system for a given
local area network 18 resides on the device 14 associated with
the given local area network 18. The network monitoring
configuration tool module 150 allows a user to efficiently and
securely manage all of the network monitoring systems and
define global policies that are easily applied to all network
monitoring systems at once. The network monitoring con-
figuration tool module 150 also allows a user to set custom
network monitoring policies to each individual network
monitoring system. Each network monitoring system can
also have individual user permissions to restrict which user
accounts can modify which network monitoring system. This
capability may provide an administrator at each site the abil-
ity to manage their own network monitoring system and yet
restrict them from changing the configuration of any other
network monitoring systems in the network. A notification
can be automatically sent to a group of administrators every
time a change is made to a network monitoring system con-
figuration.

The IP and network interface configuration tool module
152 allows for the centralized management of the network
configuration for each device 14. The centralized manage-
ment of the network configuration may include, for example,
managing [P Address, IP Types (static IP, DHCP, PPPOE), IP
routing, Ethernet Trunking, VL. ANs, and QOS configuration.
According to various embodiments, the IP and network inter-
face configuration tool module 152 allows a user to efficiently
and securely manage all of the devices 14. Each device 14 can
also have individual user permissions to restrict which user
accounts can modify the network configuration. This capa-
bility may provide an administrator at each site the ability to
manage their own network configuration and yet restrict them
from changing the configuration of any other devices 14 in the
network. A notification can be automatically sent to a group
of administrators every time a change is made to a device
network configuration.

The global status maps and site views module 162 allows
an authorized user to view the real-time status of their net-
work, devices 14, and network elements that are monitored by
the devices 14. This global status maps and site views module
162 provides a global map of the world, and countries and
continents on this map are color coded to represent the under-
lying status of any devices 14 that reside in that region. For
example a customer may have devices 14 in the United States,
Japan, and Italy. If all of devices 14 and network elements
monitored by the devices 14 are operating as expected, the
countries on the map will be shown as green. When a device
14 in Japan ceases to operate as expected, the portion of the
map representing Japan may turn red or yellow depending on
the severity of the problem. The countries on the map can be
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selected to drill down into a lower level map. For example, the
authorized user could select the United States from the world
map and be presented with a state map of the United States.
The individual states may be color coded to represent the
underlying status of any devices 14 that reside in that state.
For each state selected, a list of the sites and devices 14 in that
state may be shown. The states on the map can be selected to
drill down into a lower level sub map. The lower level sub map
may show for example, a particular region, city, or customer
site.

The global status maps and site views module 162 may
read the latest data polled for each device 14 and the network
elements that are monitored by them. It may also check the
data against preset thresholds that determine what the status
of each device 14 should be set to. It may determine the color
for the lowest level map item that contains the device 14 and
set the status appropriately. The status and color for each
higher level map is set to represent the status of the underlying
map. The color of each map item represents the severity of the
most severe problem of a device 14 in that region. For
example, if a device 14 is not operating as expected, all of the
maps that have a region that include this device 14 will be
shown as red. If a device 14 is operating in a manner associ-
ated with the color yellow, all of the maps that have a region
that include this device 14 will be shown as yellow. A map
region will only be shown as green if all devices 14 included
in that map region are operating as expected.

The user administration tool module 164 allows for the
centralized management of a number of functionalities.
According to various embodiments, the user administration
tool module 164 allows a user to set up an account profile and
manage different aspects of a user profile such as name,
address and account name. According to various embodi-
ments, the user administration tool module 164 allows a user
to manage all orders for secure network access platform prod-
ucts and services including a description and status of orders
and allows a user to order additional items as well. According
to various embodiments, the user administration tool module
164 allows a user to manage bills, including reading current
invoices, making payment, updating billing information,
downloading previous statements, and invoices.

According to various embodiments, the user administra-
tion tool module 164 allows a user to add and change user
accounts, delete user accounts, change passwords, create new
groups, move users into certain individuals and groups, and
set permissions for those individuals and groups. The permis-
sions may allow access to different portions of the web-based
management portal 90. For example, a finance employee may
be given access to only account administration tools for bill-
ing and order management. Similarly, a technical employee
may be given access to only the technical sections of the
web-based management portal 90 and not to billing center or
order management sections. According to various embodi-
ments, the user administration tool module 164 may allow a
user to open trouble tickets, track the status of existing trouble
tickets, and run some of the diagnostic tools available in the
secure network access platform environment.

According to various embodiments, the management cen-
ter 12 may correlate all information received from the devices
14, including performance information received from the
devices 14.

Each of the modules described hereinabove may be imple-
mented as microcode configured into the logic of a processor,
or may be implemented as programmable microcode stored
in electrically erasable programmable read only memories.
According to other embodiments, the modules may be imple-
mented by software to be executed by a processor. The soft-
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ware may utilize any suitable algorithms, computing lan-
guage (e.g., C, C++, Java, JavaScript, Visual Basic, VBScript,
Delphi), and/or object oriented techniques and may be
embodied permanently or temporarily in any type of com-
puter, computer system, device, machine, component, physi-
cal or virtual equipment, storage medium, or propagated sig-
nal capable of delivering instructions. The sottware may be
stored as a series of instructions or commands on a computer
readable medium (e.g., device, disk, or propagated signal)
such that when a computer reads the medium, the described
functions are performed.

Although the system 10 is shown in FIG. 1 as having wired
data pathways, according to various embodiments, the net-
work elements may be interconnected through a secure net-
work having wired or wireless data pathways. The secure
network may include any type of delivery system comprising
alocal area secure network (e.g., Ethernet), a wide area secure
network (e.g., the Internet and/or World Wide Web), a tele-
phone secure network, a packet-switched secure network, a
radio secure network, a television secure network, a cable
secure network, a satellite secure network, and/or any other
wired or wireless communications secure network configured
to carry data. The secure network may also include additional
elements, such as intermediate nodes, proxy servers, routers,
switches, and adapters configured to direct and/or deliver
data.

FIG. 10 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
method includes receiving an activation key automatically
transmitted from a device connected to the network, auto-
matically transmitting a configuration to the device, auto-
matically maintaining the configuration of the device, and
receiving log information from the device. The network may
be, for example, a local area network, or a number of local
area networks that rely on the Internet to communicate with
one another. The device may be, for example, the device 14
described hereinabove. The method may be utilized to pro-
vide an automated managed service for a complex network
environment.

The process starts at block 200, where the management
center 12 receives an activation key automatically transmitted
from a device 14 connected to the network. Prior to the start
of'the process at block 200, the configuration of the device 14
is provisioned by an entity such as, for example, an adminis-
trator or a managed service provider. The entity may initiate
the provisioning of the device 14 by logging onto the web-
based management portal 90 and entering a license key asso-
ciated with the device 14. The license key may be generated
by a managed service provider and may be issued with the
purchase of the device 14. The license key may include infor-
mation such as the product type of the device 14, the term
length of the license associated with the device 14, and the
seller of the license. A hash function may be used to embed
the information in the key to obscure the data, and the data
may be read by the network manager to verify the authenticity
of the license key.

Once the license key is received by the web-based man-
agement portal 90, the configuration of the device 14 may be
provisioned via the web-based management portal 90. Setting
the configuration of the device 14 may include setting the IP
address of the device 14, and setting the configurations for the
firewall configuration, the intrusion prevention configuration,
the anti-virus configuration, the content filtering configura-
tion, the anti-spam configuration, the VPN configuration, the
DHCP server configuration, the network management con-
figuration, the network interface configuration, the VLAN
configuration, the QOS configuration and any other device
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configurations. Each configuration provisioned for the device
14 may be stored in the database cluster 82. According to
various embodiments, a default configuration may be
selected for the device 14.

During the provisioning process, an activation key associ-
ated with the device 14 is generated and may be printed out or
e-mailed for later use. The configuration of the device 14 and
the generation of the activation key may be completed from
any location by accessing the web-based management portal
90.

Once the provisioning process is completed, the device 14
may be installed at the customer location. After the device 14
is connected to the local area network 18, the device 14
automatically attempts to DHCP for a wide area network IP
address. As most Internet service providers assign IP
addresses using DHCP, in most cases the device 14 will
automatically obtain its wide area network IP address. For
Internet service providers who do not use DHCP, the wide
area network IP address can be obtained using PPPOE. Alter-
natively, a wide area network IP address may be statically
assigned to the device 14.

According to various embodiments, the device 14 is con-
figured with the DNS names of a number of the hosted servers
that comprise the activation server 84. Once the device 14
obtains a wide area network IP address, the device 14 auto-
matically attempts to communicate with one of the hosted
servers that comprise the activation server 84. When the com-
munication is successful, the activation key is entered and the
device 14 transmits the activation key to the activation server
84. The activation key may be entered by an installer of the
device 14. The process associated with block 200 may be
repeated for any number of devices 14.

From block 200, the process advances to block 210, where
the activation server 84 automatically transmits the configu-
ration provisioned at block 200 to the device 14. After the
device 14 receives its configuration from the activation server
84, an installer of the device 14 may be prompted to reboot the
device 14. Once the device 14 reboots, the device 14 auto-
matically connects to its assigned manager server 88 and the
installation of the device 14 is complete. The process associ-
ated with block 210 may be repeated for any number of
devices 14

From block 210, the process advances to block 220, where
the management center 12 automatically maintains the con-
figuration of the device 14. According to various embodi-
ments, a flag is set in the database servers of the database
cluster 82 when a change to the configuration of the device 14
is entered via the web-based management portal 90. Accord-
ing to various embodiments, the auto-provisioning manager
module 100 periodically polls the database cluster 82 looking
for changes to the configurations of the devices 14 managed
by the manager server 88. When the auto-provisioning man-
ager module 100 detects a device configuration that needs to
be changed, the appropriate module (e.g., firewall, intrusion
prevention, anti-virus, etc.) will generate the new configura-
tion for the particular service and make the necessary con-
figuration changes to the device 14 that needs to be updated.
The process associated with block 220 may be repeated for
any number of devices 14.

From block 220, the process advances to block 230, where
the logger manager 86 receives log information from the
device 14. As explained previously, the log information
received from each device 14 may be compressed and
encrypted, and may represent information associated with,
for example, a firewall system, an intrusion prevention sys-
tem, an anti-virus system, a content filtering system, an anti-
spam system, etc. residing at the particular device 14. Once
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the logger manager 86 receives the log information, the log-
ger manager 86 correlates the log information and makes it
available to other elements of the management center 12. The
correlated information may be utilized to determine both the
real time and historical performance of the network.

FIG. 11 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
method includes automatically setting a default configuration
for the device, automatically generating an activation key
associated with a device, and automatically transmitting a
provisioned configuration to the device after the device is
connected to the network. The network may be, for example,
a local area network, or a number of local area networks that
rely on the Internet to communicate with one another. The
device may be, for example, the device 14 described herein-
above. The method may be utilized to provide an automated
managed service for a complex network environment.

The process starts at block 240, where a default configu-
ration is set for the device 14. According to various embodi-
ments, the web-based management portal 90 may provide the
default configuration that serves as the basis for the device
configuration. The process associated with block 240 may be
repeated for any number of devices 14.

From block 240, the process advances to block 250, where
an activation key associated with a device is automatically
generated. According to various embodiments, the activation
key may be generated by the web-based management portal
90 during the provisioning of the device 14. The provisioning
of'the device 14 may include changing some of the settings of
the default configuration. The process associated with block
250 may be repeated for any number of devices 14.

From block 250, the process advances to block 260, where
the provisioned configuration is automatically transmitted to
the device 14 after the device 14 is connected to the network.
According to various embodiments, the activation server 84
may automatically transmit a provisioned configuration to the
device 14 after the device 14 is connected to the network. The
process associated with block 260 may be repeated for any
number of devices 14.

FIG. 12 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
method includes periodically polling a device connected to
the network, automatically determining whether a configura-
tion of the device is current, automatically setting a new
configuration for the device when the configuration is not
current, and automatically transmitting the new configuration
to the device. The network may be, for example, a local area
network, or a number of local area networks that rely on the
Internet to communicate with one another. The device may
be, for example, the device 14 described hereinabove. The
method may be utilized to provide an automated managed
service for a complex network environment.

The process starts at block 270, where a device 14 con-
nected to the network is periodically polled. According to
various embodiments, the periodic polling may be conducted
by the manager server 88. The process associated with block
270 maybe repeated for any number of devices 14.

From block 270, the process advances to block 280, where
it is automatically determined whether the configuration of
the device 14 is current. According to various embodiments,
the automatic determination may be made by the manager
server 88. The process associated with block 280 maybe
repeated for any number of devices 14.

From block 280, the process advances to block 290, where
a new configuration is automatically set for the device 14
when the configuration of the device 14 is not current.
According to various embodiments, the new configuration
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may be automatically set by the manager server 88. The
process associated with block 290 maybe repeated for any
number of devices 14.

From block 290, the process advances to block 300, where
the new configuration is automatically transmitted to the
device 14. According to various embodiments, the new con-
figuration may be automatically transmitted to the device 14
by the manager server 88. The process associated with block
300 maybe repeated for any number of devices 14.

FIG. 13 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
method includes receiving network traffic information from a
device connected to the network, automatically correlating
the information, and automatically determining network per-
formance based on the information. The network may be, for
example, a local area network, or a number of local area
networks that rely on the Internet to communicate with one
another. The device may be, for example, the device 14
described hereinabove. The method may be utilized to pro-
vide an automated managed service for a complex network
environment.

The process starts at block 310, where network traffic
information is received from a device 14 connected to the
network. The network traffic information may represent
information that travels from one device 14 to another device
14. According to various embodiments, the network traffic
information is captured at the device 14 and may include, for
example, source/destination IP address, protocol, sequence
number and source/destination port. According to various
embodiments, the network traffic information transmitted
from the device 14 is received by the manager server 88. The
process associated with block 310 maybe repeated for any
number of devices 14.

From block 310, the process advances to block 320, where
the information is correlated. According to various embodi-
ments the information may be correlated with network traffic
information transmitted from any number of devices 14.
According to various embodiments, the correlation of the
information is conducted by the manager server 88.

From block 320, the process advances to block 330, where
the network performance is determined based on the infor-
mation. According to various embodiments, the network per-
formance determination is made by the manager server 88.
For example, assume that ten VOIP packets leave a first
device 14 destined for a second device 14. As explained
previously, the first device 14 may record the exact time each
VOIP packet leaves, and the source/destination IP Address,
protocol, sequence number and source/destination port for
each VOIP packet. The first device 14 may then send this
information to the manager server 88. Further assume that
these ten VOIP packets travel over the Internet 16, the third
and eighth VOIP packets are lost, dropped by a router that is
over-utilized. The second device 14 will only see eight VOIP
packets arrive, not knowing that the third and eighth packets
were lost. The second device 14 may then record the exact
time each packet is received and the source/destination IP
Address, protocol, sequence number, and source/destination
port for each received packet. The second device 14 may then
send this information to the manager server 88. The manager
server 88 may then examine the information transmitted from
the first and second devices 12, 14 and determine, based on
the IP Address, protocol, sequence number, and source/des-
tination port that the packets recorded by both the first and
second devices 14 are part of the same packet stream. Armed
with this information, the manager server 88 may then deter-
mine the exact latency and jitter of each packet, and the packet
loss (20% in this example) on a real application data stream.
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The process associated with block 330 may be repeated for
network traffic information received from any number of
devices 14.

FIG. 14 illustrates various embodiments of a method of
managing a network. According to various embodiments, the
method includes receiving credentials associated with a
remote access user, automatically validating the credentials,
automatically determining which devices connected to the
network the remote access user is authorized to connect to,
and automatically transmitting to a remote access client a list
of devices the remote access user is authorized to connect to.
The network may be, for example, a local area network, or a
number of local area networks that rely on the Internet to
communicate with one another. The device may be, for
example, the device 14 described hereinabove. The method
may be utilized to provide an automated managed service for
a complex network environment.

The process starts at block 340, where credentials associ-
ated with a remote access user is received from a remote
access client. The remote access user is a user who is located
at a site that does not have a device 14 associated therewith.
According to various embodiments, the credentials are
received by the web-based management portal 90. The
remote access client may be implemented as a software client
installed on a personal computer such as, for example, a
desktop computer or a laptop computer. According to various
embodiments, when the software client is launched, it
requires the remote access user to input their credentials (e.g.,
company ID, username, password). After the remote access
user enters the credentials, the software client may make a
secure socket layer connection to the web-based management
portal 90. The process associated with block 340 may be
repeated for any number of remote access users.

From block 340, the process advances to block 350, where
the credentials are automatically validated. According to vari-
ous embodiments, the credentials may be automatically vali-
dated by the web-based management portal 90. If the creden-
tials are not valid, the web-based management portal 90 may
return an error message to the remote access client which may
then prompt the remote access user to reenter their creden-
tials. The process associated with block 350 may be repeated
for any number of remote access users.

From block 350, the process advance to block 360, where
it is determined which devices 14 connected to the network
the remote access user is authorized to connect to. According
to various embodiments, the determination is made by the
web-based management portal 90. The process associated
with block 360 may be repeated for any number of remote
access users.

From block 360, the process advances to block 370, where
alistofthe devices 14 is automatically transmitted to a remote
access client associated with the remote access user. Accord-
ing to various embodiments, the list is automatically trans-
mitted from the web-based management portal 90. Once the
list is presented to the remote access user and a particular
device 14 is selected, an encrypted tunnel may be established
between the personal computer and the selected device 14.
The process associated with block 370 may be repeated for
any number of remote access users.

Each of the methods described above may be performed by
the system 10 of FIG. 1 or by any suitable type of hardware
(e.g., device, computer, computer systeni, equipment, com-
ponent); software (e.g., program, application, instruction set,
code); storage medium (e.g., disk, device, propagated signal);
or combination thereof.

While several embodiments of the invention have been
described, it should be apparent, however, that various modi-
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fications, alterations and adaptations to those embodiments
may occur to persons skilled in the art with the attainment of
some or all of the advantages of the disclosed invention. For
example, the system 10 may further include a plurality of
graphical user interfaces to facilitate the management of the
network. The graphical user interfaces may be presented
through an interactive computer screen to solicit information
from and present information to a user in conjunction with the
described systems and methods. The graphical user interfaces
may be presented through a client system including a per-
sonal computer running a browser application and having
various input/output devices (e.g., keyboard, mouse, touch
screen, etc.) for receiving user input. It is therefore intended to
cover all such modifications, alterations and adaptations
without departing from the scope and spirit of the disclosed
invention as defined by the appended claims.

‘What is claimed is:

1. A method for providing a managed network, compris-
ing:

sending, by a computer network management device, via a
first network and to a management center external to the
managed network, an activation key indicating the acti-
vation of the computer network management device;

in response to the sending of the activation key, receiving,
by the computer network management device, from the
management center and via the first network, at least one
configuration to cause the computer network manage-
ment device to provide at least one managed network
service for the managed network, wherein the at least
one configuration comprises:

a virtual private network (VPN) configuration to cause
the computer network management device to provide
a VPN service, the VPN service to enable a remote
access client device in communication with the net-
work management device via the first network to
communicate securely with at least one network ele-
ment of the managed network; and

an internet protocol (IP) routing and network interface
configuration to cause the computer network manage-
ment device to provide an IP routing and network
interface service.

2. The method of claim 1, wherein the management center
comprises a shared infrastructure for simultaneously provid-
ing managed network services to users of multiple networks
including the managed network.

3. The method of claim 1, wherein the at least one configu-
ration further comprises:

a quality of service (QOS) configuration to cause the com-
puter network management device to enable selective
transmission of information by the computer network
management device based on a relative metric of the
information;

an anti-virus configuration to cause the computer network
management device to provide an anti-virus service to
the managed network;

a content filtering configuration to cause the computer
network management device to provide a content filter-
ing service to the managed network;

an anti-spam configuration to cause the computer network
management device to provide an anti-spam service to
the managed network; and

a device monitoring configuration to cause the computer
network management device to provide a device moni-
toring service, the device monitoring service to monitor
one or more network elements, the one or more network
elements connected to the managed network and exter-
nal to the computer network management device.
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4. The method of claim 1, further comprising generating
the activation key.

5. The method of claim 1, further comprising:

determining whether the at least one configuration of the
computer network management device is current; and

setting a new configuration for each of the at least one
configuration that is not current.

6. The method of claim 1, further comprising:

transmitting performance information from the computer
network management device, wherein the performance
information comprises at least one of:

a CPU utilization value;

a memory utilization; and

a network interface bandwidth utilization value.

7. The method of claim 6, wherein the performance infor-
mation comprises performance information gathered from
one or more network elements connected to the managed
network and external to the computer network management
device.

8. The method of claim 7, wherein the performance infor-
mation gathered from the one or more network elements
comprises at least one of the following:

a reachability value;

a latency value; and

a CPU utilization value.

9. A system for providing a managed network, the system
comprising:

a computer network management device comprising at
least one processor and operatively associated memory,
the computer network management device programmed
to:
send via a first network and to a management center

external to the managed network, an activation key

indicating the activation of the computer network
management device;

in response to the sending of the activation key, receive
from the management center and via the first network
at least one configuration to cause the computer net-
work management device to provide at least one man-
aged network service for the managed network,
wherein the at least one configuration comprises:

a virtual private network (VPN) configuration to
cause the computer network management device to
provide a VPN service, the VPN service to enable a
remote access client device in communication with
the network management device via the first net-
work to communicate securely with at least one
network element of the managed network; and

an internet protocol (IP) routing and network inter-
face configuration to cause the computer network
management device to provide an IP routing and
network interface service.
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10. The system of claim 9, wherein the management center
comprises a shared infrastructure for simultaneously provid-
ing managed network services to users of multiple networks
including the managed network.

11. The system of claim 9, wherein the at least one con-
figuration further comprises:

a quality of service (QOS) configuration to cause the com-
puter network management device to enable selective
transmission of information by the by the computer net-
work management device based on a relative metric of
the information;

an anti-virus configuration to cause the computer network
management device to provide an anti-virus service to
the managed network;

a content filtering configuration to cause the computer
network management device to provide a content filter-
ing service to the managed network;

an anti-spam configuration to cause the computer network
management device to provide an anti-spam service to
the managed network; and

a device monitoring configuration to cause the computer
network management device to provide a device moni-
toring service, the device monitoring service to monitor
one or more network elements, the one or more network
elements connected to the managed network and exter-
nal to the computer network management device.

12. The system of claim 9, wherein the computer network

management device is further programmed to:

determine whether the at least one configuration of the first
network management device is current; and

set a new configuration for each of the at least one configu-
ration that is not current.

13. The system of claim 9, wherein the computer network
management device is further programmed to transmit per-
formance information to a management center, the perfor-
mance information comprising at least one of the following:

a CPU utilization value;

a memory utilization value; and

a network interface bandwidth utilization value.

14. The system of claim 13, wherein the performance infor-
mation comprises performance information gathered from
one or more network elements connected to the managed
network and external to the computer network management
device.

15. The system of claim 14, wherein the performance infor-
mation gathered from the one or more network elements
comprises at least one of the following:

a reachability value;

a latency value; and

a CPU utilization value.
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discovery Magistrate Judge is Alicia G. Rosenberg.
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Pursuant to General Order 05-07 of the United States District Court for the Central
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filed, a copy of this notice must be served on all plaintiffs).
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County in this District:* California County outside of this District; State, if other than California; or Foreign Country

Los Angeles

(¢} List the County in this District; Califomia County outside of this District; State if other than California; or Foreign Country, in which EACH claim arose.
Note: In land condemnation cases, use the location of the tract of land involved.

County in this District:* California County outside of this District; State, if other than California; or Foreign Country

Los Angeles

* Los Angeles, Orange, San Bernardino, Riverside, Ventura, Santa Barbara, or San Luis O@C%ﬁqies

Note: In land condemnation cases, use the location of the tract of land involved ——
et

X. SIGNATURE OF ATTORNEY (OR PRO PER): Date January 14,2013

Kevin E. Gaut //

Notice to Counsel/Parties: The CV-71 (JS-44) Civil Cover Sheet and the information contained herein neither replace nor supplement the filing and service of pleadings
or other papers as required by law. This form, approved by the Judicial Conference of the United States in September 1974, is required pursuant to Local Rule 3 -1 is not filed
but is used by the Clerk of the Court for the purpose of statistics, venue and initiating the civil docket sheet. (For more detailed instructions, see separate instructions sheet.)

Key to Statistical codes relating to Social Security Cases:

Nature of Suit Code  Abbreviation Substantive Statement of Cause of Action

861 HIA All claims for health insurance benefits (Medicare) under Title 18, Part A, of the Social Security Act, as amended.
Also, include claims by hospitals, skilled nursing facilities, etc., for certification as providers of services under the
program. (42 U.S.C. 1935FF (b))

862 BL All claims for "Black Lung" benefits under Title 4, Part B, of the Federal Coal Mine Heaith and Safety Act of 1969.
(30 U.S.C. 923)

863 DIWC All claims filed by insured workers for disability insurance benefits under Title 2 of the Social Security Act, as
amended; plus all claims filed for child's insurance benefits based on disability. (42 U.S.C. 405(g))

863 DIWW All claims filed for widows orwidowers insurance benefits based on disability under Title 2 ofthe Social Security
Act, as amended. (42 U.S.C. 405(g))

864 SSID All claims for supplemental security income payments based upon disability filed under Title 16 of the Social Security

Act, as amended.

865 RS1 All claims for retirement (ofd age) and survivors benefits under Title 2 of the Social Security Act, as amended. 42
U.S.C. (g)
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