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TERRA LAW

177 Park Avenue, Third Floor

San Jose, California 95113

Telephone: 408-299-1200

Facsimile: 408-998-4895

Email: bomahoney@terralaw.com «
L %

JONATHAN T. SUDER (PA:HgeVice To Be Filed)

CORBY R. VOWELL (Pro Hat Vice To Be F iled)

TODD L. BLUMENFELD (Pro Hac Vice To Be Filed)

FRIEDMAN, SUDER & COOKE . %

Tindall Square Warehouse No. 1 %\Q%Z% N

604 East 4% Street, Suite 200 %

Fort Worth, Texas 76102

Telephone: (817) 334-0400

Facsimile: (817) 334-0401

Email: jts@fsclaw.com

Email: vowell@fsclaw.com

Email: blumenfeld@fsclaw.com

Attorneys for Plaintiff
SOFTVAULT SYSTEMS, INC.

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

SAN JOSE DIVISION
SOFTVAULT SYSTEMS, INC.,
Plamntift,
COMPLAINT FOR INFRINGEMENT
v§. OF
U.S. PATENT NCS. 6,249,368 AND
JUNIPER NETWORKS, INC., 6,594,765
Befendant. .
JURY TRIAL DEMANDED
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Plaintiff SOFTVAULT SYSTEMS, INC. files its Complaint against Defendant JUNIPER
NETWORKS, INC., alleging as follows:

THE PARTIES

1. Plaintiff SOFTVAULT SYSTEMS, INC. (“SoftVauit™) is a corporation organized
and existing under the laws of the State of Washington with its principle place of business in the
State of Washington.

2. Upon information and belief JUNIPER NETWORKS, INC. (“JUNIPER”) is a
corporation organized and existing under the laws of the State of Delaware, with its principal
place of business in Sunnyvale, California. JUNIPER may be served with process through its
registered agent Mitchell L. Gaynor at 1194 N. Mathilda Avenue, Sunnyvale, California 94089.

JURISDICTION AND VENUE

3. This is an action for infringement of United States patents. This Court has
exclusive jurisdiction of such action under Titie 28 U.S.C. § 1338(a).

4, Upon information and belief, JUNIPER is subject to personal jurisdiction by this
Court. JUNIPER has committed such purposeful acts and/or transactions in the State of
California that it reasonably knew and/or expected that it could be hailed into a California court
as a future consequence of such activity, JUNIPER makes, uses, and/or sells infringing products
within the Northern District of California and has a continuing presence and the requisite
minimum contacts with the Northern District of California, such that this venue is 2 fair and
reascnable one. Upon information and belief, JUNIPER has transacted and, at the time of the
filing of this Complaint, is continuing to transact business within the Northern District of
California. For all of these reasons, personal jurisdiction exists and venue is proper ir this Court
under 28 U.S.C. §§ 1391(b)(1), (2) and (c)(2) and 28 U.S.C. § 1400(b).

PATENTS-IN-SUIT

5. On June 19, 2001, United States Patent No. 6,249,868 BI (“the ‘868 Patent™) was
duly and legally issued for “METHOD AND SYSTEM FOR EMBEDDED, AUTOMATED,
COMPONENT-LEVEL CONTROL OF COMPUTER SYSTEMS AND OTHER COMPLEX
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SYSTEMS.” A true and correct copy of the ‘868 Patent is attached hereto as Exhibit A and
made a part hereof.

6. On July 15, 2003, United States Patent No. 6,594,765 B2 (“the *765 Patent™) was
duly and legally issued for “METHOD AND SYSTEM FOR EMBEDDED, AUTOMATED,
COMPONENT-LEVEL CONTROL OF COMPUTER SYSTEMS AND OTHER COMPLEX
SYSTEMS.” A true and correct copy of the ‘765 Patent is attached hereto as Exhibit B and
made a part hereof.

7. The ‘868 Patent and the ‘765 Patent are sometimes referred to herein collectively
as “the Patents-in-Suit.”

8. As it pertains to this lawsuit, the Patents-in-Suit, very generally speaking, relate to
a method and system of protecting electronic, mechanical, and electromechanical devices and
systems, such as for example a computer system, and their components and software from
unauthorized use. Specifically, certain claims of the ‘868 and ‘765 Patents disclose the
utilization of embedded agents within system components to allow for the enablement or
disablement of the system component in which the agent is embedded. The invention disclosed
in the Patents-in-Suit discloses a server that communicates with the embedded agent through the
use of one or more handshake operations to authorize the embedded agent. When the embedded
agent is authorized by the server, it enables the device or component, and when not authorized
the embedded agent disables the device or component.

FIRST CLAIM FOR RELIEF

(Patent Infringement)

9. SoftVault repeats and realleges every allegation set forth above,

10. SoftVauit is the owner of the Patents-in-Suit with the exclusive right to enforce
the Patents-in-Suit against infringers, and collect damages for all relevant times, mcluding the
right to prosecute this action.

11. Upon information and belief, FUNIPER is liable under 35 U.S.C. §271(a) for

direct infringement of the Patents-in-Suit because it manufactures, makes, has made, uses,
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practices, imports, provides, supplies, distributes, sells, and/or offers for sale products and/or
systems that practice one or more claims of the Patents-in-Suit.

12. More specifically, JUNIPER infringes the Patents-in-Suit because it makes, uses,
sells and offers for sale products and systems which prevent unauthorized use of a computer
system through the ability to enable or disable the operation of a device’s components through an
authorization process performed by an embedded agent in the component device and a server.
By way of example only, JUNIPER s Mobile Device Management (MDM) system, Junos Pulse
Mobile Security Suite, at a minimum, in the past directly miringed and continues to directly
infringe at least claims 1 and 44 of the ‘868 Patent, as well as at least claim 9 of the ‘765 Patent.

13. JUNIPER’s Mobile Device Management system, Junos Pulse Mobile Security
Sutte, includes the capability to enable or disable a mobile device, such as a laptop or smart
phone, to prevent misuse of the system by rogue devices and/or rogue servers. JUNIPER’S
Mobile Device Management system includes an agent that is installed on a mobile device and
communicates with a MDM server. This communication includes a series of message exchanges
constituting a handshake operation between the intelligent agent and the MDM server. Through
these exchanges the MDM server can authenticate and authorize a device in which the agent 1s
embedded. When the agent is authorized by the MDM server, the mobile device operates
normally and when the agent is not authorized, the mobile device is remotely locked and
disabled.

14, JUNIPER has had actual notice of the Patents-in-Suit at least as early as
November 8, 2012, when counse] for SoftVault provided written notice to TUNIPER regarding
its infringement.

15. SoftVault has been damaged as a result of JUNIPER’s mfringing conduct.
JUNIPER 1s, thus, liable to SoftVault in an amount that adequately compensates SoftVault for
JUNIPER’s infringement, which, by law, cannot be less than a reasonable royalty, together with

interest and costs as fixed by this Court under 35 U.S.C. § 284.
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PRAYER FOR RELIEF

SoftVault requests that the Court find in its favor and against JUNIPER, and that the

Court grant SoftVault the following relief:

4.

Judgment that one or more claims of the Patents-in-Suit have been infringed,
either literally and/or under the doctrine of equivalents, by JUNIPER,;

Judgment that JUNIPER account for and pay to SoftVault all damages to and
costs incurred by SoftVault because of JUNIPER s infringing activities and other
conduct complained of herein;

That JUNIPER, its officers, agents, servants and employees, and those persons in
active concert and participation with any of them, be permanently enjoined from
infringement of the Patents-in-Suit. In the alternative, if the Court finds that an
injunction is not warranted, SoftVault requests an award of post judgment royalty
to compensate for future infringement;

That SoftVault be granted pre-judgment and post-judgment interest on the
damages caused to it by reason of JUNIPER’s infringing activities and other
conduct complained of herein;

That this Court declare this an exceptional case and award SoffVault its
reasonable attorney’s fees and costs in accordance with 35 U.S.C. § 285; and

That SoftVault be granted such other and further reltief as the Court may deem just
and proper under the circumstances.

JURY DEMAND

Plaintiff hereby requests a trial by jury pursuant to Rule 38 of the Federal Rules of Civil

Procedure.

DATED: February 20, 2013, /s/ Benedict O’ Mahoney

Benedict O’Mahoney

(Bar No.152447)

TERRA LAW

177 Park Avenue, Third Floor

San Jose, Caiifornia 95113
Telephone: 408-299-1200
Facsimile: 408-998-4895

Email: bomahoney@terralaw.com
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Attorney for Plaintiff
SOFTVAULT SYSTEMS, INC.

Of Counsel:

Jonathan T. Suder

Corby R. Vowell

Todd Blumenfeld

FRIEDMAN, SUDER & COOKE
Tindall Square Warehouse No. 1
604 East 4" Street, Suite 200
Fort Worth, Texas 76102
Telephone: (817) 334-0400
Facsimile: (817) 334-0401
Email: jts@fsclaw.com

Email: blumenfeld@fsclaw.com
Email: vowell@fsclaw.com
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(12 (10) Patent No.: US 6,249,868 B1
Sherman et al. (45) Date of Patent: Jun. 19, 2001
(54) METHOD AND SYSTEM FOR EMBEDDED, 56,148,333 * 11/2000 Guedalia et al, .oooovnneee. 7097219
AUTOMATED, COMPONENT-LEVEL 6,157,953 * $2/2000 Chang et al. ..... e TR
CONTROIL, OF COMPUTER SYSTEMS AND 6,158,010 * 12/2000 Moriconi et al. ...oooreveeeee. T13/201
OTHER COMPLEX SYSTEMS
* cited by examiner
(75) lnventors: Edward G. Sherman, London (GB);
Mark P. Sherman, Seattle, WA (LIS),
George M. Reed, Saratoga, CA (US); Primary Examiner—Thomas R. Peeso
Larry Saunders, San Diego, CA (US); (74) Auorney, Agent, or Firm--Robert W. Bergstrom
Wayne Goldman, Sausalito, CA (US);
Simon Whittie, Gladesville (AU} (57) ABSTRACT
(73) Assigace: Softvault Systems, Inc., Seattle, WA A method and system for protecting and controlling personal
(US) ’ ’ ’ computers (“PCs”) and components installed in or attached
to FCs. The method and system may be used to protect PCs
(*) Notice: Subject to any disclaimer, the term of this from use afier being stolen. An exemplary embodiment of
patent is extended or adjusted under 35 the system inchudes a server runming on a remote compuier
U.S.C. 154(b) by 0 days. and hardware-implemented agents embedded within the
circuitry that controls the various devices within 2 PC. The
(21) Appl No.: 09/163,694 agents intercepl all communications to and from the devices
. into which they are embedded, passing the commumnications
(22 Filed: Sep. 29, 1998 when autherized to do so, and blocking communications
S hen not authorized, effectively disabling the devices.
R U.S. Appl Dat w : ’ &
elated U.S. Application Data Embedded agents are contimuously suthorized from the
{(63) Continuation-in-part of application Ne. 09/047,975, filed on remole server compuicr by handshake operations imple-
Mar. 25, 1598, mented &5 commupnications messages, When the PC is stolen
51) It CL oo GOGF 9/00 or otherwise dlscom.)cc_‘lcd from lhe. remote server, the
ESZ; I?S 1 713/168: 713/169: 713/,;{;0. embedded agents within the PC fail to receive further
TR e ? ,7"13/201’. 3807255; authorizations, disable the devices into which they are
(58) Field of Search 380/255',713/168 embedded, and effectively prevent any use of the stolen or
TR s 713/169, 200 201’ disconnected PC. The method and system may also be used
‘ T to contrel and manage access Lo software stored within the
(56 References Cited PC and to control and manage operation of hardware and
software components within the PC,
U.S, PATENT DOCUMENTS
6,148,083 * 11/2000 Feres et al. oveeeorrrvesvieens. 380255 73 Claims, 21 Drawing Sheets
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METHOD AND SYSTEM FOR EMBEDDED,
AUTOMATED, COMPONENT-LEVEL
CONTROL OF COMPUTER SYSTEMS AND
OTHER COMPLEX SYSTEMS

RELATED APPLICATIONS

This application is a continuation-in-part of co-pending
U.S. application Ser. No. 09/047,975 that was filed on Mar.
25, 1998,

TECHNICAL FIELD

The present invention relates to comtrol of computer
systems and other types of complex systems al the compo-
nent level and, in particular, to a method and system for
securing a complex sysiem by embedding agents within one
or more components of the complex system in order to
control access 1o components within the complex system.

BACKGROUND OF THE INVENTION

Computer security is a very broad and complex field
within which, during the past several decades, a2 number of
important sub-fields have developed and matured. These
sub-fields address the many different problem areas in
computer security, employing specialized technigues that
are particular to specific problems as well as general tech-
niques that are applicable in soiving a wide range of prob-
lems. The present application concerns 4 technique that can
be used 1o prevent the theft and subsequent use of a pessonal
computer (*PC™) or of various PC components included in,
or attached to, a PC. This technique may malke use of certain
security-related techniques which have been employed pre-
viously to address other aspects of computer security, and
this technigue may itself be employed to address both
compuier security problems other than theft as well as
various aspects of computer reliability, computer
administration, and computer configuration. In addition, this
technique may be applied to protecting other types of
comples elecironic apd mechanical systems as well as
computer software and other types of information encoded
on various {ypes of media,

© P(s are ubiquitous in homes, offices, retail stores, and
manpufacturing facilities. Once a curiosity possessed oaly by
a fow hobbyists and devolees, the PC is now an essential
appliance for business, science, professional, and home use,
Asthe volume of PCs purchased and used has increazsed, and
as PC technoclogy has rapidly improved, the cost of PCs has
steadily decreased. However, a PC is still a relatively
expensive appliance, especially when the cost of the soft-
ware installed on the PC and the various peripheral devices
altached to the PC are considered. PCs, laptop PCs, and even
relatively larger server compuiers have all, therefore,
become atiractive targets for theft.

FIG. 1 illustrates varicus types of securily systems com-
monly employed to prevent theft of PCs and PC compo-
nenis. A PC 102 is mounted on a table 104 and is connected
to a keyboard-input device 106 and a display monitor 108.
The PC 102 is physically secured fo the table 104 with a
hinged fastening device 110, which can be opened and
locked by inserting a key 112 into a lock 114. The display
monitor 108 is physically aitached to the table via a cable
116 and cylindrical combination lock 118 system. Serial
numbers 120 or 122 are attached to, or imprinted on, the side
of the PC 102 and the side of the display monitor 108,
respectively, Finally, there is a software-implemented lock
and key system for controlling access to the operating
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system and hence 1o the various application programs avail-
able on the PC 162. Typically, & graphical password-entry
window 124 is displayed on the screen 126 of the display
monitor 108, In order to use the computer, the user types 2
password via the keyboard 106 inlo the password sub-
window 128 of the password-entry window 124. The user
then depresses a keyboard key to indicate io a security
program that password entry is complete. As the user types
the password, ¢ach letter of the password appears at the
position of a blinking cursor 130. The characters of the
password are either displaved explicitly, or, more
commounly, asterisks or some other punctuation symbol are
displayed to indicate the position wiihin the password in
which a character is entered so that an observer cannot read
the password as it is entered by the user. The security
program checks an entered password against a list of autho-
rized passwords and allows further access to the operating
system only when the entered password appears in the list.
In many systems, both 2 characier string identifying the user
and a password must be enlered by the user in order to gain
acgess lo the operating system.

The common types of security systems displayed in FIG.
1 aze relatively inexpensive and are relatively easily irple-
menled and installed. They are not, however, foclproof and,
in many cases, may not provide even adequate deterrents to
a determined thief. For exampie, the key 112 for the hinged
fastening device 110 can be sfolen, or the fastening device
can be pried loose with a crowbar or other mechanical tool.
Aclever thief can potentially duplicate the key 112 or jimmy
the Jock 114. The cable 116 can be cut with boll cutters or
the cylindrical combination lock 118 can be smashed with a
hammer. Often, the combination for the cylindrical combi-
aation lock 118 is written down and stored in a file or wallet.
If that combination is discovered by a thief or accomplice to
fheft, the cylindrical combination lock will be useless. In the
sifeation illustrated in FIG. 1, if the table is not bolted 1o the
flear, a thiel might only need to pick up the display monitor
108, place it on the floor, slide the cable down the table leg
to the floor, and fl the table sufficiently o slip the cable
free. While this example might, at first glance, seem silly or
conirived, it is quite often the case tha! physical securily
devices may themselves be more secure than the systems in
which they are installed, taken as a whole, This commonly
arises when security devices are instalied to counter certain
obvious threats but when less obvious and unexpected
threats are ignored or not considered.

While the serial mumbers 120 and 122, if not scraped off
or altered by 2 thief, may serve to identify a PC or compe-
nents of the PC that are stolen and later found, or may serve
as notice o an honest purchaser of secend-hand equipment
that the second-hand squipment was obtained by illegal
means, they are ot an overpowering deterrent to a thief who
intends to use a purloined PC or PC component at home or
10 sell the purleined PC to unsavory third parties.

Password protection is commonly used to prevent mali-
cious or unauthorized users from gaining access to the
operating system of a PC and thus gaining the ability to
examine confidential materials, to steal or corrupt data, or to
transfer programs or data 10 a disk or to another computer
from which the programs and data can be misappropriated.
Passwords have a number of well-known deficiencies.
Ofien, users employ easily remembered passwords, such as
their names, their children’s names, or the names of fictional
characters from books. Although not a trivial undertaking, a
determined hacker can often discover such passwords by
repetitive tria} and error methods. As with the combination
for the cylindrical combination lock 118, passwords are
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often writlen down by users or revealed in conversation.
Even if the operating system of the PC is inaccessible o 2
thief who steals the PC, that thief may relatively casily
inserrupt the bool process, reformat the hard drive, and
reinstal] the operaiing sysiem in order to use the siolen
computer.

More elaborate security systems have been developed or
proposed to protect various types of electrical and mechani-
cal equipment and to prolect even living creatures. For
example, one can have Installed in 2 car an electronic device
that can be remotely activated by telephone to send out a
homing signal to mobile police receivers. As another
example, late model Ford and Mercury cars are equipped
with a special elecironic ignition lock, which is activated by
a tiny trapsmitier, Jocated within a key. As still another
example, small, integraled-circult identification tags can
now be injected inlo pets and research anjmals as a sort of
internal serial number. A upique identification number is
transmitted by these devices to a reading device that can be
passed over the surface of the pet or research snimal io
detect the unique identification number, A large variely of
different data encryption techniques have been developed
and are commercially available, inchuding the well known
RSA public/private encryption key method. Pevices have
been built that awiomatically generate commputer passwords
and that are linked with password devices installed within
the computer to prevent hackers from easily discovering
passwords and to keep the passwords changing at 2 sufficient
rate 1o prevent exlensive access and limit the damage
resulting from discovery of a single password.

While many of these elaborale security systems are imple-
menied using highly complex circuitry and software based
on complex mathematical operations, they siill employ, at
some Jevel, the notion of a key or password that is physically
or mentally possessed by a user and thus susceptible to thefl
or discovery. A need has therefore been recognized for a
security system for protecting PCs and components of PCs
from theft or misuse that does not depend on physical or
software implemented keys end passwords possessed by
users. Furthermore, a need has been similarly recognized for
intelligent security systems Lo protect the software that runs
on PCs and to protect other types of complex electronic and
mechanical sysiems, inciuding automobiles, firearms, home
entertainment systems, and creative works encoded in media
for display or broadeast on home entertainment systems.

SUMMARY OF THE INVENTION

One embodiment of the present invention provides a
security system for protecting a PC znd componenis

installed in or attached 1o the PC from use after being stolen. :

Agents are embedded within various devices within the PC.
The agents are either hardware-implemented Jogic circuils
included in the devices or firmware or software routines
running within the devices that can be directed to enable and
disable the devices in which they are embedded. The agents
intercept communications to and from ihe devices into
which they are embedded, passing the communications
when authorized to do so in order 10 enable the devices, and
blocking communications when not authorized, effectively
disabling the devices. Embedded agents are continuously
authorized from a remote server compater, which is coupled
to embedded agents via a communications medium, by
handshake operations implemented as communications mes-
sages. When the PC is disconnected from the communica-
tions Hnk to the remote server, as happens when the PC is
stolen, the devices protected by embedded agents no longer
Teceive anthorizations from the remote server and are there-
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fore disabled. User-level passwords are neither required nor
provided, and the security sysiem cannot be thwaried by
reinstalling ihe PC’s operating system or by replacing pro-
grammzble read only memory devices that store low-level
initialization firmware for the PC.

Alternative embodiments of the present invention include
control and management of software and hardware on 4
pay-to-purchase or pay-per-use basis, adaptive computer
systems, and contrel and security of electrical and electro-
mechanical systems other than: computers, A compuier sys-
tem may be manufactured to include various optional hard-
ware and software components contolled by embedded
agents and initially disabled. When the purchaser of the
computer system later decides to purchase an optional,
preinstalied but disabled component, the manufacturer can
enable the component by authorizing an associated embed-
ded agent upon receipt of payment from the owner of the
system. Similarly, the owner of the compuier system may
choose to rent an optional component for 2 period of time,
and that component caa then be authorized for the period of
time by the mapufacturer upon receipt of payment, Software
may be manufactured 16 require authorization from a server
via an embedded agent either located within the disk drive
on which the software is stored or located within the
software itsclf. Compuler sysiems may aufomaltically adjust
their configuration in response to changes in workload by
enabling and disabling components via embedded agents.
Finally, systems other than computers, including industrial
machine lools, processing equipment, vehicles, and firearms
may be coptroiled and secured by embedding agents within
one or more compenents inchided in the systems,

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates various types of securily systems com-
monly employed to prevent thefi of PCs and PC compo-
nents.

FIG. 2 is a block diagram of example internal components
of a PC connected 1o 2 remote server.

FIG. 3 is 2 block diagram of example hardware and
software components and communications pathways that
implement a single embedded agent copnected to a clieat
that is, in m, connected to a security authorization server,

FIG. 4 is a state diagram for an example embedded agent.

FIG. 5 is a0 sxample state diagram for the interaction of
a securily suthorization server with one embedded agent.

FIG. 6Aiilusirates an example initiation of the sending of
a SAVE ME message by an embedded agent.

FIG. 6B flustrates an example receipt of a SAVE ME
message by a security authorization server,

FIGS. 7A-F illustrate the handshake operation that imme-
diately follows receipt by an example BASS server of 3
SAVEME message from an example EASS embedded agent
In the Initial Power-On Grace Period state.

FIGS. 8A-F iHustrate a second example handshake opera-
tion that follows the original handshake operation of FIGS.
TA-¥ by some period of time less than the criginal authe-
rization period.

FIGS. 9A~B illustrate the recovery mechapism that is
cmployed by an example EASS embedded agent in the event
that the OK message of FIGS. 8E-F was lost and not
received by the EASS embedded agent.

DETAILED DESCRIPTION OF THE
INVENTION

One embodiment of the present invention is an embedded
agent securily system (“EASS™) for protecting a PC, and,
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more particuiarly, the internal compenents of a PC, from
misuse or misappropriztion. The EASS includes a server
component, one or more embedded agents, and, optionally,
a client component The server component is 2 centralized
repository and control point that provides authorizations to
agents embedded withip PC components and connectzd to
the server component via a communicalions connection. The
server authorizations allow the embedded agents 1o enable
operation of the components within which the embedded

agenls reside for a period of time. The server component

Tuns om a separale server compulter, which is connected by
a communications medium to the PC. An embedded agent is
embedded as a logic circuit within the cireuitry that controls
operation of an internal component of the PC or is embedded
as a firmware or software routipe that runs within the
internal component of the PC. The client component, when
present, runs as a software process on the PC. The client
component of the EASS primarily facilitates communica-
tions between the server component and the various embed-
ded agents. For example, when multiple embedded agents
are included in the PC, the clienl component may serve as
a distribution and colleclion point for communications
between the server component and the multiple embedded
agents,

Because embedded agenis enable operation of the inlernal
componenis in which they are embedded, and because
embedded agents require frequent authorizations from the
server component in order to epable the internal
componenis, if the communicalions connection between the
server component and an embedded agent is broken, the
internal component i which the embedded agent resides
will be disabled when the current period of authorization
expires. The communications connection between the server
and a1l embedded agents within the PC will be broken when
the PC is powered down or disconnecied from the exiernal
communicaticns medium by which the PC is connected to
the server. Thus, any atiempt to steal the PC will result in the
theft of a PC that will not be opsrable once the current period
of authorization expires. in order to subsequently operaie the
PC, the thief would need to reconncet the PC to the server
and invoke either client or server utilities to reinitialize the
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embedded agents. These utilities are themselves protected: -

by password mechanisms, The thief cannot circumvent the
embedded agents by reinstalling the operating system or by
replacing programmable read only memories {“PROMs”).
The stolen PC is therefore essentially worthiess to the thief,
and, perhaps more important, the data stored within the PC
1s inaccessible to the thief as well as to any other party.

Certain implementations of this embodiment may rely on
one or more inlernal password identification mechanisms.
However, unlike the other well-known security systems
discussed above, the user of a PC protected by the BASS
does not need to possess & password and is, in fact, not
allowed to know or possess the passwords used interpally
within the EASS,

in a preferred implementation of this embodiment, the
server and client components are implemented in sofiware
and the embedded agents are implemented as hardware logic
circuits. However, all three of these components may be
implemented either as software routines, firmwave rontines,
hardware circuits, or as a combination of software, firmware,
and hardware,

EASS Hardware and Software Configuration

F1G. 2 is a block diagram of example internal components
of 2 PC connected 0 a remote server. The remote server 202
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is connected to the PC 204 via 2 comnection 206 that
represents a local area network which is possibly jtself
connected to & wide area network and which supports one of
any nurnher of common network protocols or combinations
of protocols to transfer messages back and forth between the
server component 202 and the PC 204, Messages may he
transmoitted, for example, via the Internet. The PC 204 is
connected to an external cutput device, in this case a display
menitor 208, and to two input devices, a mouse 210 and a
keyboard 212. Inlernal components of the PC include a
central processing umit (“CPU") 214; a random access
memory 216; a sysiem controller 218; a hard disk 220; and
a number of device controllers 222, 224, 226, 228, and 230
connected to the system controlier 218 directly through a
high speed bus 232, such as a2 PCI bus, or through a
combination of the high speed bus 232, a bus bridge 234,
and a low speed bus 236 such as an ISA bus. The CPU 214
is comected 1o the system controller 218 through a special-
ized CPU bus 238 and the RAM memory 216 is connected
1o the system controller 218 through a specizlized memory
bus 248. FIG. 2 represents ane possible simple configuration
for the internal components of a PC. PCs having different
mumbers or types of components or employing different
conneclion mechanisms other than PCI or ISA buses may
have quite different internal configurations.

The device controliers 222, 224, 226, 228, and 230 are
normally implemented as printed circuit boards, which
inchide one or more application specific integrated circuits
(“ASKCs”) 242, 244, 246, 248, and 250, The ASICs, along
with firmware that is normally contained i various types of
ROM memory on the printed cireuit boards, implernent both
a communications bus interface and a command interface,
The communications bus interface allows for data and
message communication with operating system routines that
i on the CPU 214, The command interface enables the
operating system o control the peripheral device associated
with the device controller. For example, the hard disk 226
comprises a number of physical platters on which data is
stored as tiny magnetized regions of the lron oxide surface
of the platters (not shown), & motor for spinning the platiers
(not shown), and a printed circuit board 228 which imple-
ments circuitry and fimmware routines (hat provide a high-
level interface to operating system drivers. In modern disks,
there is often a printed circuit board that inchudes an ASIC
that Is packaged within the disk as well as a printed circuit
board card that is connected via a bus 1o other imiernal
components of the PC, including the system coniroller 218
and the CPU 214,

Programs that ran on the CPU 214, including the oper-
aling system and the EASS client, are permanently slored on
a hard disk 252 and are transienily stored in RAM 254 for
execution by the CPU 214. Logic circuitry that implements
the embedded agenis of the BASS is included within the
ASICs that implement the various device controllers 242,
244, 246, 248, and 256. The device controller may control
such devices as optical disk devices, tape drives, modems,
and other dafa sources and communicztions devices. EASS
einbedded agents can be additionally included within the
cireuilry thal implements RAM 216, the system controller
218, and even the CPU 214. Ope skilled in the art will
recogmize that any circuit in which communications can be
infercepted may reascnably host an embedded agent and that
many other localions may therefore host embedded agents.
Further, 2 PC 204 may include only a single embedded agent
or may include a number of EASS embedded agents.

FIG. 3 is a block diagram of example hardwere and
software components and communications pathways that
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implement 2 single embedded 2gent connecled to 2 client
which is, in turn, connected to a security authorization
server. In one embodiment, the EASS embedded agent 362
is a logic circuit embedded within an ASIC 304 which is
included on 2 printed circuit board 306 that implements a
particular device controller. The device controller is con-
nected through one or moze internal communications buses
308 1o an EASS clent program 310 implemented as a driver
within the eperating systern 312 running on the CPU 314 of
the personal computer. The CPU 304 1s, in turn, connected
through one or more internal buses, such as a PCY bus, and
external comowmcation lines, such as a LAN or 2 LAN
combined with a WAN 316, 16 the server computer 318, The
components of the server computer that implement the
EASS server include an EASS server program 320 and a
non-volatile storage device 322 in which the EASS server
program 320 siores suthorization and embedded agent infor-
mation. The EASS server program 320 exchanges informa-
tion with the non-volatile storage device 322 via internal
buses 324 of the server computer 318, There are 1 variety of
ways in which the embedded agent and authorization infor-
mation can be stored by the BEASS server 320 on the
non-volatile storage device 322. In one implementation of
the described embodiment, this data is stored within a
comimercial database management system, such as a rela-
tional database.

Messages and commands that are passed fo the device
controller 306 for 2 particular internal or peripheral device
over the communications bus 308 first pass through the
EASS embedded agent logic 302 before entering the ASIC

circuitry 304 thal implements the device controller. The -

EASS embedded agent 302 is associaled with a npumber of
non-volatile registers 326 that store authorization state infor-
mation. When the embedded agent has been authorized by
an EASS server 320, or during a short grace period follow-
ing power up, the EASS embedded agent passes messages
and commands through to the ASIC 304 that implements
normal message handling and the device controller
However, when the EASS embedded agent 302 is not
authorized by the EASS server 320, or when an initial
power-on grace period has expired, the EASS embedded
agenl blocks messages and commands fo the ASIC 364
thereby disabling the device controlled by the device con-
troller 386, The EASS embedded agent thus serves as a
hardware-implemented control point by which a device is
enabled or disabled. Authorization messages pass from the
EASS server 320 through communications pathways 316
and 308 to the EASS embedded agent 302. The BASS
embedded agent 302 can also initiate a message and pass the
message through pathways 308 and 316 to the BASS server
320. For example, the EASS cmbedded agent 302 may
request authorization from the EASS server 320.

In the described embodiment, the EASS client 318 facili-
tates communications between the EASS server 320 and the
EASS embedded agent 302. When a PC includes more than
one BASS embedded agent, the EASS client 310 hapdies
routing of messages from the EASS server 328 10 individua)
EASS embedded agents 302 and collects any messages
initiated by EASS embedded apents 302 and forwards them
o the EASS server 320. In addition, the EASS client 310
may support a small amount of administrative functionality
on the PC that allows the EASS o be reinifialized in the
event of loss of connection or power failure. The EASS
client 310 may not be a reguired component in alternative
embodiments in which an EASS server 326 communicates
directly with EASS embedded agents 362.

In slternative embodiments, the BASS server may com-
municate with EASS embedded agents by a communications
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medinm based on transmission of optical or radio signals
rather than op electrical signals. Moreover, alternate
embodiments may employ multiple EASS servers thal may
be implemented on remote computers or that may be
inchided within the same computer that hosts the FASS
embedded agents.

EASS Server and Embedded Agem State
Transitions

F1G. 4 is a stale diagram for an example embedded agent.
FIG. 4 shows four different states thal an BEASS embedded
ageni may occupy: (1} an Ipitial Power-On Grace Period
state 402; (2} a Power-On Grace Period state 404; (3)
Authorized state 406; and (4) a Not Authorized state 408,
Transitions between these states arise from three types of
events: (1} a successful handshake between the embedded
agent and the BASS server that results in iransfer of an
authorization by the EASS server to the embedded agent to
permit operation of the device associaied with the EASS
embedded agent for some period of time; {2) 2 time cut that
occurs when the EASS embedded agent has exhausted its
current authorization period prior {0 receiving a subsequent
re-authonization from the EASS server; and (3) a special
back-door mechanism that aliows an enlity such as the
EASS client {o reinitialize an EASS embedded agent so that
the EASS embedded agent can reestablish contact with an
EASS server following interruption of a previous connec-
hon.

Following an initial power up 410 of the device hosting an
EASS embedded agent, the EASS embedded agent enters ap
Initial Power-On Grace Period 402. The initia) Power-On
Grace Period allows operation of the device controlied by
the EASS embedded agent for some short period of time
following power up of the PC necessary for initialization of
the PC that contains the device and embedded agent and
allows for establishment of contact between the EASS
embedded agent and an EASS server, When in the Initial
Power-On Grace Period 410, the BEASS embedded agent
contains one of a certain number of Initial passwords that are
recognized by EASS servers as belonging to BEASS embed-
ded agents in the Initfal Power-On Grace Period. These
initial passwords allow an EASS server to distinguish 2 vaiid

request for handshake operation from an attempt 1o solicit

autborization by an embedded agent that has been previ-

5 ously authorized by an EASS server. In the latter case, the

embedded agent may well be hosted by a stolen or misused
device. From the Initial Power-On Grace Period state, the
EASS embedded agent may send z solicitation message, for
example, 2 “SAVE ME” message to an EASS server to
announce thal the EASS embedded agent has been powered
up for the first time, as indicaled by transition arrow 412, and
1o solicit a handshake operation. Seading of the SAVE ME
solicitation message does not, by itself, cause a state tran-
sition. When an EASS server receives a SAVE ME message
from an EASS embedded agent, the EASS server undertakes
scading of an authorization to the EASS embedded agent
through 2 handshake mechznism, to be described below. The
handshake may either fail or succeed. If a handshake fails,
the EASS embedded agent remains in the state that it
occupied prier to imitiation of the handshake.

When an EASS embedded agent is in the Initial Power-On
Grace Period, a successful handshake operation results in the
BASS embedded agent transitioning 414 to an Authorized
state 466. At regular intervals, the EASS server continues to
reauthorize the EASS embedded agent through successive
handshake operations 416 which result in the EASS embed-
ded agent remaining in the Authorized state 406. In the
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Authorized state 406, ihe EASS embedded agent passes
throngh commands and data to the device that it centrols
aliowing that device 1o operate normally. H, for any number
of reasons, the EASS embedded agent does not receive
reauthorization prior to the expiration of the current autho-
rization that the embedded agent has received from an EASS
server, a ime cutl occurs causing transition 418 of the EASS
embedded agent to the Not Authorized state 408.

in the Not Authorized state 408, the EASS embedded
agent blocks commands and data from being transmitted to
ithe device conirolled by the EASS embedded agent, effec-
tively disabling or shutting down the device. Alternatively,
the EASS embedded agent may aciually power down a
device that can be powered down independently from other
internal components of the PC. When in the Not Authorized
state 408, the EASS embedded agent may send a SAVE ME
message 420 to an EASS server. Sending of this message
does not, by itself, cause a state transition, as indicaled by
arrow 420. However, if an EASS embedded agent receives
the SAVE ME message and iniliaies a handshake operation
that is successfully concluded, the EASS embedded agent
transitions 422 from the Not Autherized state 408 back 1o the
Authorized state 406,

The EASS embedded agent and the device that the EASS
embedded agent controls can be powered up any number of
times following an initial power up. The EASS embedded
agent stores enough information in a number of non-volatile
registers associated with the EASS embedded agent (e.g.,
registers 326 i FIG. 3) to differentiate a normal or non-
initial power wp from an initial power up. Following a
non-initial power up 424, the EASS embedded agent tran-
sitions 426 to a Power-On Grace Period slate 404, When
occupying the Power-On Grace Period state 404, the EASS
embedded agent may send a SAVE ME message to an EASS
server. The sending of the SAVE ME message 428 does not,
by itself, cause a state transition, a5 indicated by arrow 428.
The Power-On Grace Period lasis a short period of time
sufficient for the PC to be booted and al} of the inlernal
components to be initialized and for the EASS embedded
agenis controlling those components to establish contact
with an EASS server. If an EASS server, upon receiving the
SAVE ME message, successfully completes a handshake
operation, the EASS embedded agent transitions 43€ from
the Power-On Grace Period 404 to the Authorized state 406.
If a successful handshake operation is not completed before
the short Power-On Grace Period authorization period
expires 432, the embedded agen! transitions 432 from the
Power-On Grace Period 404 to the Not Authorized state 408,

A speciel mechanism is provided for remitialization of an
EASS embedded agent following normal power on. That
mechanism is referved to as the “back door” mechanism. The
back door mechanism may be initiated, at the direction of a
user or administrator, by an EASS chent running on the
same PC that ipcludes the embedded agent, or may be
initiated by an EASS server upoen discovery by the EASS
server of a failed or interrupted connection. When the EASS
ermbedded agent receives a message that implements the
back door mechanism, the EASS embedded agent transi-
tions 434 from the Power-On Grace Period 404 back fo the
Initial Power-On Grace Peried 462, In alternative
embodiments, the back door mechanism might allow for
trapsitions from either of the other two states 406 and 408
back to the Initial Power-On Grace Period state. In more
complex embodimenis, the back door mechanism might
allow for transitions to states other than the Initial Power-On
Grace Period.

FIG. 5 is en example state diagram for the interaction of
& security authorization server with one embedded agent.
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may occupy any one of three states at & given instant in time:
(1) the EASS server may be in an Ignorant of Agent staie
502; (2) the EASS server may be in a Knowledgeable of
Agent state, aware of but not having authorized the agent
504; and (3) the EASS server may be in an Agent Authorized
statc 506, Initially, an BASS server is ignorant of the
embedded agent, and thus occupies the Ignorant of Agent
state 502. When the EASS server receives a2 SAVE ME
message from the EASS embedded agent that is in the Initial
Power-On Grace Period state (402 in FIG. 4), the EASS
server transitions 508 from the Ignorant of Agent state 302
to the Knowledgeable of Agent stale 504. As part of this
transition, the RASS server typically makes an entry into a
database or enters @ record inte a file that allows the EASS
server 1o preserve ils awareness of the EASS embedded
agent. The EASS server may receive SAVE ME messages
from the EASS embedded agent when occupying eitber the
Knowledgeable of Agent state 504 or the Agent Authorized
state 506. As indicated by arrows 510 and 512, receipt of
SAVE ME messapes by the EASS server in either of states
504 and 566 does not, by itself, cause a state fransition.

The EASS server may initfate and complete a successful
handshake operation with the EASS embedded agent while
the EASS server occupies the Knowledgeable of Agent state
504 with respect lo an agent. Completion of a successful
handshake operation causes the EASS server to transition
514 from the Knowledgeable of Agent state 504 to the Agent
Authorized slate 306 with respect to the agent. This transi-
tion may be accompanied by the saving of an indication in
a daiabase or a file by the EASS server that indicates that the
embedded agent is authorized for some perwod of time.
When occupying the Agent Authorized state, the EASS
server may continue lo initiate and complete successful
handshake operations with the embedded agent and, by
doing so, continue fo ocoupy the Agent Authorized state.
However, if & bandshake operation is unsuccessful, the
EASS server transitions 518 from the Agent Authorized state
506 back to the Knowledgeable of Agent state 504,

In some embodiments of the present invention, there may
be an additional tramsition 520 from the Knowledgeable of

| Agent state 504 back to the Ignorant of Agent siate 502. This

transition corresponds to a purging or cleaning operation
that aflows an EASS server to purge databass entries or file
records corresponding to a particular EASS embedded agent
1f the EASS server is unsuccessful in authorizing that EASS
embedded agent for some peried of time. Such 2 purging
operation allows the EASS server to make room in a
database or file to handle subsequent entries for EASS
embedded agents that announce themselves using SAVE ME
miessages from an Initial Power-On Grace Period state.

EASS Messages

FIGS. 6A-9B illustrale details of the sending and receiv-
ing of SAVE ME messages and of the BASS server-initjated
handshake operation. In each of these figures, example
conlents of the non-volafile registers associated with an
EASS embedded agent, contents of a message, and conlents
of a portion of the database associated with an EASS server
are shown, FIG. 6A will be numerically labeled and
described in the discussion below, but the labels will be
repeated in FIGS. 6B-9B only when the labels are relevant
to an aspect of the BASS in the figure referenced in the
discussion of the figure.

FIG. 6A illustrates initiation of the sending of a SAVE ME
message by an EASS embedded agent. The EASS embedded
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agent 602 is associated with three non-volatile registers that
contain: (1) the current password 604; (2) the previous
password 606; and (3) the time remaining for the current
authorization period $08. Passwords may comprise com-
puter words of 56 bits, 64 bits, or a larger pumber of bits that
provide a sufficiently targe number of wnique initial pass-
words. The direction of propagation of the SAVE ME
message is indicated by arrow 610. The SAVE ME message
612 being transmitted is displayed along with its informa-
tional content 614. The EASS server 616 conlains a repre-
sentation of a portion of a database thal contains information
about EASS embedded agent authorizations 618, This data-
base contains columns that indicate the communications or
network address of the EASS embedded agent 620, the
EASS embedded agent’s current password 622, the EASS
embedded agent’s previous password 624, and an indication
of whether the EASS embedded agent is currently autho-
rized or not 626. Additional or alternative columns may be
present. For example, the next column 628 is used in
subsequent figures 1o store the amount of time for which the
EASS embedded agent is authorized. Each row in fhe
database 630633 represents one particular EASS embed-
ded agent. Rows 630 and 631 contain information for
previously authorized EASS embedded agents (not shown).
EASS embedded agent 602 of FIG. 6A is in the Initial
Power-On Grace Period state (402 of FIG. 4) and the EASS
server 616 of FIG. 6A s, with respect to the embedded agent
602, in the Ignorant of Agent state (502 of FiG. 5), Rect-
angular inclusions 634 and 636 represent the implementa-
tion of, and any volaiile storage sssociated with, the EASS
embedded agent and the EASS server, respectively.

in one embodiment, when the EASS embedded agent 602
is in the Initial Power-On Grace Period, it has an initfal time
remaining period of two minutes, as indicaied by the con-
lents of the fime remaining non-volatile register 608. This
initial time remaining period is chosen to be sufficient for the
EASS embedded agent 602 to establish 2 connection with
the BEASS server 616, to solicit a handshake operation, and
lo complete the soliciied handshake operation and may vary
in duration for different types of computers, Both the current
password register 604 and the previous password register
606 contain a default initial password thal is recognized by
EASS servers as corresponding to an EASS embedded agent
iz the Faitiai Power-On Grace Period state. Tt should be noted
that there mtay be 2 great number of different such default
passwords. In the described embodiment, the cireuitry that
implements the EASS embedded agent notes that the autho-
rization time remaining Is fwo minutes, and that it is
therefore necessary for the EASS embedded agent 602 to
send a SAVE ME message 612 to 2n EASS server to request

continuation of authorization. Thus, the EASS embedded ;

agent 602 ipitiates sending of the SAVE ME message 612.

The SAVE ME message 612 contains an indication or
operation code 638 designating the message 25 3 SAVE ME
message, the conlents of the current password register 640,
and the contents of the previous password register 642. In
the case of an EASS embedded agent in the Initial Power-On
Grace Period state, both the current password and previous
password registers conlain the same initial password in the
present embodiment. Alternative embodiments might use
different initial current and previous passwords. In general,
sending beth the cumrent password and the previous pass-
word provides sufficient information for the EASS sorver
ihat receives the SAVE ME message to correct any errors or
discrepancies that may have arisen during a previous failed
handshake. An example of a recovery from a failed hand-
shake operation will be described below with reference 1o
FIGS. 9A-B.
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FiG. 6B iliustrates receipt of 2 SAVE ME message by an
EASS scrver. In this case, the EASS server 616 was, prior
1o receipt of the SAVE ME message, in the Ignorant of Agent
state (502 of FIG. 5) with respect o the EASS embedded
agent 602, Receipt of the SAVE ME message 612 causes the
EASS server 616 (o trapsition to the Knowledgeable of
Agenl state (504 of FIG. 8). In making this transition, the
EASS server 616 enters information gleaned from the SAVE
ME message 612 into row 632 of the databass 618 associ-
ated with the BASS server 616, The address from which the
message was received can be determined from fields con-
tained within 2 message header (not shown in FIG. 6B). This
address may be the communications address of an individual
LEASS embedded apent, 2 combination of the communics-
tions address of the clienl and an internal identification
number of the device hosting the EASS embedded agent, or
some otber umique identifier for the BASS embedded agent
that can be mapped 0 & communications address, The
details of the formats of message headers are specific to the
particular types of communications mechanisms and imple-
mentations. In this example, the addresses are siored as
Internet addresses. The stored Internet address is the address
of the EASS client running on the PC in which the EASS
embedded agent is resident. This address may be enhanced
by the EASS server 616 by the addition of characters 1o the
address or subflelds within either the address or in the
message header to provide sufficient information for the
receiving BASS client to identify the particular EASS
embedded agent to which the message is addressed.
Aliernatively, a different address might be established for
each EASS embedded agent or an internal address field
might be incluvded in each message sent from the EASS
server to an EASS client that further specifies the particalar
EASS embedded agent to which the message is addressed.
Thus, receipt of the SAVE ME message has allowed the
EASS server 616 (o store the address “example@x.com™
632 1o idenlify the EASS embedded agent 602 from which
the message was received, to siore the current and previous
passwords 644 and 646 taken from the received SAVE ME
message 612, and fo store an indication ihat the EASS
embedded agent 602 is not authorized 648.

FIGS. 7A-F illustrate the handshake operation that imme-
diately follows receipt by an example EASS server of a
SAVE ME message from an example BASS embedded agent
in the lnitial Power-On Grace Period state. The handshake
operation is initiated, as shown in FIG. 7A, by the EASS
server 702. The EASS server 702 peneraies 2 new, non-
initial password for the EASS embedded agent 704 and
stores the new password in volatile memory 706, The EASS
server then sends an suthorization message 708, for example
an “AUTHORIZE" message, to the EASS embedded agent
704 that contains the newly generated password 710 aiong
with 5 indication 712 that this is an AUTHORIZE message.

FIG. 7B illusirates receipt of an example AUTHORIZE
message by an example EASS embedded agent. The EASS
smbedded agent 704 stores the newly generated password
716 contained in the AUTHORIZE message 708 into 2
volatile memory location 714 implemented in the circuitry
of the EASS embedded agent 704.

FIG. 7C iliustrates sending, by an example EASS embed-
ded agent, of an authorization confirmation message, for
exemple a “CONFIRM AUTHORIZATION™ message. The
EASS embedded agent 704 sends 8 CONFIRM AUTHO-
RIZATION message 716 back to the EASS server 702 from
which an AUTHORIZE message was received, The CON-
FIRM AUTHORIZATION message 716 contains the new
password sent in the previous AUTHORIZE message by the
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EASS server 718 as well as the conients of the current
password register 720. The CONFIRM AUTHORIZATION
message confirms receipt by the EASS embedded agent 704
of the AUTHGRIZE message 708.

FIG. 7D fllustrates receipt of the CONFIRM AUTHORI-
ZATION message 716 by an cxample EASS server. The
EASS server 702 updates the current password and previous
password 722 and 724 within the associated database 726 to
reflect the contents of the CONFIRM AUTHORIZATION
message 716 after checking fo make sure that the mew
password returned in 2 CONFIRM AUTHORIZATION
toessage is identical to the in-memory copy 706 of the new
password. If the new passwerd contained in the CONFIRM
AUTHORIZATION message is different from the new pass-
word stored in memory 706, then the handshake operation
has falled and the EASS server 702 undertakes a new
handshake operation with the BASS embedded agent 704.

HG. TE illustrates sending by the EASS server of a
completion message, for example an “OK” message, in
response 1o receipt of the CONFIRM AUTHORIZATION
message in order lo complete the handshake operation. The
EASS server 702 prepares and sends an OK message 728
that contains both the new password and an indication of the
Gme for which the EASS embedded agent 704 will be
authorized upon receipt of the OK message.

FIG. 7F illustrates receipt of the OK message 728 by an
example EASS embedded agent. Once the EASS server 702
has sent the QK. message, the EASS server 702 updates the
database 726 to indicate that the clicnt is authorized 729 as
well as 10 store an indicalion of the time 730 for which the
EASS embedded agent has been authorized. At this point,
the EASS server 702 has transitioned from the Knowledge-
able of Agent state (504 in FIG, 5) to the Agent Authorized
state {506 in FI1G. 5). Upon receipt of the OK message 728,
ihe EASS embedded agent 704 updates the current password
register 720 to reflect the new password sent fo the EASS
embedded agent in the original AUTHORIZE message 708
afier placing the conlents of the current password register
720 into the previous password register 732. The EASS
embedded zgent 704 also updales the time remaining reg-
ister 734 to reflect the authorization time 736 conlained in
the received OK message. At this point, the BASS embedded
agent transitions from the Initial Power-On Grace Period
state (402 in FIG. 4) to the Authorized state (406 in FIG. 4).

If the handshake operation fails after sending of the QK
message by the EASS server to the EASS embedded agent,
but prior to reception of the OK message by the EASS
embedded agent, the connection between the EASS embed-
ded agent and the EASS server can be reestablished and
authorization reacquired by the sending by the EASS
embedded agent of 4 SAVE ME message io the EASS server.
The SAVE ME message will contain, as the current
password, the valie that the BASS server has stored as the
previous password, From this, the EASS server can deter-
mine that the previous bandshake operation failed, can
update the database fo reflect the state prior 1o the failed
handshake operation, and can then reinitiate 2 new hand-
shake operation,

FIGS. 8A~F llustrate a second handshake operation that
foliows the original handshake operation by some period of
time less thap the original authorization period. By under-
taking additiona) handshake operations, the EASS server
801 continues o initiate handshake operations o maintain
the EASS embedded agent 805 in the Authorized state (406
in FIG. 4). The EASS server 801 generates a new, non-initial
password 802 and sends this password in an AUTHORIZE
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message 8064, The BASS embedded agent receives the
AUTHORIZE message 804 and stores the newly generated
password in memory 806. The EASS embedded agent 805
then sends a CONFIRM AUTHORIZATION message 808
back to the EASS server 801 containing both the newly
generated password 810 and the contents of the current
password register 812. Upon receipt of the CONFIRM
AUTHORIZATION message 808, the EASS server 801
updates ihe database entries for the cumrent and previous
passwords 814 and 816 and then sends an OK message 818
back to the EASS embedded agent 805 that contains the new
password and the new fime period 809 for which the EASS
embedded agent 805 will be authorized. After sending the
OK message 818, the EASS server 801 updates the database
to reflect the new time of authorization 824 and, upon receipt
of the OK message by the embedded agent, the non-volatile
registers of the EASS embedded agent are updated to reflect
the new current password and the now previous password,
822 and 824, respectively.

FIGS. 9A-B illustrate the recovery mechanism that is
empioysd by an example EASS embedded agent in the cvent
that the OK message of FIGS. 8E-F was lost and not
recejved by the EASS embedded agent. In this case, the time
remmaining continues (o decrease and the BASS embedded
agent $02 determines from the time remaining register 904
that sending of a SAVE ME message 906 is necessary to
initiate another handshake operation. Becauvse the final OK
message §18 is not received by the EASS embedded agent
902, the values of the current password register 908 and the
previous password register 910 have not been updated and
are the same as the values that were established as a result
of the first authorization, as shown in FIG, 7F. However, the
EASS server 912 has updated its internal database 914 fo
indicate the new password generated during the previous
handsbake operation 916. Thus, the EASS server database
914 does not reflect the actual state of the EASS embedded
agent M02. However, when the EASS server 912 receives the
SAVE ME message 906, the BASS server 912 cap imme-
diately delermine that the previous handshake operation did
oot successfully complele and can update the current pass-
word entry and the previous password eniry 916 and 918 in
the associated database 914 1o reflect the actua) current state
of the EASS embedded agent 902. Thus, upon receipt of the
SAVE ME message, the EASS server and the EASS embed-
ded agent are again synchronized, and the EASS server can
iniiiate a new bandshake operation {o reauthorive the EASS
embedded agent.

The above-illustrated and above-described state diagrams
and message passing details represent one of many possible
different embodiments of the present invention. A different
communications profocol with different attendant state dia-
grams and messages cap be devised to accomplish the
authorization of EASS embedded agenis by BEASS servers.
Depending on the communications pathways craployed,
different types of messages with different types of fields and
different types of header information may be employed.
Moreover, the EASS embedded agent may contain addi-
tional mon-volatile registers and may maintain different
values within the associated pon-volatile registers. As one
example, rather than passing passwords, both the EASS
server and cach EASS embedded agent may contain Eacar
feedback registers that eclectronically generate passwords
from sced values. The communications protocols between
the EASS server and the EASS embedded agents could
ensure that, during tramsition from the Initial Power-On
Grace Period state, the EASS embedded agent receives an
initfal seed for its linear feedback register that is ajso used
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by the EASS server for the EASS server’s linear feedback
regisier. Raiber than passing passwords, both the EASS
cinbedded agents and the EASS servers can depend on
determinisiic transitions of their respective linear feedback
regisiers 1o gencrate new, synchronized passwords at each
authorization point.

A clever thief who has stolen a PC, who has managed to
discern the need to establish connections between EASS
embedded agents and an EASS server, and who possesses

the necessary passwords to gain entry to client and server

utilities that enable a connection between an EASS client
and an BASS server 1o be initialized, will still fail to
overcorne the EASS and may, in fact, broadcast the location
and use of the stolen PC 1o the BEASS. A different EASS
server 1o which a connection is atterapted will immediately
detect the attempt by the thief to connect the stolen PC Lo the
EASS server by dstecting non-initial passwords in the SAVE
ME message sent by the EASS embedded agent in order to
solicit a handshake operation. The reconnection atternpt will
be readily discernible to 2 securty administrafor using
utilities provided 1o display database confents on the EASS
server. Connection 1o 2 different BEASS server will fail

20
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because the EASS embedded agents will power up to the
Power-On Grace Period state, rather than the Initial Power-
Om Grace Period state. The passwords sent to the different
EASS server will therefore not be identified as initial
passwords. The different EASS server may then notify a
ceniralized management or sdministrative facility of the
fraudulent atlempt 1o connect along with the network
address from which the atlempt was made. An attempt to
connect o the same EASS server will also fail, because the
address of the EASS embedded agents within the PC will
have changed.

Pseudo-Code Implementation

A pseudo-code example implementation of an example
EASS server and EASS embedded agent is given below.
Alithough the EASS embedded agent will normally be
implemented as 4 logic circuit, that logic eireuit will imple-
ment in hardware the algorithm expressed below as pseudo-
code. Software and firmware implementations of the EASS
embedded agent may, in addition, represent aliernate
embodiments of the present invention.

enum MSG__TYPE {AUTHORIZE, CONFIRM__AUTHORIZE, OFR., SAVE_ME, DEVICE},

enum ERRORS {QUEUED_AND__SAVE_ME, MULTIPLE_ OKS 1OST ALARM,
CONFIRM__AUTHORIZE_ SYNC, NO__ENTRY, QUEE_ERROR};

receive {Device Message & dvmsg);

i

2

3

4

3

é type PASSWORD;

7 type ADDRESS;

8 type TIME;

9

10 const TIME initGrace = 2:00;
11 const TIME saveMe = 0:20;
12

13 class Brror

14

15 Error {int em, ADDRESS ndd);
16

17

18 class DeviceMessage

e

20 Device Message ()
1

22

23 clage Device

24 !

25 Davice { };

26 Void enable {
27 Void disable [ );
2 Void send (Device Message & dvmsg);
29 Bool

L}

31

a2 class Timer

33

34 timer {TIME t;

35 void set (TIME t);
36

37

38 class Timerinterrupt

g {

40 Timerinterropt ( );
a1

42

43 alass TimeServes

4

45 TimeServer { J;

46 TIME nextAuthorizationPeriod (Address add);
47 }

48

48 class Messages

so0 |
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-continued

115
116
17
118
1i9
120
121
122
123
124
123
126
i27
128
128

Messages! );

Bool

petNext { );

MSBG_TYPE  pgetType {
PASSWORD  petNewPassword ( %
PASSWORD  getCurrentPassward [ );
PASSWORD  geiPreviousPassword { );
TIME
ADDRESS getAddress {);

Bool
Bool
Bool
Bool

i

gelTime { %

sendAutborize (PASSWORD npwd, ADDRESS add);

sendConfirmAuthorize (PASSWORD npwd, PASSWORD cpwd, ADDRESS add),
sendOK (Time 1, PASSWORD npwd, ADDRESS add);

sendSaveMe (PASSWORD cpwi, PASSWORD ppwd, ADDRESS add);

class AgentMessagesMessages

DeviceMessage & getDeviceMsg ()
Bool sendDeviceMsg (DoviceMessage & mag);

5
i

ciass Passwords

Passwords {

Boal initialPassword (PASSWORD pwd);
PASSWORD  generateNewPassword { )
voiid quene(ADDRESS add, PASSWORD npwd, PASSWORD ppwd);
Boot dequene {ADDRESS add, PASSWORD & npwd, PASSWORD & ppwd);
}
class Databage
{
Database( ;
Bool newAgent (ADDRESS add, PASSWORD cur, PASSWORD prev, Bod authorized, Time t);
Bool updateAgent (ATIDRESS add, PASSWORD cur, PASSWORD prev, Bood avthorized, Time ¢);
Baol reirieveAgent (ADDRESS add, PASSWORD & our, PASSWORD & prev, Bool & Auvthorized,
TIME & £),
Boot deleteAgent (ADIDRESS add);
3

agent (PASSWORD current, PASSWORD previous)
{

1

PASSWORD tpwd;

Timer time (init, Grace);
ApeniMessages msg ();
Device dv { };
DeviceMessage dvinsg ()

Bool authorized = FALSE;

)

Bool enabled = TRUE;

da -

{

EI’y
while {msg.getNext [ })
switch {msg.getType { 1)
{

eate AUTHORIZE:
tpwid = msg.getNewPassword ( 3
msg.sendConfirmAuthorize (tpwed, current, msgpetAddress { )
break;
caseQK:
if {tpwd == msg.getNewPassword [ 1)

time.set (msg.getTime () - saveMe);
authorized = TRUE;

previous = current;

current = tpwd;

if (tenabled)

dv.enable { ),
enahled = TRUE;
b
i
break;
case DEVICE:
if {enabied) dv.send (msg.getDeviceMsg [ );
break;
default;
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-continued

20

130
131
132
133
134
135
136

154
160
iel
162
163
164
163
166

17
178

183
184

188
188
19G
151
182
193
194
105
196
97
198
159
200
201
202
203
204
205
206
207
208

brezk;

}
while (dv.receive (dvmsg))

if (snabied) msg.sendDeviceMsg (dvmsg);

catch (TimerInterrupt)
it (anthorized)

authorized = FALSE;
msg. sendSaveMe (current, previcus, msg.getAddress { )}
time.set {saveMe);

else
{
enabled = FALSE;
msg.sendSaveMa(eurrent, previeus, msg.getAddress (),
time.set{Savehe);
dv.disable ( };

}
1
server{ )

Messages msp( );
PASSWORD cument, previons, door, dprev, newp;

PASSWORD guenedNew, gueuedCurrent, newpass;
Passwords pwds { )

TIME 5

Database ELEGH

ADDRESS add;

TimeServer ()

Bool auth;

while {msg.geiNext { )
{

?wiu:h (msg.getType { )

caseSAVE_ME:
current = msg.getCurrentPassword {
previous = msg.getPrevicusPassword { },
if (pswds.dequene(msg.getAddress { ), quencdNew, guened Current))

if {guenedCurrent == current)
newp = pswis.generateNewPassword { );
pswds.queve{msg. gelAddress ( ), newp, curent);
msg.sendAuthorize(newp, msg.getAddress { ),

}

else throw (Esror (QUEUED_AND_ SAVE_ ME, msggetAddress ( )}

)

else

if {psweds.initialPassword(current) && pswds.initialPassword

(previous))
{
db.delete Agent (msg getAddress ());
newp = pywds.geserateNewPassword { );
pewds.quene (msg.getAddress{ ), newn, currentl
msg.send Authorize(newp, msg.getAddress (),
1
else
{

if (db.retrieveAgent (msg getAddress { ), dour, dprev, auth,tm)

{

i (dewy == current && tm >~ getSysteniTime { })
newp=pswds.generateNewPassword [ ),
pswis.quene{msg.getAddress (), newp, current)
msgsendAuthorize(newp, msg, getAddress { ),

else if (dprev == current && tm »= getSystemTime { )

msg.sendOX (ts.nextAuthorizationPeriod(msg, getAddress { ),
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-continued

22

209

cage CONFIRM__AUTHORIZE:
newpass = msg.getNewPassword (),
curent = msg.geiCurrentPassword ()

if (dcor == current)

slse

240 }
243 }
clse

243 i

break;
default;
break:

deur, msg.getAddress { ));
else if (dprev == current && im < getSystemTime { )
throw (Frror (MULTIPLE_OXS_ LOST, msg. getAddress { J};
else throw (Error (ALARM, msg.getaddress { )

else throw (Error (ALARM, msg.getAddiess { 3);

if{paswds.dequene (msg.getAddress [ ), quenedNew, quenedCurrent))
if{newpass == quevedNew && current == quenedCurrent)

if {db retrieveAgent{msp. getAddress (), deurdprevauth tm))

tm = mnextAnthonzationPeriod{msg. gelAddress { );
db.updateAgent(msg. getAddress { ),newpass aurrent,
tm + getSystemTime { )
msg,SendOK (tm, newpsss, meg,getAddiess ());

throw (Error {CONFIRM_AUTHORIZE_SYNC,
msg. getAddress ()

if{pswds.initialPassword (current))
tm - ts.nexiAuthorizationPeriod {meg.getAddress ());
db.newAgent(msg.get Address () newpass current,
tm + getsystemTime { });
msg.sendOR(im, newpass, msg.gstAddress [ 1)

else throw(Error{NO_ ENTRY, msg.zetAddress { ));
¥

slse throw (Error (QUEUE. ERROR, msg.getaddress( )}

3
clse throw (Eror (ALARM, msg. pelAddress (3

Lines 1-11 of the above program include definitions of
constanis and types used in the remaining lines of the
program. Line I defines the epumeration MSG__TYPE that
includes five enumerated constanls to describe the five
different types of messages used to implement the EASS.
These types of messages inciude the AUTHORIZE, CON.-
FIRM AUTHORIZE, OX, and SAVE ME messages
described in FIGS. 6A-B and 7A-F as well as DEVICE
messages which are exchanged between the CPU (214 in
FIG. 2) and the device controllers (242, 244, 246, 248, and
256G in FIG. 2) via the system controller (218 in FIG, 2) and
viz any EASS embedded agents residing in the device
controllers. On lines 3 and 4, an enumeration is declared for
various types of errors and potentially insecure conditions
that may arise during operation of boih the EASS server and
EASS embedded agents. These errors and conditions will be
described below in the contexis within which they arise. On
lines 68, three basic types used througheut the implemen-
tation are declared. These types may be implemented either

using predefined types, such as integers and floating point
nummbers, or may be moare elaborately defined in terms of
classes. These types include: (1) PASSWORD, a consecu-
tive mumber of bits large enough 10 express internal pass-
words used within the EASS, commonly 36, 64, or 128 bits;
(2) ADDRESS, 1 number of consecutive bits large enough 1o
hold communications addresses for EASS servers and EASS
embedded agents; and (3) TIME, a time value expressed in
hours, minutes and seconds, possibly also including a date
and year. On lines 10 and 11, the constanis “interface” and
“saveMe” are defined to be two minutes and 20 seconds,
respectively. The constant “interface” is the initial grace
period following power up during which an EASS embed-
ded agent passes device messages 1o and from the device
controller inte which it is embedded without authorization.
The copstant “saveMe” is the interval at which an EASS
embedded agent sends SAVE ME messages to an BDASS
server in order to reestablish authorization, In an alternative
embodiment, both the initial grace period and the SAVE ME
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interval may be configurable by a user, by the EASS server,
by an administrator, or by some combination of users, EASS
servers, and adminisirators.

On lines 13-88, a pumber of classes are declared that are
used in the roviines “agent” and “server” that follow. Pro-
{otypes for these classes are given, bul the implementations
of the methods are not shown. These implementations are
quite dependent on the specific computer hardware
platforms, operating systems, and communications proto-
cols employed 10 implement the BASS. Much of the imple-
mentations of certain of these classes may be directly
provided through operating system calls. The class Error,
declared on lines 13-16, is a simple error reporting class
used in the server routine for exception handling. Only the
constricior for this class is shown on line 15. An instance of
this class is initialized through the argurments passed o the
constructor. These include an infeger value representing the
partieniar error that has been identified and an address value
that indicates the network or communications address of the
EASS embedded agent that the error relates to.

The class DeviceMossage, declared on lines 18-21,
encapstlates methods and data that implement the various
kinds of device messages exchanged beiween the CPU and
the device controliers of & PC. The methods and data for this
cless depend on the types of communications buses
employed within the PC and are, therefore, not further
specified in this example program. The class Device,
declared on lines 23-30, represents the functionality of the
device controlier within which an EASS embedded agent is
embedded. In general, the methods shown for this class
would be implemented as bardware logic circuits. The
methods include optional methods for enabling and dis-
abling the device declared on lines 26 and 27, 2 method for
sending device messages to the device, declared on line 28,
and 2 method for receiving device messages from the device,
declared on line 29.

The class Timer, declared on lLines 32-36, is ap asynchro-
nous timer used in the agent routine. An asynchronous timer
can be initialed for some time period either through the
constructor, declared on line 34, or through the method
“set,” declared on line 35. If the time period is not reini-
lialized before the timer expires, the asynchromous limer
throws an ¢xception or, when implemented in hardware,
raises a signal or causes an infterrupt that may lhen be
handled either by the agent routine or the logic circuit that
implemenis the agent routine. The class Timerlnterrupt,
declared on lines 3841, is essentially a place holder class
used in the exception handling mechanism to indicate expi-
ratiop of a timer. The class TimeServer, declared on lines
43-47, is a class used by the server routine for defermining
the next authorization period for a particular EASS embed-
ded agenl. The method “nextAuthorizationPeriod,” declared
on line 48, takes the network or communications address of
an EASS embedded agent as an argument and returns 2 time
period for which the EASS embedded agent will be pext
authorized. This authorization period may, in some
implementations, be a constant o, in other implementations,
the authorization pericd may be calculated from varions
considerations, including the identity of the particular EASS
cmbedded agent of the previous authorization history for the
EASS embedded agent.

The class Messages, declared on lines 49-63, is & genar-
alized communications class that allows an BEASS server to
exchange messages with EASS embedded agents. The
method “getNext,” declared on line 52, instructs an instance
of the Messages class to return a Boolean value indicating
whether there are more messages queued for reception. If so,
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getNext makes thal next message the current message from
which information can be obtained by calling the methoeds
declared on lines 53-58. These methods allow for obtaining
the type of the message, the address of the sender of Lhe
message, and the contents of the message, depending on the
type of the message, including mew passwords, current
passwords, previous passwords, and auwthorization times.
The methods “sendauthorize” and “sendOK” declared on
lines 59 and 61 are used in the server routine fo send
AUTHORIZE and OK messages to EASS embedded agents,
respectively. The methods “sendConfirmAuthorize” and
“sendSaveMe™ declared on lines 60 and 62 are used in the
agent routine to send CONFIRM AUTHORIZE and SAVE
ME messages 1o an BEASS server, respectively. The class
“AgentMessages,” declared on lines 65-69, derived from
the class “Messages,” allows an EASS embedded agent to
communicate both with an EASS server as well as with the
CPU. In other words, the two methods “getDeviceMsg” and
“sendDeviceMsg,” declared on lines 67-68, allow an EASS
embedded agent 10 intercept device messapes sent by the
CPU 1o the device controller in which the BEASS embedded
agent is embedded and o pass device messages from the
device controller back to the CPU,

The class Passwords, declared on lines 71-78, is used
willin the server routine for gueuing ceriain password
information as well as for generating passwords and deter-
mining whether a password is an initial password. The
method “initislPassword,” declared on line 74, takes a
password as an argument and returns 2 Boolean value
indicating whether the password is an initial password or
not. The method “gencraieNewPassword,” declared on lines
75, generates a new, non-initial password to pass to an LASS
¢mbedded agent as part of an AUTHORIZE message. A
more sophisticated implementation of generateNewlass-
word might use an input argument that identifiss a particular
EASS embedded agent for gensraling new passwords spe-
cific to particular EASS embedded agents. The methods
“queve” and “dequeve,” declared on lines 7677, arc used in
the server routine for temporarily storing address/mew
password/previous password triples. The class Database,
declared on lines 80-88, represents the database (618 in
FIG. 6A) used by the server to rack EASS embedded agents
that are authorized by the server. The methods declared on
lines 83-87 allow for adding new agents into the database,
updating a database entry corresponding to an agent, retriev-
ing the contents of an entry corresponding to an agent, and
deleting the entry for an agent. The address of zn EASS
ezmbedded agent is used as the unique identifier Lo identify

. thatagent’s entry in a database. In other implementations, a
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unique identifier may be generaled and stored in the data-
base for each EASS embedded agent authorized by the
server routine rather than using the address of the EASS
embedded agent.

The reutine “agent,” declared on lines 90-155, is ap
example implementation of an BASS embedded agent. The
agent routine takes two passwords, “current” and
“previous,” as arguments. These two input arguments rep-
resent the non-volatile current and previous password reg-
isters 604 and 606 shown in FIG. 6A. Various local variables
ar¢ declared on lines 92-98. These include a temporary
password “ipwd,” an asynchronous timer “time,” an instance
of the AgentMessages class “msg,” an instance of the device
class “dv” that represents the device controlier into which
the EASS embedded agent is smbedded, a device message
“dvmsg,” and twe Boolean variables “authorize” and
“enabled.” The agent routine is implemented within 2 single
“do” loop starting at line 100 and ending at line 154. Within
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this “do” loop, the agent routine continuously receives and
responds to messages from a remote BASS server as well as
passes messages exchanged between the CPU and the device
controller in which the EASS embedded agent is embedded.

A large portion of the rmessage handling logic is enclosed
within a try block that begins on line 102 and ends on line
137. Exceptions generated during execution of the code
within the try block are handled in the catch block beginning
on line 138 and extending to line 153. In the case of the
agent routine, exceptions are generated by the asynchronous
timer “time.” Within the “while” loop that begins on line 104
and extends through line 132, the agesnt routine handles any
messages received from a remote EASS server and responds
0 those messages as necessary. The “while” statement og
line 104 iteratively calls the gelnext method of the Agent-
Messages instance “msg” o retrieve each successive mes-
sage that has been received and queued internally by msg.
When the member “getNext” returns  TRUE value, msg has
set an internal pointer to make the next quened message the
current message. When the member “getNext”™ relums a
FALSE value, there are no further messages that have been
received and queved. Thus, any members of msg called
within the “while” lsop on lines 106-136 that retrieve values
from messages refrieve those values from the current mes-
sage.

If the current message is an AUTHORIZE message, as
detected on lie 108, the agent routine saves the new
password contained in the AUTHORIZE message in the
iocal password variable “tpwd,” on line 109, and returns a
CONFIRM AUTHORIZE message to the EASS server on
line 116. If the message received from the EASS server is an
OK message, as detected on Hne 112, the routine agent first
checks, on line 113, if the new password contained within
the OK message is the same as the new password stored in
the local password variable “tpwd.” If so, the routine agent
reinifializes the asynchronous timer om live 118, seis the
local variable “authorized” to the value TRUE on line 1186,
transfers the contents of the password variable “current” into
the password variable “previous” on line 117, transfers the
new password from the local password variable “tpwd” into
the local password variable “current,” and, if the local
variable “enabled” contains the value FALSE, ensbles the
device by calling the member “enable” on line 121 and sets
the local variable “enable” to TRUE on line 122. If, on the
other hand, the new password contained in the OK message
is not equal to the new password contained in the local
password variable “tpwd,” then the agen! routine simply
ignores ke received OK message. 1f the message received is
a device message, as detected on line 126, and if the local
variable “enabled” has the value TRUE, then the agent
rouling passes that received device message on o the device
by calling the device member “send” on line 127, If the
received message is not of the type AUTHORIZE, OK, or
DEVICE, the agent rontine simply ignores the message.

Once all the received and quened messages have been
handled in the “while” bloek starting on line 104 and
continuing to jize 132, the agent routine passes any mes-
sages sent by the device to the CPU if the local variable
“enable” has the value TRUE. Messages are received from
the device by calling the receive member of the Device
instance “dv” and are transmitied by the agent routine to the
CPU by calling the member “sendDeviceMsg” of the Agent-
Messages instance “msg.”

If the asynchronous {imer “time™ expires and generates an
interrupt, that interrupt is handled on lines 140152, If the
local variabie “authorized” has the value TRUE, then autho-
rized is sel to the value FALSE on line 142, a SAVE ME
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message is senl by the agent routine 1o the EASS server on
line 143, and the asynchronous timer “time” is reinitialized
on line 144, However, if the jocal variable “authorized” has
the value FALSE, then the asynchronous timer bas already
once expired afier the agent routine failed to acquire autho-
rization from the remote EASS server. In that case, the agent
routine sets the local variable “enable” 1o FALSE on line
148, sends another SAVE ME message to the EASS remote
server on hine 149, reinitializes the asynchropous timer on
line 150, and finally disables the device on line 151 by
cailing the member “disable” of the Device instance “dv.”

The routine “server” on lines 157-264 implements the
EASS server. Local variables are declared on lines 159167,
inchuding an instance of the Messages class “msg,” an
mstance of the Passwords class “pwds,” an instance of the
Database class “db,” and an instance of the TimeServer class
“18.” A number of local PASSWORD variables are declared,
including the local variahles “current,” “previous,” “deur,”
“dprev,” “newp,” “queusdNew,” “quenedCurrent,” and
“newpass.” In addition, a iocal TIME variable “tm,” a local
ADDRESS variable "add,” and a local Boolean wvariable
“auth” are declared.

The server routine continvously receives messages from
EASS embedded agents and, as necessary, respends 1o those
messages in the “whils” loop beginning on line 16% and
ending on line 262. The server routine receives only two
types of messages: SAVE ME messages as detecied on line
173, and CONFIRM AUTHORIZE messages, s detectad on
line 220.

If the next received message is a SAVE ME message, the
server routine firsl extracts the cuwrent and previous pass-
words from the SAVE ME message and places them into the
local PASSWORD variables “current” and “previous,”
respectively. The server routine then attempts to deguene an
address/new password/current password triple from the
“pswds” instance of the Passwords class, The address of the
EASS embedded agent that sent the SAVE ME message is
vsed a5 a unigue identifier fo locate the queved triple. If a
triple is found, as detected on line 176, and if the curreat
password extracted from the SAVE ME message is aqual 1o
the current password saved within the triple, as delected on
ling 78, then the server routine must have previously sent
an AUTHORIZE message to the EASS embedded agent, but
the handshake mechanism must have failed afier the
AUTHORIZE message was sent. In this case, the server
routine simply generates a new password on line 180,
queues the address/new password/current password triple on
line 181, and sends a new AUTHORIZE message to the
EASS embedded agent on lne 182, If, on the other hand, the
current password exiracled from the SAVE ME message is
not equal o the current password dequeusd from pswds, a
more serious error has occurred and the routine server
throws a2 QUEUED__AND_SAVE ME exception on line
184. The exception handlers are pot shown in this example
program beczuse they are quite dependent on implementa-
tion details and detailed error handling strategies that may
vary depending on the use to which the BEASS has been
applied.

I there is no queued eniry for the EASS embeddead agent,
then, on line 188, the server routine calls the initialPassword
member of pswds in order to determine whether both the
current and previous passwords that were included in the
SAVE ME message are special initial passwords. If these
passwords are initial passwords, then, beginning on line 191,
the server routine deletes any database entries for the BEASS
embedded agent, generates a new password, gueues & new
address-new password-current password triplet, and sends
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an AUTHORIZE message to the EASS embedded agent on
fine 194. This is done because the SAVE ME message was
sent from an EASS embedded agent in the Initial Power-On
Grace Period state (410 in FIG. 4), or, in other words, from
an EASS embedded agent that is attempting to connect io the
server either for the first time or for the first ime following
a reinitialization. If, on the other hand, the current and
previous passwords in the SAVE ME message are not initial
passwords, then the server routine aftempis, on Iine 198, lo
retrieve from the database an entry corresponding to the
EASS embedded agent identified by the address of the agent.
If an entry exists in the database, then the server routine
atternpts 1o identify, on lines 200-217, 2 scenario by which
the SAVE ME message was sent by the EASS embedded
agent. If no eniry is present in the database for the EASS
embedded agent, then the server routine throws an alarm
cxception on line 217. This alarm exception indicales a
potential atiempt by a stolen or otherwise misused PC lo
establish 2 connection and aulhorization with the BASS
server represented by the server routine.

On line 200, the server routipe compares the current
password stored within the retrieved database eniry o the
current password retrieved from the SAVE ME message and
compares the expiration time stored in the database to the
current time as retrieved by the operating system routine
“getSystemTime.” If the current password in the database
eniry is the same as the current password in the SAVE ME
message and authorizaiion has not yet expired for the EASS
embedded agent, then a likely explanatior for the SAVE ME
message is that a previous CONFIRM AUTHORIZE mes-
sage sent from the EASS embedded agent to the server
routine was lost. Therefore, the server routine, on lines
202-204, generales a new, non-initial password, guevss a
pew address-new password-current password triple, and
sends a new AUTHORIZE message to the EASS embedded
agent. If, on the other hand, the previous password from the
database entry equals the current password in the SAVE ME
message and authorization has not expired, then an OK
message from the server routine to the EASS embedded
agent was probably lost, and the server routine resends the
OK message on lines 208-209. If the previous password
from the database entry equals the current password in the
SAVE ME message and authorization has expired, probably
multiple OK messages have been lost indicating some error
in communications, and the server routine throws 2
MULTIPLE__OKS LOST exception on line 213, Finally, if
the coments of the database entry do not reflect one of the
above three scenarios handled on lines 200-214, the
received SAVE ME message most likely indicates an
attemnpt 1o eslablish 2 connection and acquire authorization
by z stolen or misused EASS embedded agent and the server
reutine therefore throws an alarm exception on Jine 215.

When the server routine receives a CONFIRM AUTHO-
RIZE message, it first extracts the new password and current
password from the CONFIRM AUTHORIZE message on
lines 221 and 222, The server routine then attempts to
dequeue an address-new password-current password triple
on line 223 corresponding to the EASS embedded agent that
sent the CONFIRM AUTHORIZE message. H a queued
triple is found, then the code contained in lines 225-255 may
be executed in order 1o properly respond to the CONFIRM
AUTHORIZE message. If there is no queued triple, then, on
line 286, the server routine throws an alarm exception to
indicate 4 poteptial aftemp! to connect to the server and 1o
&cquire authorization from the server by a stolen or misused
EASS embedded agent. After dequening a triple, the server
routine checks, on line 227, whether the new password and
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current password retrieved from the CONFIRM AUTHO-
RIZE message correspond to the new password and current
password that were queued in the dequened triple. If s, then
the server routine attempts, on line 227, to retrieve 2
database entry for the EASS embedded agent. If a database
enlry is retrieved, then the server routine tests, on line 229,
whether the current password in the database eutry is squal
to the current password in the CONFIRM AUTHORIZE
message. If se, the CONFIRM AUTHORIZE message is a
valid response 1o a previous AUTHORIZE message sent by
the server routine to the EASS embedded agent, and, on
lines 231-234, the server routine updates the database entry
for the EASS ¢mbedded agent and sends an O message 1
the agent. If, on the other band, the cumrent password
retrieved from the database entry is not equal to the current
password that was refrieved from the queue, the server
routine throws a CONFIRM__ AUTHORIZE_ SYNC excep-
tion on line 238, If there was no database eniry correspond-
ing 1o the EASS embedded agen, but if the current password
included in the CONFIRM AUTHORIZE message was an
initial password, then this CONFIRM AUTHORIZE mes-
sage came from 2 EASS embedded agent in the Initial
Power-On Grace Period (410 in FIG. 4) and the server
routing creates a new database entry for the EASS embedded
agent and sends an OK message 10 the BASS embedded
agent. However, if the password included in the CONFIRM
AUTHORIZE message is not an mitial password, then the
server routine throws a NO_ENTRY exception indicating a
serious problem in the bandshake. If no triple was found in
the quene corresponding Lo the EASS embedded agent that
sent the CONFIRM AUTHORIZE message, the server
routing, on line 256, throws a QUEUE__ERROR exception
indicating a potential problem with the queuing mechanism.

One skilled in the art will recognize thal the above-
described implementation of an example EASS server and
EASS embedded agent describes one potential embodiment
of the present invention and that other implementations may
be realized. For example, the BEASS server can be imple-
mented in any number of programming Janguages for any
number of different operating systems and hardware plal-
forms. The EASS embedded agent is preferably imple-
mented as a hardware Iogic circuil within the device con-
troller for the device into which the EASS embedded agent
is embedded. A hardware logic cireeit cannot be removed
without destroying the device controller. A firmware or
software routine can, by contrast, be removed or re-instalied.
The hendshake mechanism can be implemented with any
number of different communication message protocols, with
any zumber of different types of datzbases, and with any
number of different siralegies for handling potential error
and alarm exception. Furthermore, addilional error and
atarm conditions might be detected by 2 more elaborate
implementation, The database may itself be emcrypted or
protected by additional security mechanisms.

In the above-described embodiment, an EASS embedded
agent cap only receive authorization by first sending 2 SAVE
ME message (o an EASS server. In aliernative embodiments,
the EASS server or a user of the system hosting the EASS
embedded agents may be provided with the capability to
initiate xuthovization of an BASS embedded agent.
Moreover, the EASS embedded agents may be mapufac-
mred Lo contain an initial uniock password and 1o initially
have an unlimited period of authorization. Once the system
bosting the EASS embedded agent is powered up and
running, the EASS embedded agent can then be identified by
an EASS server and controlled by the EASS server by
sending the EASS embedded agent an authorization for a
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period of time which overrides the uniock password and
initial unlimited period of authorization and which requires
the EASS embedded agent to be e-suthorized prior to
expiration of the period of time of authorization,

Additional EASS Components and Additional
Applications for the EASS

The EASS ‘server may include a package of system
administration utilities that allow a system administrator to
configure and monitor the EASS server’s authorization
activities. These utilities can be used to graphically display
the contents of the database associaied with the EASS server
and to allow the system admigistrator o manipulate those
conients. Also, the EASS client and BASS server may

contain additional utilities that allow 2 privileged user o

reinitialize EASS embedded agents in the event of discon-
nections or corruplions 5o that the EASS embedded agents
can reconpect to EASS servers 10 reestablish authorization.

The embodiments of the present invention described
above are directed towards providing componeni-level secu-
rily for a PC. The EASS does not require users o know or
remember passwords. All password information is iniernally
generated and internally manipulaied by the EASS. The
EASS cannot be easily thwarted by reconfiguring the soft-
ware on & PC or even by replacing a firmware component
such as a PROM. This is because the EASS embedded
agents are contained within the ASICs that implement the
various device controllers. If those EASS embedded agents
do not quickly establish a2 connection 1o an EASS server and
do not quickly transition from an Initial Power-On Grace
Period state or a Power-On Grace Period state to an Autho-
rized state, the devices controlled by the EASS embedded
agents will fail 1o operate.

In the special case of an EASS embedded agent that is
embedded within the circuitry of 2 bard disk controller, the
EASS embedded agent may additionally encrypt data that is
received over a communications bus for storage on the
physical platters of the disk and may decrypt data read from
those physical platters before sending the data back through
the communications bus. In this fashion, even if a thief were
to steal the hard disk and remove the disk controller
circuitry, the data contained on the disk would pot be
available for use. The data can be encrypied by any of many
well-known techniques, including RSA-based encryption
and password-based encryption.

In addition, embodiments of the present invention have
applications in other areas relaied o security and in many
areas not related to security. One area in which the present
invention can be applied is that of enabling hardware or
software components of & PC from a remote site on a
pay-per-use or pay-for-purchase basis. 1t is increasinply
commorn that the actual incremental costs of installing &
specialized hardware device or specialized software pro-
gram during the manufacturing process is quite small for a
given PC. For example, the cost of ipstalling a software
program on 2 hard disk during the manufacturing process
may have ap incremental cost of well under a dollar.
Likewise, the actual physical circuitry that implements
many specialized devices can be mass produced at z very
low cost per unil. However, the cost of installing the
specialized hardware components or software once the PC
bas been mamufactired and sold may be much higher. For
this reason, it is desirable for PC manufacturers to include
popular specielized hardware devices and software pro-
grams at the time of manufacture in a disabled state. The
purchaser of the PC can then pay 2 fee either for using the
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hardware components or software programs or can later
purchase the hardware components or sofiware programs. In
the former case, the device or program can be enabled, or
authorized, for some time period. In the latter case, the
device or software program can be enabled on a permanent
basis. Embodiments of {he present invention, including a
server, client, and a sumber of embedded agents, could be
used as & basis to provide for selectively enabling and
disabling bath hardware components and software pro-
grams. In the case of software programs, for example, the
embedded agent within the disk controller could selectively
make available data stored on the disk, including 2 non-
volatile copy of the software program to be enabled.

In a slighily different application of the preseni invention,
the EASS may be cmployed to protect software manufac-
turers from software pirates. Software programs, including
operating system software, can be manufactured to require
authorization by EASS embedded agents, or software-
unplemented EASS embedded agents may be incorporated
wnto the software programs themselves. Thus, for example,
a runaing database management sysiem or operating systern
may incorporate software-implemented BASS embedded
agents that require periodic authorization from an EASS
server. Alternatively, an EASS embedded agent within the
disk controller on which the programs are stored may be
controlied by an EASS server to selectively enable and
disable particular programs.

Another application for embodiments of the present
invention is in the field of adaptive systems. Such systems
automatically reconfigure themselves 10 adapt 1o changing
demands placed on their components. The protocol for
communications between a server and embedded agents can
be expanded 1o allow for general information exchange
relating 1o the load experienced by a particular device and
the throughput achieved by the device. The server can
collect such information and direct the embedded agents to
enzble additional components where needed or to fine tune
and adjust the operation of components to better handle the
demands placed on the components. For example, additional
CPUs or disk drives ¢can be enabled and configured into the
system when processing bottlenecks and non-volatile stor-
age space becomes scarce. System componenls can be
¢nabled and disabled in order to effect load balancing.

The present invention may be applied o security systems
for devices ather than PCs, including more complex com-
puler sysiemns or even 1o eleciromechanical systems such as
airplanes, automobiles, diesel locomotives, and machine
tools. The present invention could also be applied in indus-
irial control processes 10 start and stop production compo-
nenls and machine lools.

Hmbodiments of the present inventon also may be
applied 10 protecting firearms. Electromechanical devices
that include EASS embedded agents may be incorporated
into electromechanical trigger locks or firing mechanisms,
Authorization of the EASS embedded agents might be
controlled from a centralized BEASS server to insure that
only licensed firearms wilhin predetermined geographical
iocations can be fired. In such cases, the communications
medium that allow exchange of messages between an EASS
server and an EASS embedded zgent may be a miicrowave
or satellite link.

Diagnosing snd correcting defects in complex systems is
yet another problem area in which the present invention may
find application. In the embodiment discussed above, the
EASS server can easily determine when a particuiar EASS
embedded agent is no longer funclioning, indicating that the
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EASS embedded agent and the device controller into which
it is embedded have been powered down or damaged. A
system administrator or a diagnostician can use a graphical
dispiay of contents of the database associated with the EASS
server o identify powered-down or defective devices. In this
case, the databasc could be expanded to include more
specific information about the geographical location of sach
EASS embedded agent, as well as the identity and type of
device that the EASS embedded agent is controtling. The
data included in the database can be presented in many
different fashions with a variety of different graphical user
interfaces allowing, for example, information about all the
EASS embedded agents within a particular computer to be
displayed within a diagram of that computer. As anolher
example, EASS embedded agents may be incorporated into
control points within utility energy grids to provide diag-
nostic and maintenance capabilities.

EASS embedded agents may be embedded into home
entertainment sysiems to protect the home entertainment
systems from thefl and misuse. EASS embedded apents may
also serve to obtain identification information from media
containing recorded audio and/or video data inserted into a
home entertainien! sysiem, or similar broadcast or display
device, and provide the identification information to a
remote server in order 1o receive authorization from the
remote server for broadeast or display of the recorded audio
and/or video data. Similarly, EASS embedded agents may
serve 1o obtain identification information from an electronic
card or key in order fo obtain authorization from a remoie
server for the operation of 2 motorized vehicle or firearm.
EASS embedded agents may even be embedded in paper
currency or cash machines to monilor cash trapsactions and
prevent acceptance of counterfeit currency. The fact that, in
all of these applications, an EASS cmbedded agent is
involved in obiaining identification information from media,
slectronic cards, or keys, provides for remote monitoring of
the use of protecied systems and fiexible remote control of
ibe authorization for use of the protected systems. For
example, although a thief may steal both a car and the key
1o the car, the owner can still contact the administrator of the
remnote server to disconlinue authorization of the use of the

Although the present invention has been described in
terms of preferred embodiments, i is not intended that the
invention be limited to these embodiments. Modifications
within the spirit of the invention will be apparent to those
skilled in the art, and in alternate scenarios as described
above. For example, while EASS embedded agents are
preferably implemented as hardware circuiiry, software
mplementations could be devised to provide an EASS that
can be implemented on existing computers without special-
ized circuitry built into device controtler ASICs. As pointed
out above, the BASS ciient could possibly be omitted in
certain embodiments where it is possible to directly establish
communicaticns between EASS embedded agents and
EASS servers. The method in which the EASS server stores
and manipulates stored authorization and embedded agent
information may differ widely in different embodiments, A
relational database, a Hat file, record-based database, or an
object-criented database could be used fo siere the
information, and any number of hybrid systems can be
devised using combinations of these types of dalabases. The
handshake mechanism, the mechanism for anncuncing the
presence of embedded agenis, and the mechanism for reini-
tializing embedded agents can differ markedly in different
embodiments, as can the formats and contenis of the mes-
sages exchanged between EASS servers and EASS embed-
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ded agents. Certain embodiments may allow a particular
EASS embedded agent to communicate with several EASS
servers in order fo provide additional reliability or geo-
graphical flexibility, An EASS server may be owned and
operated by an entily protecting its own, on-site computers
or machines, or an EASS server service may be provided by
specialized security providers over the Imernet or other
communications media. Any sumber of different types of
devices can be controlled by EASS embedded agents imple-
mented either as hardware circuitry within the devices, as
specialized programs within other programs that controf the
device, or implemented as hardware/software hybrids, The
present invention can be applied not only to the problem of
securing PCs and components within PCs, but also to
problems of fault tolerance, adapiive systems, reconfigura-
tion of systems, monitoring of components within systems,
and other similar systems or enviromments.

The foregoing description, for purposes of explanation,
used specific nomenclature to provide a thorough under-
standing of the invention. However, it will be apparent to
one skilled i the art that the specific details are not required
in order {0 practice the invention. The foregoing descriptions
of specific embodiments of the present invention are pre-
sented for purpose of itlustration and description. They are
not intended to be exhaustive or to limil the invention Lo the
precise forms disclosed. Obviously many modifications and
variations are possible in view of the above teachings. The
embodiments are shown and described in order to best
explain the principles of the invention and its praciical
applicaiions, 1o thereby enabie others skilled in the art o
best wtilize the invention and various smbodiments with
various modifications as are suifed 10 the particular vse
contemplated. It is intended that the scope of the invention
be defined by the following claims and their equivalents:

What is claimed is;

1. A system for preventing thefi or misuse of a computer
sysiem, the syslem comprising:

& computer system having a device;

an agenl embedded 1o the device that, when authorized,

enables operation of the device and that, when not
zuthorized, disables operation of the device; and

a server coupled to the embedded agent that, by exchang-

ing a number of messages with the embedded agent that
together compose a handshake operation, authorizes
the embedded agent to enable operation of the device.

2. The system of claim 1 wherein the device contains a
logic circuit and the embedded agent is implemented as a
logic cirenil within the logic circuit of the device.

3. The system of claim 1 wherein the device transmits and
receives data and control signals via a bus and whergin the
embedded agent intercepts the data and control signals
trapsmitted to the device prior to reception by the device and
infercepts the data and control signals transmitted from the
device prior Lo transmission of the data and contrel signals
fo the bus.

4. The system of claim 3 wheiein the embedded agemt
enables the device by passing the data and control signals
intercepted by the embedded agent to and from the device
and wherein the embedded agent disables the device by not
passing the data and cootrol signals inlercepted by the
embedded agent to and from the devics.

5. The system of claim 4 wherein the embedded agent is
embedded in 2 disk drive and wherein, when authorized by
the remote server, the embedded agent encrypts all inter-
cepted data before passing the data 1o the disk for storage
and decrypts all data intercepted from the disk drive before
passing the data to the bus.
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6. The sysiem of claim 5 wherein the server continuously
authorizes the embedded agent by undertaking handshake
operations and wherein, when the coupling between the
server and the embedded agent Is interrupted or broken so
that the embedded agent cannot receive additional messages
from the server, the embedded agent disables the devics by
preventing access to the dislk drive via the disk drive and by
not providing decryption of the encrypted data stored on the
disk drive, thereby disabling the computer system and
preventing use of the computer system.

7. The system of claim 1 wherein the handshake operation
COomprises:

an authorization message sen! from the server lo the

embedded agent;
following reception of the authorization message by the
embedded agent, a confirm authorization message sent
from the embedded agent 10 the server; and

following reception of the confirm authorization message
by the server, completion message sent from the server
to the embedded agent.

8. The system of claim 7 wherein the server authorizes the
embedded agent 10 enable operation of the device for a
certain period of time by including in the completion mes-
sage the period of time for which the server authorizes
operation of the device.

9. The systemn of claim § wherein the embedded agent
includes a timer that is set {o expire prior to expiration of the
period of time of authorization received by the embedded
agent in a compietion message and wherein, when the timer
¢xpires, the embedded 2gent sends a solicitation message 1o
the server requesting (hat the server undertake a handshake
operation in order that the embedded agemt receives an
additional authorization period from the remote server to
enable continuous operation of the device.

18. The system of claim 9 wherein the server repeatedly
undertakes a bandshake operation prior to expiration of the
current period of time for which the embedded agent is
authorized w0 enable operation of the device so that opera-
tion of the device is not disabled during the time thal the
compuler system is powered on and the embedded agent is
coupled 1o the server.

M. The system of claim 10 wherein; when the device is
powered on, the timeris set 1o 2 period of time sufficient for
the embedded device ‘o request a handshake operation by
sending a solicitation message to the remote server and
sufficient for completion of the handshake operation and
wherein the embedded agent is authorized to enable opera-
ticn of the device unti] expiration of the timer, afler which
the embedded agent disables the device.

12, The system of claim 11 wherein the embedded agent

maintains a current password and a previous password,
wherein the server maintains a current agent password and
& previous agent password that correspond o the current
password and previous password maintained by the embed-
ded agent following delection of the embedded agent by
receiving a solicitation from the embedded agem ihat
includes the embedded agent’s current and previous pass-
words, wherein the server generates a new password for the
embedded agent when the server undertakes a handshake
operation and includes the new password in the authoriza-
tion rnessage; wherein the embedded agent includes the new
password received from the server in the azutborization
message as well as the current password maintained by the
embedded agent in lhe confinm authorization message;
wherein the server, upon reception of the confirm authori-
zalion message, replaces the previous agent password with
the current agent password and replaces the current agent
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password with the new password; and wherein, upon recep-
ton of the completion message, the embedded agent
replaces the previous password with current password and
replaces the current password with the new password.

13. The system of claim 12 wherein the embedded agent
is constructed to maintain & special initial password as both
the current password and the previous password so that the
server can detect when the embedded agent sends a solici-
tation message 1o the remote ssrver for the first time.

14. The system of claim 13 wherein, when a handshake
operation fails, the server can synchronize the current agent
password and previous agent password maintained by the
server with the current and previcus passwords maintained
by the embedded agent by receiving from the embedded
agent a solicitation message that contains the current and
previous passwords maintained by the embedded agent.

15. The system of claim 14 wherein the server continu-
ovsly authorizes the embedded agent by undertaking hand-
shake operations and wherein, when the coupling berween
the remote server and the embedded agent is inierrupied or
broken so that the erobedded agent cannot receive additional
messages from the server, the embedded agent disables the
device thereby disabling the computer system and prevent-
ing use of the compuler system.

16. The system of claim 15, further including a client
component that receives messages from the server and
forwards those messages 1o the embedded agent and that
receives messages from the embedded agent and forwards
ihose messages to the server.

17, The system of claim 16 wherein embedded agents are
embedded within several device within the computer system
and wherein the client component receives messages from
the embedded agents and forwards those messages to ihe
server and wherein the client component receives messages
from the server and distributes those messages 1o the embed-
ded agents.

18. The system of claim 1 wherein embedded agents are
embedded in additional components of the computer system
including a CPU and memory devices, and wherein embed-
ded agents arc implemented as ope of hardware Jogic
circuits, firmware routines, and software roufines that run
within the device or component within which the embedded -
agents are embedded.

19. A method for enabling and disabling cperation of a
component of a system, the method comprising;

embedding an agent within the component;

establishing & communications link between the embed-
ded agent and a server; and

when the component is 1o be enabled, exchanging a
nurmber of messages between the server and the embed-
ded agent that together compose a handshake operation
that resuits in authorization of the embedded agent to
enable operation of the component for a period of time.

20. The method of claim 19, further including;

when the last period of time for which the embedded
agent has been authorized to enable operation of the
component will expire within 2 period of time sufficient
for sending a second solicitation message and for
completing a handshake operation, sending 2 solicita-
tion message from the embedded agent to the server in
order request a handshake operation.

21 The method of claim 19, further including:

icluding a timer in the embedded agent;

when the component is powersd-up or initialized for
operation, setfing the timer for a period of time suffi-
cient for the embedded agent tc establish the commu-
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nications link with the server, to send a sclicitation
message to the server requesting a handshake
operation, and to complete the handshake operation;

after establishing a communications link between the
embedded agent and the server, sending a solicitation
message from the embedded agent to the server
requesting a handshake operation;

when the handshake operation is completed, resetting the
timer Lo expire prior to expiration of the pericd of time
for which the embedded agent is authorized w0 enable
operation of the component to allow the embedded
agent sufficient time to send a second solicitation
message to the server requesting a second handshake
operation and lo complete & second handshake opera-
tion prior to expiration of the period of time for which
the ernbedded agent is authorized to enable operation of
the component;

when the limer expires prior to expiration of the period of
time for which the embedded agent is authorized to
enable operation of the component, sending the second
solicitation message from the embedded agent to the
server in order 1o request the second handshake opera-
tion and resetting the timer to expire after a period of
time sufficient to send & third solicitation message to the
server requesting a third handshake operation and to
complete the third handshake operation; and

when the timer expires following expiration of the period
of dme for which the embedded agent is authorized to
enable operation of the component, disabling the com-
ponend.

22. The method of claim 19, further inchiding:

after establishing 2 communications link between the
embedded agent and the server, sending a solicitation
message from the embedded agent to the server
requesting a handshake operation;

when the server receives the solicitation message from the
embedded agent, undertaking, by the server, a hand-
shake operation in order to authorize the embedded
agent.
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23, The method of ¢laim 22 wherein the handshake

operation further includes: :

sending an authorization message from the server to the
embedded agent;

receiving the suthorization message by the embedded
agent and returning by the embedded agent a confirm
authorization message (o the server; and

teceiving the confirm authorization message by the server
and returning by the server an cormpletion message to
the embedded agent.

24. The method of claim 23, further including:

maimtaining a current password and a previous password
within the cmbedded agent; and

maintainipg & curren!t agent password and a previous
agent password within the sever.

25, The method of claim 24, further including:

prior to sending the authorization message by the server,
generating 2 new password, storing the new password
within the server, and including the new password in
the authorization message;

upon recetving the authorization message by the embed-
ded agent, storing the new password wilhin the embed-
ded agent and including both the new password and the
maintained current password in the confirm authoriza-
tion message that the embedded agent refurns 10 the
server;
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upon receiving the confirm authorization message by the
seTver,
comparing the new password and the current password
contained in the confirm authorization message with
the new password stored within the server and the
current agent password maintarned within the server;
and
when the new password coniained in the confim
authorization message is identical to the new pass-
word stored within the server and the current pass-
word centained in the confirm authorization message
15 identical 10 the current agent password maintained
within the server,
selting the previous agenl password maintained
within the server o the current agent password
maintained within the server; and
setting the current agent password maintained withia
the server to the new password stored within the
server; and

upon receiving the completion message by the embedded

agent,

selting the previous password maintained within the
embedded agent 1o the current password maintained
within the embedded agent, and

selting the current password maintaived within the
embedded agent to the new password stored within
the embedded agent.

26. The method of claim 25, further including:

constructing the embedded agent to maintain initial pass-

words as the current and previous passwords.

27. The method of claim 24, forther including:

maintaining 4 linear feedback mechanism within the

server that is initialized with a seed value and that
suecessively and deterministically gensrates new pass-
words; and

maintaining a linear feedback mechanism within the

cembedded agent that is initialized with the seed value
and that successively and determinisically generates
the same new passwords that are generated by the
linear feedback mechanism within the server.

28. The methed of claim 27, further including:

" pror to sending the authorization message from the
server, genmerating by the server a new password and
including a value related to the new password in the
authorization message; and

upon receiviag the authorization message by the embed-

ded agent,

generating a new password within the embedded ageat,

comparing a value related to the newly generated
password within the embedded agent with tbe value
related 1o the new password contained in the autho-
rization message, and

when the value related fo the newly generated password
within the embedded agent is identical with the vahie
related to the new password conlained in the autho-
‘rization message, sending the confirm anthorization
message from the embedded agent to the server.

29. The method of claim 27, further including exchanging
the seed value between the server and the smbedded agent
when the embedded agent first establishes the communica-
tons link with the server.

30. The method of claim 19 wherein the component of the
system is & component of a computer system and wherein
1he embedded agent is embedded in the component of the
computer sysiem, and further including:

runzing a soffware program that implements the server cn

a remote compuler 1o provide a remote server; and
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enabling operation of the computer system thal contains
the component by the remote server authorzing the
embedded agent (o enable operation of the component.

31. The method of claim 36, further including disabling
the computer syslem causing the embedded agent to disable
the component.

32 The method of claim 30 wherein the embedded agent
is 2 software program within a controlier software program
that controls the component, the embedded agent commu-
nicating with the remote server via inteznal buses within the
computer system and via exlernal communication media
between the computer system and the remote server, includ-
ing 2t least one of Incal area networks, wide area networks,
and combinations of local area networks and wide area
networks.

33. The method of claim 36 wherein the embedded agent
Is & logic circuit within an application specific integrated
cireuit that implements the controller of a disk drive; and
further including:

intercepting by the embedded agent all data iransfers 1o
the disk drive and, when authorized, encrypting the
dala prior to passing the data to the disk drive: and

intercepiing by the embedded agent all data transfers from
the disk drive and, when authorized, decrypting the
previously encrypled data prior to passing the data from
the disk drive.

34. The method of claim 33, furiber including disabling
apd emabling specific data stored on the disk drive by
including an identification of the data to be enabled and
disabled in an authorization message that is sent from the
server to the embedded agent.

35. The method of claim 38 wherein the component
exchanges data and messages with the computer systemn, and
further including:

intercepting by the embedded agent all messages and data
exchanged between the component and the computer
system;

whep the embedded agent is authorized, enabling the
component by passing messages and data from the
computer system to the componsnt and by passing
messages and data from the component (o the computer
system; and

when the embedded agent is not autherized, disabling the
component by not passing messages and data from the
computer system: 10 the component and by not passing
messages and data from the component 1o the computer
system.

36. The method of claim 30, further including protecting
the compuler system from theft or misnse by requiring the
remote server to repeatedly authorize the embedded agent.

37. The method of clzim 38, furter inciuding selectively
enabling and disahling multiple components of the computer
system by embedding a plurality of agents within the
multiple compenents and seleclively authorizing the mul-
tiple components from the remote server,

38. The method of claim 37, further including exchangiog
additional information between the plurality of embedded
agents and the remole server, including information con-
cerning workioads placed on the components in which the
embedded agents are embedded, in order lo allow the
computer system to enable and disable components to adinst
operation of the components 1o operate more efficiently
based upon the workload information.

39. The method of claim 37, further including enabling
components of the compuier system in respense to receiving
payments for operation of the components.

5

30

35

4G

45

54

60

65

38

40. Tre method of claim 19 wherein the component of the
syslem is an executing software program, wherein the sys-
tem i$ & computer system, and wherein the embedded agent
is implemented as a software subcomponent of the software
program, the method further including:

running a software program that implements the server on

a remole compuler to provide a remote server; and

enabling execution of the software program by authoriz-
ing the embedded agent subcomponent of the software
progran.

41. The method of claim 19, further including controlling
use of a firearm by embedding an agent into a component of
the firearm required to discharge the firearm.

42. The method of claim 19, further including controlling
use of a firearm by embedding an agent into a component of
the firearm required 1o load the firearm.

43. The method of claim 19, further inclading diagnosing
a powered-down or disabled component by detecting when
the embedded agent within the component does nol respond
to authorization messages sent from the server.

44. A control system for controlling operation of compo-
nenis within a multi-component system, the contrel system
comprising:

an agent embedded in a component of the multi-

component system that, when authorized, enables
operation of the¢ comperent and thai, when not
authorized, disables operation of the device; and

a server coupled 1o the embedded agent that, by exchang-

ing a rumber of messages with the embedded agent thal
logether compose a handshake operation, avthorizes
the embedded agent to enable operation of the Compo-
nent. ‘

45. The conirol system of claim 44 wherein the multi-
compenent systerm is a computer system, wherein the
embedded agent is embedded within a disk drive of the
computer system, wherein the embedded agent selectively
¢nables and disables reading and transmission of software
programs stored on the disk drive to other components of the
compuler system, and wherein the conirol system imple-
ments a pay per use control system that enables software
programs pre-installed im the computer systerm when pay-
ment is received for use of the software programs.

46. The control system of claim 44 wherein the multi-
component system is a firsarm, wherein the embedded agent
is exnbedded within the firing mechanisim of the firearm, and
wherein the control system implements a gun control syslem
that selectively enables vse of the firearm.

47. The control system of claim 44 wherein the server
moenitors successful handshake operations in order 1o detect
interruption or loss of operation of the component wilhin
which the embedded agent is smbedded, thereby diagrosing
mierruption or loss of operation of the compenent,

48. The control system of claim 44 wherein the server
exchanges additional informational messages with the
embedded agent that enables the server 1o imstruct the
embedded agent 1o adjust and modify operational charace
teristics of the device in which the embedded agent is
embedded.

49. A method for enabling the operation of a system upon
receiving, by the system, a valid identifier, the method
comprising:

embedding an agent within a component of the system

that can receive an identifier and that can enable
operation of the system;

establishing a communications link between the embed-

ded agent and a server;



US 6,249,868 B1

39

exchanging a number of messages between the embedded

agent and the server that results in authorization of the

embedded agent to subsequently enable operation of

the system upon receiving a vahid identifier; and

when an identifier I§ received by the component of the

systenn,

obtaining the received identifier from the component of
the system by the embedded agent;

exchanging a number of messages between the embed-
ded agent and the scrver that transfer the reccived
identifier from the embedded agent to the server and
tha! results in the embedded agen! receiving autho-
rization from the server to enable operatien of the
system when the server determipes that the identifier
is valid and that results in the embedded agent not
receiving authorization from the server to enable
operation of the system when the server determines
that the identifier is invalid; and

enabling operation of the system by the embedded
agent upon receiving authorization from the server to
enable operation of the system.

50. The method of claim 49 wherein the embedded agent
is Hnked {o the server via the Internet,

51. The method of claim 49 wherein the system is a
computer system, wherein the identifier is included within a
software compuier program, and wherein the smbedded
agent is authorized by the server lo eneble the computer
system to rus the software computer program when the
server determines that the identifier is valid.

52. The method of claim 49 whersin the system is an
entertainmment system that reads entertainment information
from a medium and presents the entertainment information,
wherein the identifier is included in the medium, and
wherein the embedded agent is authorized by the server to
enable the entertainment system to read the enlertainment
information from the medium and present the read enter-
tairment information whes the server determines that the
identifier is valid.

53. The method of claim 52 wherein the entertainment
system reads audio ipformation from the medium and pre-
sents the andio information by converting the audio infor-
mation into an audio signal, amplifying the audio signal, and
broadcasting the audio signal through one or more loud-
speakers.

54. The method of claim 53 wherein the medium is DVD
disc,

55. The method of claim 53 wherein the medium is 2
compaci disk.

56. The method of claim 53 wherein the medium is a
magnetic lape.

57. The method of claim 53 wherein the medium is a
broadcast electronic signal.

58. The method of claim 52 wherein the enlertainment
system reads video information from the medium and pre~
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sents the video information by converting the video infor-
mation inlo a visual display signal and broadeasting visual
display signal through coe or more visual display devices.

59. The method of claim 58 wherein the medimm is DVD
disc.

60. The method of claim 38 wherein the medinm is a
magnetic tape,

61. The method of claim 58 wherein the medium is &
broadeast electronic signal.

62. The method of claim 49 wherein the system may be
vecupied by a human and I entered by 2 door, wherein the
identifier is included in an ¢lectronic key, and wherein the
embedded agent is avthorized by the server to enable 4 door
lock to open when the server determines that the identifier is
vahid,

63. The method of claim 62 wherein the system is 2
residence.

64. The method of claim 62 wherein the system is an
automobile or truck.

65. The method of claim 62 wherein the syslem is an
airplane.

66. The method of claim 62 wherein the system is a boat.

67. The method of claim 62 wherein the system is a
fractor,

68. The methed of claim 49 further including:

periodically reacquiring the identifier by the embedded

agent, exchanging a number of messages between the
embedded agent and the server, and, when the server
determines that the reacquired identifier is valid,
re-enabling operation of the system by the embedded
agent upen receiving authorization from the server o
enable operation of the system; and

when the server determines that the system has been

misappropriated or is being misused, not sending 1o the
embedded agent and further authorizations from the
server to enable operation of the system so that the
system becomes disabled.

69. The method of claim 68 wherein the systers s ap
automobile or truck.

70. The method of claim 68 whercin the system is an
airplane.

7. The method of claim 68 wherein the system i€ a boat.

72. The method of claim 68 wherein the system is a
tractor,

73. The method of claim 49 wherein the system is a
transaction syslem fhat accepts currency, wherein the iden-
tifier is embedded within the currency, and wherein the
embedded agent is authorized by the server o accept the
currency during a transaction when the server delermines
that the identifier is valid, and wherein the server monitors
invalid ideatifiers in order to detect and signal fraudulent
transactions and counterfeited currency.

* * LI I
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METHOD AND SYSTEM FOR EMBEDDED,
AUTOMATED, COMPONENT-LEVEL
CONTROL OF COMPUTER SYSTEMS AND
OTHER COMPLEX SYSTEMS

RELATED APPLICATIONS

This application is a continuation-in-part of US. appli-
cation Ser. No. 09/163,094 filed Sep. 29, 1998 now U.S. Pat.
No. 6,246,863

TECHNICAL FIELD

The present invention relates to conwol of computer
systems and other types of elecirical, mechanical, eleciro.
mechanical systems and devices at the component level and,
in particular, 1o a melbod and system for securing such
systems and devices by embedding agenis within one or
more components of the systems in order 1o control access
0 components within the systems.

BACKGROUND OF THE INVENTION

Compuler security is a very broad and complex field
within which, during the past several decades, a number of
important sub-fields have developed and matured. These
sub-fields address the many different problem areas in
compuler security, employing speciafized techniques that
are particular to specific problems as well as general tech-
miques that are applicable in solving a wide range of prob-
lems. The present application concerns, in part, 2 technigue
that can be wsed (o prevent the theft and subsequent use of
# personal computer (“PC”Y or of various PC components
included in, or attached to, 2 PC. This technigue may make
use of certain security-related technigues which have been
employed previously to address other aspects of computer
securily, and this technique may itself be empioyed to
address both computer security problems other thas theft as
well as various aspects of computer reliability, computer
administration, and computer configuration. The present
application also concerns similar technigues that may be
applied 1o prolecting other Types of electronic, mechanical,
and electromechanical systems as well as compuler software

i0

20

23

40

and other types of information encoded on various types of

media. .

PCs are ubiquitous in homes, offices, retail stores, and
manufacturing facilitics. Once & curiosity possessed only by
a few hobbyists and devotees, the PC is now an essential
appliance for business, science, professional, and home use.
As the velume of PCs purchased and used has increased, and
as PC technology has rapidly improved, the cost of PCs has
steadily decreased. However, a PC is still a relatively
expensive appliance, especially when the cost of the soft-
ware installed on the PC and the various peripheral devices
attached to the PC are copsidered. PCs, laptop PCs, and even
relatively larger server computers have all, therefore,
become attractive targets {or thefi.

FIG. 1 illustrates various types of security systems com-
monly employed to prevent theft of PCs and PC compo-
nents. A PC 102 is mounted on a table 104 and is connected
1o & keyboard-input device 106 and a display monitor 108.
The PC 102 is physically secured fo the table 104 with a
hinged fasiening device 110, which can be opened apd
locked by ipserting a key 112 into a lock 114. The display
monitor 108 is physically attached to the table via a cable
1¥6 and cylindrical, combipation-lock 118 system. Serial
numbers 120 or 122 are attached 10, or imprinted on, the side
of the PC 102 and the side of the display moritor 108,

45

50

55

2

respectively. Finally, there is a software-implemented lock
and key sysiem for controlling access to the operating
system and hence 1o the various application programs avail-
sble on the PC 102. Typically, 2 graphical password-entry
window 124 is displayed on the screen 126 of the display
monitor 108. In order to use the computer, the user types a
password via the keyboard 106 inte the password sub-
window 12§ of the password-entry window 124. The user
then depresses a keyboard key ic indicate 10 a security
program that password eniry {s complete. As the nser types
the password, each letter of the password appears al the
posilion of 2 blioking cursor 130, The characters of the
password are either displayed explicitly, or, more
commoaly, aslerisks or some cther puncruation symbol are
displayed fo indicate the position within the password in
which a character is entered 20 that an observer cannot read
the password as il is emtered by the user. The security
program checks an entered password against a list of autho-
rized passwords and ailows further access io the operaling
system only when the entered password appears in the list.
L many systems, both a character string identifying the user
and a password must be eniered by the user in order to gain
access {0 the operating system.

The common types of security systems displayed in FIG.
1 are relatively inexpensive and are relatively easily imple-
mented and instalied. They are not, however, foclproof and,
in many cases, may not provide even adequate deterrents io
2 determined thief. For example, the key 112 for the hinged
fastening device 110 can be stolen, or the fasiening device
can be pried looss with a crowbar or other mechanical tool,
A clever thief can polentially duplicate the key 112 or jimmy
the lock 114. The cable 116 can be cut with bolt cutters or
the cylindrical combination lock 118 can be smashed with a
hammer. Gften, the combination for the cylindrical combi-
nation lock 118 is written down and stored in a file or wallet.
If that combination is discovered by a thief or accomplice to
theft, the cylindrical combination lock will be useless. In the
situation Mlustrated in FIG. 1, if the table is not bolted to the
floor, a thief might only need to pick up the display monitor
198, place it on toe focr, siide the cable down the table leg
to the floor, and lift the table suficiently io slip the cable
frec. While this example might, at first glance, seem silly or
conlrived, it is quite ofien the case that physical security
devices may themselves be more secure than the systems o
which they ere installed, taken as a whole. This commonly
ariscs when security devices are instalied to counter certan
abvicus threats but when less obvious and unexpected
threats are ignored or not considered.

While the serial numbers 126 and 122, if not scraped off
or altered by a thief, may serve o identify a PC or COmPO-
nents of the PC that are stolen and later found, or May Serve
as nolice lo an honsst purchaser of second-hand equipment
that the secopd-hand equipment was obtained by illegal
means, they are not an overpowering deterrent 1o a thief who
mlends to use a purloined PC or PC component at home or
to sell the purloined PC to unsavory third parties.

Password protection is commonly used to prevent mali-
cious or unauthorized users from gaining access to the
operating sysiem of a PC and {hus gaining the ability fo
cxamine confidential materials, to steal or cormupt dafa, or to
transfer programs or data to a disk or to another compuier
from which the programs and data can be misappropriated.
Passwords have 2 number of weli-known deficiencies.
Often, users employ easily rernembered passwords, such as

5 ikelr names, their children’s names, or the names of fictional

characters from books. Although not a trivial undertaking, a
determined hacker can often discover such passwords by



US 6,594,765 B2

3

repetitive trial and error methods. As with the combination
for the cylindrical combination lock 118, passwords are
often written down by users or revealed in conversation.
Even if the operating system of the PC is inaccessible 1o a
thief who steals the PC, that thief may relatively easily
interrupl the baot process, reformat the bard drive, and
reinstall the operating system in order 1o use the siolen
compurer,

More elaborale security sysiems have been developed or
proposed to prolect various types of electrical and mechani-
cal equipment and to protect even living creatures. For
example, one can have instailed in a car an elecironic device
that can be remotely activated by telephons to send oul a
homing signal to mobile police receivers. As another
example, laic model Ford and Mercury cars are equipped
with a special electronic ignition lock, which is activated by

i Iocated within 2 key. As still another
example, small, integrated-circuit identification tags can
now be injected into pets and research animals as z sort of
internal serial mumber. A unigue identification number is
transmitted by these devices to a reading device that can be
passed over the surface of the pet or research animal to
detect the unigne identification number. A large variety of
different data encryption techniques have been developed
apd are coimirercially available, including the well-known
RSA public/private encryption key method. Devices have
been bullt that automatically generate computer passwords
and that are linked with password devices installed within
the compuler io prevent hackers from casily discovering
passwords and to keep the passwords changing at a sufficient
rale to preven: extensive access and Jimit the damage
resulting from discovery of a single password.

While many of these elaborate security systems are imple-
mented using highty complex circuitry and software based
on complex mathematical operations, they still employ, at
some level, the notion of a key or password that is physically
or mentally possessed by a user and thus susceptible to theft
or discovery. A need bas therefore been recognized for a
security system for protecting PCs and components of PCs
from theft or misuse that does not depend on physical or
software implemenied keys and passwords possessed by
users. Furthermore, a need has been similarly recognized for
intelligent security systems to protect the sofiware that runs
on PCs and to protect other types of electronic, mechanical,
ard electromechanical systems and devices, including
antomobiles, firearms, home entertainment systems, and
creafive works encoded in media for display or broadcast on
home enfertainment sysiems.

SUMMARY OF THE INVENTION

One embodiment of the present invention provides a
security system for protecting a PC and components
instalied in or attached to the PC from use afier being siolen.
Agents are embedded within varicus devices within the PC.
The agents are either hardware-implemented logic circuits
included in the devices or firmware or software routines
running within the devices that can be directed 1o enable and
disable the devices in which they are embedded. The agents
intercept communications to and from the devices into
which they are embedded, passing the commugicaiions
when authorized 1o do so in order o enable the devices, and
blocking communications when not authorized, effectively
disabling the devices. Embedded agents arc continuously
anthorized from a remote server computer, which is coupled
lo embedded agents via a communiczlions medium, by
handshake operations implemented as communications mes-
sages. When the PC is disconnected from the communica-

s Faeny fwn oyt
a lny ifransmifter,

4

tions Nnk lo the remote server, as happens when the PC is
stolen, the devices protecied by embedded agents no longer
receive anthorizations from the remote server and are there-
fore disabled. User-level passwords are neither required nor

s provided, and the security system cannot be thwarted by
reinsfalling the PC's operating system or by replacing pro-
grammable read only memory devices that store low-level
mitialization firmware for the PC,

Alternative embodiments of the present invention include

10 contrel and manegement of software and hardware on a
pay-to-purchase or pay-per-use basis, adaptive commputer
systems, and control and security of mechanical, electronie,
and electro-mechanical systems and devices other than
compuiers. A computer systern may be manufactured to

15 iclude various optional hardware aad software componenis
controlied by embedded agents and initially disabled. When
the purchaser of the compuier sysiem later decides lo
purchase an optional, preinstalled but disabled componexnt,
the manufacturer can enable the coniponent by authorizing

20 an associated embedded agent upon receipt of payment from
the owner of the system. Similarly, the owner of the com-
puter system may choose 1o rent an optional component for
a period of time, and thal component can then be authorized
for the period of time by the manufacturer, upon receipt of

25 paymeni. Software may be manufactured (o require autho-
rization {rom a server via an embedded agent either located
within the disk drive on which the software is siored or
located within the software itself. Computer systems may
automalically adjust their configuration in response io

10 changes in workload by enabling and disabling components
via embedded agents.

Alternative embodiments may include embedded agents
that receive authorization messages based on proximity fo,
of location within, a defined physical space. For example,

35 such embedded agents may receive authorization messages
through a communications medium ineffective outside
defined ranges and distances from an authorizing server or
message dissemination poict, such as an antenma.
Alternatively, the embedded agent may include distance or

40 proximity sensiog circuifry in order 1o actively compute a
distance from, or relative location with respect to, a server
or message dissemnination point. Thus, a device containing

~rsuch ap embedded agept may become inoperable when
removed from within 2 defined region or further away from

45 a server or dissemination peint than a threshold distapee.

Finally, systems other than computers, including indus-
trial machine tools, processing equipment, vehicles, and
firearms may be controlled and secured by embedding
agenis within one or more components included in the

50 systems. Examples include autemobiles, airplanes, waler
craft, ships, submarines, space vehicles, automatic teller
machines, building and building environmental systems,
weapons systems, power generation systems, fuel storage
and dispensing systems, information and enteriainment

35 broadeast and receplion systems and devices, mdustrial
process systems and devices, robots, medical devices and
instramentation, all kinds of computer peripheral devices,
personal digital assistants, electronic cards and documenis,
security systems and devices, and telecommunications sys-

60 tems and devices.

BRIEF DESCRIPTION OF THE DRAWINGS

FiG. 1 illustrates various types of security systems com-
monly employed to prevent theft of PCs and PC compe-
g5 Denis.
F1G. 2 is a block diagram of example internal components
of a PC cornected 10 a remote server.
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FIG. 3 is 2 block diagram of exampic hardware and
soffware componenis and communications pathways that
implement a single embedded zgent connected to a client
that is, in turn, connected to a security authorizalion server.

FIG. 4 1s a state diagram for an example embedded agent.

FIG. 5 is an example state diagram for the interaction of
a security authorization server with one embedded agent.

FIG. 6Ailiustrates ap example inftiation of the sending of
a SAVE ME message by an embedded agent.

FiG. 6B illustrates an example receipt of a SAVE ME
message by a security authorization server.

FIGS. TA-F dlustrate the bandshake operation that imme-
dialely follows receipt by an example BEASS server of a

SAVE ME message from ap example EASS embedded agent

in the Initial Power-On Grace Period state.

FIGS. 8A-T illustrate a second example handshake opera-
fion that follows the original handshake operation of FIGS.
TA~F by some period of time Jess than the original authe-
rization period.

FiGS. 9A-B illustrate the recovery mechanism that is
employed by an example EASS embedded agent in the event
that the OK message of FIGS. 8E—F was lost and not
received by the EASS embedded agent.

DETAILED DESCRIPTION OF THE
INVENTION

One embodiment of the present invention is an embedded

agent security system (“EASS™) for protecting & PC, and, 3

more particularly, the internal components of a PC, from
misuse or misappropriation. The EASS includes a server
component, one or more embedded agents, and, optionally,
a client componeal. The server component Is a centralized
repository and control point that provides authorizations to
agents embedded within PC components and connected to
the server component via a communications connection. The
server authorizations allow the embedded agenis to enable
operation of the components within which the embedded
agents reside for a period of fime. The server component
FUnNS ON ONE OF MOFE SEIVEr computers, one or more of which
are connected by a communications medium to the PC. An
embedded agemt is embedded as a logic circuit within the
circuitry that controls operation of an interna} component of
the PC or is embedded as a irmware or software routine that
runs within the intersal component of the PC. The chent
component, when present, runs as & software process on the
PC. The client component of the £ASS primarily facilitates
communpications between the server component and the
various embedded agents. For example, when multiple
embedded agents are included in the PC, the ¢lien! compo-
neni may serve as a distribution and collection point for
communications between the server component and the
multiple embedded agents.

Because embedded agents enable operation of the internal
components i which they are embedded, and because
embedded agents require frequent authorizations from the
server component in order to enable the internal
corpanents, if the communications connection between the
server componen! and an embedded agent is broken, the
inlernal component i1 which the embedded agent resides
will be disabled when the current period of authorization
expires. The communications connection between the server
and 2l emsbedded agents within the PC will be broken when
the PC is powered down or disconnecied from the external
cormmunications medium by which the PC is connecied to
the server. Thus, any attempt to steal the PC will result in the
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theft of 2 PC that will not be operable once the current period
of authorization expires. In order to subsequently operate the
PC, the thiefl would need to reconnect the PC to the server
and invoke either cliem or server utilities 1o refnitialize the
embedded agents. These utilities are themselves protected
by password mechanisms. The thief cannot circumvent the
embedded agents by reinstalling the eperating system or by
replacing programmable read only memories (“PROMs™).
The stolen PC is therefore essentially worthiess 1o the thief,
and, perhaps more important, the data stored within the PC
is ipaccessible lo the thiel as well as to any other party.

Certain impiementations of this embodiment may rely on
one or more internal password identification mechanisms.
However, uniike the other well-known security systerns
discussed above, the vser of a PC protected by the EASS
does ot need to possess a password and is, in fact, pot
allowed 1o know or possess the passwords used internally
within the EASS.

In a preferred implementation of this embodiment, the
server and client components are implemented in software
and the embedded agents are implemented as hardware logic
circuils. However, all three of these components may be
implemented either as software rouiines, firmwave routines,
hardware circuits, or as a combination of software, firmware,
and hardware.

EASS Hardware and Sofiware Configuration

F1G.2 is a block diagram of example internal components
of 4 PC connected to 2 remote server, The remole server 202
is conpected to the PC 204 via a connection 206 that
represenis 2 local area petwork which is possibly isell
connecied to a wide area network and which supports one of
any number of common network protocols or combinations
of protocols 10 transfer messapes back and forth between the
server component 202 and the PC 204. Messages may be
transmitted, for example, via the Inlernet. The PC 204 is
coanected to an external output device, in this case a display
monitor 208, and ic two input devices, 2 mouse 210 and a
keyboard 212. Iniernal components of the PC include a
central processing unit (“CPU™) 214; a random access
memory 216; a system coniroller 218; a hard disk 220; and
a purnber of device controllers 222, 224, 226, 228, and 230
conmecied to the system controtier 218 directly through a
high speed bus 232, such as a PCI bus, or through a
combinaticn of the high speed bus 232, a bus bridge 234,
and a low speed bus 236 such as an ISA bus. The CPU 214
is connecied 1o the system controller 218 through & special-
ized CPU bus 238 and the RAM memory 216 is connected
1o the system controller 218 through a specialized memory
bus 246, FIG. 2 represents one possible simple configuration
for the internal components of a PC. PCs having different
pumbors or types of components or employing different
connection mechanisms other than PCL or 1SA buses may
have guite different internal configurations.

The device confrollers 222, 224, 226, 228, and 230 are
normally implemented as printed circuit boards, which
inclade one or moere application specific integrated circuits
(“ASICs”) 242, 244, 246, 248, and 250. The ASICs, along
with firmware that is normally contained in various types of
ROM memory on the printed circuit boards, implement both
a communications bus interface and a command interface.
The communications bus interface aliows for data and
message communication with operating system routines that
run on the CPU 214, The command interface emables the
operafing system 1o control the peripheral device associated
with the device conwroller. For example, the hard disk 220
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comprises a mumber of physical platters on which data is
stored as tiny magnetized regions of the fron oxide surface
of the platters (not shown), & motor for spinning the platters
(not shown), and a printed circuit board 228 which imple-
ments circuifry and firmware routines that provide a high-
level interface to operating system drivers. In modern disks,
there is often a printed circuit board that includes an ASIC
that is packaged within the disk as well as a printed circuit
board card that is conpected via a bus to other internal
components of the PC, including the system controller 218
and the CPU 214.

Programs that run on the CPU 214, including the oper-
ating system and the EASS client, are permanently stored on
a hard disk 252 and are transiently stored in RAM 254 for
execution by the CPU 214. Logic circuitry that implements
the embedded agents of the BASS 1s included within the
ASICs that implement the various device controliers 242,
244, 246, 248, and 250. The device controller may conirol
such devices as optical disk devices, tape drives, modems,
and other data sources and communications devices. EASS
embedded agents can be additionally included within the
circuitry that implements RAM 216, the system controller
218, and even the CPU 214, One skilled in the art will
recognize that any circuit in which commupications can be
intercepted may reascnably host an embedded agent and that
many other componenis may therefore host embedded
agents. Further, a PC 264 may include only a siagle embed-
ded agent or may include a mumber of EASS embedded
agents.

FIG. 3 is a biock diagram of example hardware and
software components and communications pathways that
imzplement a single embedded agent connected to a client
which is, In turn, connected to a security suthorizafion
server. In one embodiment, the EASS embedded agent 362
is a logic circuit embedded within an ASIC 364 which is
included on a printed circuit board 306 that implements a
particular device controller, The device controller is con-
nected through one or more internal communications buses
308 10 an EASS client program 316 implemented as & driver
within the operating system 312 running on the CPU 314 of
the personal computer, The CPU 304 is, 1 turn, connected
through one or more internal buses, such as a PCI bus, and
external communication lines, such as & LAN or a LAN
combined with a WAN 318, to the server computer 318, The
componenis of the server computer that mmplement the
EASS server include an EASS server program 320 and a
non-volatiie storage device 322 in which the EASS server
program 320 stores anthorization and embedded agent infor-
mafion. The EASS server program 320 exchanges informa-
tion with the non-volatile storage device 322 via Internal
buses 324 of the server computer 318. There are a variety of
ways in which the embedded agent and authorization infor-
mation can be stored by the EASS server 320 on the
non-volatile siorage device 322. In one implementation of
the described embodiment, this data is stored within 2
commercial database mapagement system, such as a rela-
tional database.

Messages and commands that are passed to the device
controlier 306 for 2 particular internal or peripheral device
over the communications bus 308 first pass through the
EASS embedded agent logic 302 before entering the ASIC
circuitry 304 that implements the device controller. The
EASS embedded agent 302 is associated with a number of
non-volatile registers 326 that store authorization state infor-
mation. When the embedded agent has been authorized by
an EASS server 320, or during a short grace period follow-
ing power up, the EASS embedded agent passes messages
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and commands threugh to the ASIC 304 that implements
normal message handling and the device controller
However, when the EASS embedded agent 302 is not
authorized by the EASS server 326, or when an iniiial
power-on grace period bas expired, the EASS embedded
agent blocks messages and commands to the ASIC 364
thereby disabling the device controlled by the device con-
troller 306. The EASS embedded apent thus serves as a
hardware-implemented control point by which 2 device is
enabled or disabled. Authorization messages pass from the
EASS server 320 through communications pathways 316
and 308 1o the EASS embedded agent 302. The BASS
embedded agent 302 can also initiate 2 message and pass the
message through pathways 308 and 316 (o the EASS server
320. For example, the EASS embedded agent 302 may
request authorization from the EASS server 320.

In the described embodiment, the EASS chient 310 faciki-
lates communicaiions between the EASS server 320 and the
EASS embedded agent 302, When & PC includes more than
one BASS embedded agent, the BASS client 310 bandles
routing of messages from the EASS server 320 to indjvidual
EASS embedded agents 302 and collects any messages
Initialed by EASS embedded agents 302 and forwards them
to the EASS server 3200 In addition, the EASS client 310
may support a small amount of adminisirative functionality
on the PC that allows the EASS 10 be reinitialized in the
event of loss of coonection or power failure. The EASS
client 319 may not be a required component in zliernative
embodiments in which an EASS server 320 communicaies
directly with EASS embedded agents 302.

In alterpative embodiments, the EASS server may com-
municate with EASS smbedded agents by a communications
medivm based on transmission of oplical or radio signals
rather than on elecirical signals. Moreover, aliernate
embodiments may employ multiple EASS servers that may
be implemented on remote computers or that may be
inclided within the same computer that hosts the EASS
embedded agenls,

EASS Server and Embedded Agent State
Transitions

FIG. 4 is a state diagram for an example embedded, agent.
FIG. 4 shows four different states that an EASS embedded
agenl may occupy: (1) an Initial Power-On Grace Period
state 402; (2) a Power-On Grace Period state 404; (3) an
Authorized state 406; and (4) a Not Authorized state 408,
Transitions between these states arise from three types of
events: (1) a successful handshake between the embedded
agent and the EASS server that resulls in transfer of an
authorization by the EASS server lo the embedded agent 1o
permit operation of the device associated with the EASS
embedded agent for some period of time; (2) a time out that
occurs when the EASS embedded agent has exhausted its
current authorization period prior to receiving a subseguent
re-authorization from the EASS server, and (3) a special
back-door mechanism that allows an entily such as the
EASS client to reinitialize an EASS embedded agent sa that
the EASS embedded agent can reeslablish contact with an
EASS server following interruption of & previous connec-
tion.

Following an initial power up 410 of the device hosting an
EASS embedded agent, the EASS embedded agent enters an
Initial Power-On Grace Period 402. The Initial Power-On
Grace Period allows operation of the device conirolled by
the EASS embedded agent for some short period of time
following power up of the PC necessary for initialization of
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the PC that contains the device and embedded agent and
allows for establishment of contact between the EASS
embedded agent and an BEASS server. When in the Initial
Power-On Grace Period 410, the EASS embedded agent
contains one of a certaln number of initial passwords that are
recognized by EASS servers as belonging to EASS embed-
ded agenis in the Initial Power-Op Grace Period. These
initial passwords allow an EASS server to distinguish a valid
request for handshake operation from an attempt w0 solicit
authorization by an embedded agent that has been previ-
ously authorized by an EASS server. In the latter case; the
embedded agent may well be hosted by a stolen or misused
device, From the Injial Power-On Grace Period state, the
EASS embedded agent may send a solicitation message, for
cxample, a2 “SAVE ME” message lo an EASS server to
anncunce that the EASS embedded agent has been powered
up for the first time, as indicated by transition arrow 412, and
to solicit & handsbake operation. Sending of the SAVE ME
solicitation message does pot, by itself, cause a2 state tran-
sition. When an EASS server receives a SAVE ME message
from an EASS embedded agent, the EASS server undertakes
sending of an authorization to the EASS embedded agent
through a handshake mechanism, to be described below. The
handshake may either fail or succeed. ¥f a handshake fails,
the EASS embedded agent remains in the state that il
occupied prior to initiation of the handshake,

When an EASS embedded agent is in the Initial Power-On
Grace Period, a successful handshake operation results in the
EASS embedded agent transitioning 414 1o an Avthorized
stale 406, Al regular intervals, the EASS server continues fo
reauthorize the EASS embedded agent through successive
bandshake operations 416 which result in the EASS embed-
ded agent remaining in the Authorized state 406. In the
Authorized state 406, the EASS embedded agent passes
through commands apd data to the device that it controls
allowing that device to operate normally. If, for any number
of reasons, the EASS embedded agent does not receive
reauthorization prior to the expiration of the current autho-
rization that the embedded agent has received from ar EASS
server, a time out occurs causing transition 418 of the EASS
embedded agent to the Nol Authorized state 408.

In the Not Authorized state 408, the EASS embedded

agenl blocks commands and data from being ransmitted fo

the device coatrolled by the HASS embedded agent, effec-
tively disabling or shutting down the device. Alternatively,
the EASS embedded agent may actually power down a
device that can be powered down independently from other
internal components of the PC. When in the Not Authorized
state 408, the EASS embedded agent may send a SAVE ME
message 420 10 an EASS server. Sending of this message
does not, by itself, ceuse a state transition, as indicated by
arrow 420. However, if an EASS embedded agent receives
the SAVE ME message and initiates a handshake operation
that is suceessfully concluded, the EASS embedded agent
trapsitions 422 from the Not Authorized staie 408 back 1o the
Authorized state 466.

The EASS embedded agent and the device that the BEASS
embedded agent controls can be powered up any number of
times following an initial power up. The EASS embedded
apent stores enough information i 2 number of non-volatile
registers associated with the EASS embedded agent (eg.,
registers 326 in FIG. 3) two differentiate a normal or noo-
initial power up from an inftial power up. Following a
nen-initizl power up 424, the EASS embedded agent tran-
sitions 426 to a Power-On Grace Perlod state 404. When
occupying the Power-On Grace Period state 404, the EASS
embedded agent may send 2 SAVE ME message 1o an EASS
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server. The sending of the SAVE ME message 428 does not,
by itself, cavse a state transition, as indicated by arrow 428
The Power-On Grace Period lasts a short period of time
sufficient for the PC 1o be booted and all of the internal
components to be initialized and for the BASS embedded
agents controlling those components to establish contact
with an EASS server. If an EASS server, upon receiving the
SAVE ME message, successfully completes 2 handshake
aperation, the EASS embedded agent transitions 430 from
ihe Power-Cn Grace Period 404 to the Aunthorized state 406,
If 4 successful handshake operation is not completed before
the short Power-On Grace Period authorization period
expires 432, the embedded agent transitions 432 from the
Power-On Grace Period 404 10 the Not Authorized state 408.

A special mechanism may be provided for reinitialization
of an EASS embedded agent following normal power on.
That mechanism is referred o as the “back door” mecha-
nism. The back door mechanism may be initiated, ai the
direction of 2 user or administrator, by an EASS client
running on the same PC that includes the smbedded agent,
or may be initiated by an EASS server upon discovery by the
EASS server of a failed or interrupied connection. When the
EASS embedded agent receives 2 message that implements
the back door mechanism, the EASS embedded agent tran-
sitions 434 from the Power-On Grace Period 404 back 1o the
Initia]l Power-On Grace Period 402. In alternative
embodiments, the back door mechanism might allow for
transitions from either of the other two states 406 and 408
back to the Initial Power-On Grace Period state. In more
complex embodiments, the back door mechanism might
allow for transitions o states other than the Initial Power-On
Grace Period.

FIG. 5 is an example staie diagram for the interaction of
a security authorization server with one embedded agent.
With respect to an EASS embedded agent, the EASS server
may occupy any one of three states at 2 given instant in fime:
(1) the EASS server may be in an lznorant of Agent state
302; (2 the EASS server may be in @ Knowledgeable of
Agent state, aware of but not having authorized the agent
504; and (3) the EASS server may be in an Agent Anthorized
state 506. Initially, an EASS server is ignorant of the
embedded agent, and thus occupies the Ignoram of Agent
stale 502. When the EASS server receives 2 SAVE ME
message from the EASS embedded agent that is 1o the Intial
Power-On Grace Period state (402 in FIG. 4), the EASS
server (ransitions 508 from the Ignorant of Agent state 502
to the Knowledgeable of Agent state 504, As part of this
transition, the EASS server typically makes an entry into a
database or enters a record inlo a file that allows the EASS
server {0 preserve its awareness of the EASS embedded
agent. The EASS server may receive SAVE ME messages
from the EASS embedded agent when occupying either the
Kuowledgeable of Agent state 504 or the Agent Authorized
state 506. As indicated by arcows 518 zad 512, receipt of
SAVE ME messages by the BASS server in either of states
504 and 506 does not, by itself, cause a state transition.

The EASS server may initiate and complete a successful
handshake operation with the EASS embedded agent while
the EASS server occupies the Knowledgeable of Agent state
504 with respect to an agent. Completion of a successful
handshake operation causes the EASS server fo transition
514 from the Knowledgeable of Agent state 504 to the Agent
Authorized state 506 with respect to the agent. This transi-
lion may be accompanied by the saving of an indication in
a database or a file by the EASS server thal indicates that the
embedded agent is authorized for some period of time.
When occcupying the Apent Authorized siate, the LEASS



US 6,594,765 B2

11

server mey continue o initiate and complete successful
handshake operations with the embedded agent and, by
doing so, contimue 10 occupy the Agent Authorized stale.
However, if a handshake operation is unsuccessful, the
EASS server transitions 518 from the Agent Authorized state
506 back to the Knowledgeable of Agent state 504,

In some embodiments of the present invention, there may
be an additional transition 520 from the Knowledgeable of
Agent state 504 back to the Ignorant of Agent state 502. This
transition corresponds 1o a purging or cleaning operation
that allows an EASS server to purge datzbase entries or file
records corresponding to a particular EASS embedded agent
if the EASS server is unsuccessful in authorizing that EASS
embedded agent for some period of time. Such 2 purging
operation allows the EASS server to make room in 2
database or file t¢ handle subsequent eniries for EASS
embedded agents that angounce themselves vsing SAVE ME
messages from an Initial Power-On Grace Period state.

EASS Messages

FIGS. 6A-9B iilustrate details of the sending and reesiv-
ing of SAVE ME messages and of the EASS server-initiated
handshake operation. In each of these figures, example
contents of the non-volatile registers associated wilth an
EASS embedded agent, contents of a message, and contents
of a portion of the database associated with an BASS server
are shown. FIG. 6A will be pumerically labeled and
described in the discussion below, but the labels will be
repeated in FIGS. 6B-9B oply when the labels are relevant
10 an aspect of the EASS in the figure referenced in the
discession of the figure,

FIG. sAitlustraies initiation of the sending of 2 SAVE ME
message by an EASS embedded agent. The EASS embedded
agent 602 is assoclated with three non-volatile registers that
contain: (1} the current password 604; (2) the previous
password 606; and (3) the time remaining for the current
authorization period 608. Passwords may comprise com-
pirier words of 56 bits, 64 bits, or 2 larger number of biis that
provide a sufficiently large number of unique initial pass-
words. The direction of propagation of the SAVE ME
message is indicated by arrow 610, The SAVE ME message
612 being transmitied is displayed along ‘with iis informa-
tional content 614, The EASS server 616 contains a repre-
sentation of a portion of a database that contains information
about EASS embedded agent authorizations 618. This data~
base contains celumns that indicate the communications or
network address of lhe EASS embedded agent 620, the
EASS embedded agent’s current password 622, the EASS
embedded agent’s previous password 624, and an indication
of whether the EASS embedded agent is currently autho-
rized or not 626. Additional or alternative columns may be
present. For example, the next column 628 is used in
subsequent figures 1o store the amount of time for which the
EASS embedded agent is authorized. Each row in the
database 63G-633 represents one particular EASS embed-
ded ageni. Rows 630 and 631 contain information for
previously authorized EASS embedded agents (not shown).
EASS embedded agent 602 of FIG. 6A is in the Ipitjal
Power-On Grace Period state (402 of FIG. 4) and the EASS
server 616 of FIG. 6Ais, with respect 1o the embedded agent
602, in the Ignorant of Agent state (502 of FIG. 5). Rect-
angular inclusions 634 and 636 represent the implementa-
tion of, and any volatile storage associated with, the EASS
embedded agent and the EASS server, respectively.

In one embodiment, when the EASS embedded agent 682
is in the Initial Power-On Grace Period, it has an initial fime
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remaining period of two minutes, as indicated by the con-
tents of the time remaining non-volatile register 668. This
initial time remaining period is chosen 1o be sufficient for the
HASS embedded agent 602 to establish a connection with
the EASS server 616, 1o solicit 2 handshake operation, and
to complete the solicited handshake operation and may vary
in duration for different types of computers. Both the current
password register 604 and the previous password regisier
606 contain a defauit initial password that is recognized by
EASS servers as correspending to an EASS embedded apent
in the Initial Power-On Grace Period staie. 1t shouid be noted
that there may be a greal number of different such default
passwords. In the described embodiment, the circuitry that
implements the EASS embedded agent notes that the autho-
rzation time remaining is two minutes, and that it is
therefore necessary for the EASS embedded agent 602 10
send & SAVE ME message 612 1o ap FEASS server to request
continvation of authorization. Thus, the EASS embedded
agent 602 initiates sending of the SAVE ME message 612.

The SAVE ME message 612 contains an indication or
operation code 638 designating the message as a SAVE ME
message, the contents of the current password register 640,
and the contents of the previous password regisier 642, In
the case of an EASS embedded agent in the Initial Power-On
Grace Period state, both the current password and previons
password registers coniain the same initial password in the
present embodiment. Alternative embodiments might use
different initial current and previous passwords. In general,
sending both the current password and the previous pass-
word provides sufficient information for the EASS server
thal receives the SAVE ME message 1o correct any errors of
discrepancies thal may bave arisen during a previous failed
handshake. An example of a recovery from a failed hand-
shake operation will be described below with reference fo
FIGS. 8A-B.

FIG. 6B illustrates receipt of a SAVE ME message by an
EASS server. In this case, the EASS server 616 was, prior
to receipt of the SAVE ME message, in the Ignorant of Agent
state {302 of FIG. 5} with respect 1o the EASS embedded
agent 602. Receipt of the SAVE ME message 612 causes the
EASS scrver 616 to trapsition to the Knowiedgeable of
Agent state {504 of FIG. 5). In making this transition, the
EASS server 616 ¢nters information gleaned from the SAVE
ME message 612 into row 632 of ibe database 618 associ-
ated with the EASS server 616. The address from which the
message was received can be determined from fields con-
tained within a message header {not shown in FIG. 6B). This
address may be the communications address of an individual
EASS embedded agent, & combination of the communica-
lions address of the client and an internal identification
number of the device hosting the EASS embedded agent, or
some other nnique identifier for the EASS embedded agem
that can be mapped to a communications address. The
details of the formats of message headers are specific to the
particular types of communications mechanisms and imple-
mentations. In this example, the addresses are siored as
Internet addresses. The stored Internet address is the address
of the EASS client running on the PC in which the EASS
embedded agent is resident. This address may be enhanced
by the EASS server 616 by the addition of characters to the
address or sub-fields within either the address or in the
message header to provide sufficient information for the
receiving EASS client to identify the particular EASS
embedded agent to which the message s addressed.
Alternatively, a different address might be established for
each EASS embedded agent or an internal address field
might be included in sach message sent from the BEASS
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server 16 an BEASS client that further specifies the particular
EASS embedded agent 10 which the message is addressed.
Thus, receipt of the SAVE ME message has allowed the
EASS server 616 1o store the address “xample@x.com” 632
to identify the EASS embedded agent 602 from which the
message was reccived, to store the current and previous
passwords 644 and 646 taken from the received SAVE ME
message 6§12, and to store an indication that the EASS
embedded agent 602 is not authorized 648.

FIGS. 7A-F illustrate the handshake operation that imme-
diately follows receipt by an example EASS server of a
SAVE ME message from ao example EASS embedded agent
in the Initial Power-On Grace Period state, The handshake
operation i$ initiated, as shown in FIG. TA, by the EASS
server 702. The EASS server 702 generates a new, non-
initial password for the EASS embedded agent 704 anc
stores the new password in volatile memory 706, The EASS
server then sends an authorization message 708, for example
an “AUTHORIZE” message, to the EASS embedded agent
704 that contains the newly generated password 710 along
with an indication 712 that this is ap AUTHORIZE message.

FIG. 7B illustrates receipt of an example AUTHORIZE
message by an example EASS embedded agent. The EASS
embedded agent 704 stores the newly generated password
710 coniatned in the AUTHORIZE message 708 inlo a
volatile memory location 714 implemented in the circuitry
of the EASS embedded agent 704.

F1G. 7C illustrates sending, by an example EASS embed-
ded agent, of an authorization cornfirmation message, for
example a “CONFIRM AUTHORIZATION” message. The
EASS embedded agent 704 sends @ CONFIRM AUTHO-
RIZATION message 716 back to the EASS server 702 from
which an AUTHORIZE message was received, The CON-
FIRM AUTHORIZATION message 716 contains the new
password sent in the previous AUTHORIZE message by the
BASS server 718 as well as the contems of (he current
password register 720. The CONFIRM AUTHORIZATION
message confinms receipt by the FASS embedded agent 704
of the AUTHORIZE message 708.

FIG. 7D illustrates receipt of the CONFIRM AUTHORI-
ZATION message 716 by an example EASS server. The
EASS server 702 updates the current password and previous
password 722 and 724 withio the associated database 726 to
reflect the contents of the CONFIRM AUTHORIZATION
message 716 after checking to make sure that the pew
password returned i a CONFIRM AUTHORIZATIION
message 15 identical to the in-memory copy 706 of the new
password. If the new password contained in the CONFIRM
AUTHORIZATION message is different from the new pass-
word stored in memory 706, then the handshake operation
has failed and the EASS scrver 702 undertzkes a new
handshake operation with the EASS embedded agent 704.

FIG. 7E illustrates sending by the EASS server of a

completion message, for example an “OK” message, in s

response 1o receipt of the CONFIRM AUTHORIZATION
message in order to complete the handshake operation. The
EASS server 702 prepares and sends an OK message 728
that contains both the new password and an indication of the
time for which the EASS embedded agent 704 will be
authorized upon receipt of the OK message.

HIG. 7F illusirates receipt of the OK message 728 by an
example EASS embedded agent. Once the EASS server 7072
has sent the OK message, the BASS server 702 updates the
database 726 to indicate that the client is authorized 729 as
well as to siore an indication of the time 730 for which the
EASS embedded agent has been authorized. At this point,
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the EASS server 702 has transitioned from the Knowledge-
able of Agent state (504 in FIG. 5) io the Agent Authorized
state (506 in FIG. 5). Upon receipt of the OK. message 728,
the EASS embedded agent 704 updaies the current password
register 720 1o reflect the new password sent to the BEASS
embedded agent in the original AUTHORIZE message 708
alter placing the contents of the current password register
720 into the previous password register 732, The EASS
embedded agent 704 also updates the time remaining reg-
ister 734 to reflect the authorization time 736 contained in
the received OK message. Al this point, the EASS embedded
agent lrapsitions from the Initial Power-On Grace Period
stats (402 in FIG. 4) to the Authorized state (406 in FIG, 4).

If the handshake operation fails afier sending of the OX
message by the EASS server to the EASS embedded agent,
but prior to reception of the OK message by the EASS
embedded agem, the connection between the EASS embed-
ded agent and the EASS server can be reestablished and
authorization reacquired by ibe sending by the EASS
embodded agent of a SAVE ME message to the EASS server,
The SAVE ME message will contain, as the current
password, the value that the EASS server has stored as the
previcus password. From this, the BEASS server can deter-
mine that the previcus handshake operation failed, can
update the database 10 reflect the state prior to the failed
handshake operation, and can then reinitiate 2 new hand-
shake operation.

FIGS. 8A-F ilustrate a second handshake operation that
follows the original handshake operation by some period of
lime less than the original authorization period. By under-
taking additional handshake operations, the EASS server
801 continues to initiste handshake operations to maintain
the EASS embedded agent 805 in the Authorized state (406
i F1G. 4). The EASS server B0 generates a new, non-initial
password 802 and sends this password in an AUTHORIZE
message 804, The EASS embedded agent receives the
AUTHORIZE message 8604 and slores the newly penerated
password in memory 806. The EASS embedded agent 805
then sends a CONFIRM AUTHORIZATION message 868
back to the EASS server 801 containing both the newly
generated password 810 and the contents of the current
password regisier 812, Upon receipt of the CONFIRM
AUTHORIZATION message 808, the EASS server 801
updates the database entries for the current and previous
passwords 814 and 816 and then sends an OK message 818
back to the BASS embedded agent 805 that contains the new
password and the new time period 809 for which the FASS
embedded agent 805 will be authorized. After sending the
OK message 818, the EASS server 801 updates the database
fo refiect the new time of authorization 826 and, upon receipt
of the OK message by the embedded agent, the non-volatile
registers of the EASS embedded agent are updated to reflect
the new current password and the now previous password,
$22 and 824, respectively.

FIGS. 9A-B iliustrate the recovery mechanism that is
¢mployed by ap example EASS embedded agent in the event
that the OK message of FIGS. 8E-F was lost and aot
received by the EASS embedded agent. In this case, the time
remaiping continves 1o decrease and the EASS embedded
agent 962 determines from the time remaining register 904
that sending of a2 SAVE ME message #06 is necessary o
mitiate another handshake operation. Because the final QK
messape 818 is not received by the EASS embedded agent
902, the values of the current password register 908 and the
previous password register 916 have not been updated and
are the same as the values that were established as a result
of the first authorization, as shown in FIG. 7F. However, the
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EASS server 912 has updated its internal datsbase 914 to
indicate the new password generated during the previous
handshake operation 916. Thus, the BASS server daiabase
914 does not reflect the actual state of the EASS embedded
agent 902. However, when the EASS server 912 receives the
SAVE ME message 906, the EASS server 912 can imme-
diately determine that the previous handshake operation did
not suceessfully complete and cap update the current pass-
word entry and the previous password entry 916 and 918 in
the associated database 914 to reflect the actual current state
of the EASS embedded agent 902, Thus, upon receipt of the
SAVE ME message, the EASS server and the EASS embed-
ded agent are again synchronized, and the BASS server can
initizis a pew handshake operation to reauthorize the EASS
embedded agent.

The above-illustrated and above-described state diagrasms
and message passing details represent one of many possible
different embodiments of the present inveation. A different
communications protocol with different attendant state dia-
grams and messages can be devised to accomplish the
authorization of EASS embedded agents by EASS servers.
Depending on the communications patbways employed,
different types of messages with different types of fields and
different types of header information may be employed.
Morsover, the EASS embedded agent may contain addi-
tiopal non-volatile registers and may maintain different
values within the associated none-volatile registers. As one
example, rather than passing passwords, both the EASS
server and cach EASS embedded agent may cosntain linear
feedback regisiers that electronically generate passwords
from seed values, The cormmunications protocols between
the EASS server and the EASS embedded agents could
ensure that, during transition from the Initial Power-On
Grace Period state, the EASS embedded agent receives an
imitial seed for its linear feedback register that s also used
by the EASS server for the EASS server’s linear feedback
register. Rather than passing passwords, both the EASS
embedded agents and the EASS servers can depend on
deterministic transitions of their respective linear feedback
registers to generate pew, synchromized passwords at cach
authorization point.

For some systems and devices, an initial grace period,
during which'a device or system containing an embedded
agent is initially authorized, may not be required. In such
systerns, the embedded agent may be somewhat anionomous
with respect o the device or system in which it is located,
and may be self-contained with regard to communications
with an EASS server or servers. For example, the EASS
embedded agent may be separately powered by 2 battery or
other independent power source, and contain a transceiver
and transceiver circuitry to allow the EASS embedded agent
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o communicate with one or more EASS servers, In such
sysiems, it may be appropriate for the EASS embedded
agent o power on into a Not Authorized state, and transition
to an Authorized state upon completion of a successful
bandshake. In such systems, there may be no backdoor
mechanism, and no capability of directly communicating or
interacling with the EASS embedded agent. Example appii-
catfons include a firearm containing an EASS embedded
agent that communicates with an EASS server Jocated on the
person of & police officer or soldier, in a nearby vehicle, or
in & command station or ceniralized communications facil-
ity. The EASS embeddec agent has no initial grace period of
operation, becanse evon a short grace period might enable an
unauthorized user to discharge the fircarm.

A clever thief who has stolen a PC, who has managed to
discern the need 1o establish conmnections betwsen BASS
embedded agents and an EASS server, and who possesses
the necessary passwords 1o gain entry to client and server
utilities that enable 2 connection between an EASS client
and an EASS server to be initialized, still fails to overcome
the EASS and may, in fact, broadcast the location and use of
the stolen PC 10 the EASS. A different EASS server 10 which
a connection is attempted immediately deteets the atiempt
by the thiefl to connect the stolen PC to the EASS server by
detecling non-initial passwords in the SAVE ME message
sent by the EASS embedded agent in order 1o solicit a
handshake eperation. The reconnection attempt is readily
discernible 1o a security adrministrator using utlities pro-
vided to display database contents on the EASS server
Comnection to a different EASS server fails because the
EASS embedded agents power up to the Power-On Grace
Period staie, rather than the Initial Power-On Grace Period
state. The passwords sent to the differeni EASS server are
therefore pot identified as initial passwords. The different
EASS server may then notify a centralized management or
administrative facility of the fraudulent attempt to connect
along with the network address from which the altempt was
made, An attempt 1o connect t0 the same EASS server also
fails, because the address of the EASS embedded agents
within the PC has changed.

Pseudo-code Implementation

A pseudo-code example implementation of an example
EASS server and BEASS embedded agent is given below.
Although the EASS embedded agent will normally be
implemented as a logic circuit, that logic circuit will fmple-
ment in hardware the algorithm expressed below as pseudo-
code. Software and firmware implementations of the EASS
embedded agent may, in addition, represent alternate
embodiments of the present invention.

type PASSWORD;
type ADDRESS;
type TIME;

clags Emor

{

T = =R TR R R T SN PURE S

[

enum MSG._TYPE {AUTHORIZE, CONFIRM_AUTHORIZE, OK, SAVE_ ME, DEVICE},

enum ERRORS {QUEUED_AND_SAVE._ME, MULTIPLE__OKS_LOST, ALARM,
CONFIRM__AUTHORIZE_SYNC, NO__ENTRY, QUEUE_BRROR};

const TIME initGrace = 2:00,
const TIME saveMe = 8:20;
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-continued

15 Errer (ist err, ADDRESS aad);

18 class DeviceMessage

20 Device Message ()

23 class Device

25 Device {;

26 Void enable {);

27 Void disable ();

28 Void send (Device Message & dvmsg);

2! Bool receive {Device Message & dvmsgl;
U

31

32 class Timer

33

34 timer (TIME )
35 void set (TIME t};

38 class Thnerlnterrapt

40 Bimerinterapt (3

43 class TimeServer

a4

45 TimeServer ();

46 TIME nestAuthorizationPeriod (Address add);
47}

4% class Messages

30

51 Messages();

52 Bool getNext ()

i3 MSG_TYPE getType (%

54 PASSWORD getNewPassword ();

55 PASSWORD getCurrentPassword ()

56 PASSWORD getPreviousPassword ();

57 TIME getTime (};,

58 ADDRESS getAddress £);

50 Bool sendAuthorize {(PASSWORD npwd, ADIRESS add);

60 Bool sendConfirmAuthorize (PASSWORD npwd, PASSWORD ¢pwd, ADDRESS addy;
iz} Booi sendOK {Time t, PASSWORD npwd, ADDRESS add);

52 Bool sendSaveMe (PASSWORD cpwd, PASSWORD ppwd, ADDRESS add);
63}

64

65 class Agentessages:Messages

66

67 DeviceMessage & getDeviceMsg (),

[t Bool sendDeviceMsg (DeviceMessage & msg):

T

71 class Passwards

o

73 Passwords (%

74 Bool initialPassword (PASSWORD pwd};

= PASSWORD generateMNewPassword ()

76 void quene (ADDRESS add, PASSWORD ppwd, PASSWORD ppwed);

77 Bool dequeue (ADDRESS 2dd, PASSWORD & npwd, PASSWORD & ppwd);

78 }

T

&0 class Database
81

82 Databasa(};

83 Bool newAgent (ADDRESS add, PASSWORD cur, PASSWORD prev, Bod authorized, Fime h:

84 Bool updaieAgent (ADDRESS add, PASSWORD cur, PASSWORD prev, Bool authorized, Time t);
85 Bool reirieveagent (ADDRESS add, PASSWORD & cur, PASSWORD & prev, Bool & Authorized
86 TIME &t}

87 Bool deletedgent {ADDRESS add);

7]

8}

8

90 agent (PASSWORD current, PASSWORD previous}
91

{
z EASSWORD tpwd;
93 Timer lime {init, Grage}
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-continned

94

95

96

97

8

99
100
101
102
103
104
105
106
307
a8
104
110
111
132
113
114
115
116
117
118
119
120
123
12z
123
124
128
126
127
128
129
130
131
132
133
134
135
136
137
138
138
1480
141
142
143
144
145
146
147

149
150
153
is52
153
154
155
156
157
i56
159
16D
181
162
163
164
165
166
167
168
169
170
171
372

AgentMessages msg (};
Device dv ()
DeviceMessage dvmsg ()
Bool authorized = FALSE;
Booi enabled = TRUE;

H

do

{

}

try
while (msg.getNexi ()
{
switch (msg.getType ()
{

case AUTHORIZE:
tpwid = msg.getNewPassward (3
msgsendConfirmAuthorize (tpwd, current, msggetAddress {);
break;
case O
if {tpwd ~ msg geiNewPassword ()
I

tmeset (msg getTime () - saveMe);
authorized = TRUE;

previous = corrent;

currenl = tpwd;

i {lenabled)

dv.enable ()
enabled = TRIJE,

}
break;

case DEVICE:
if {enabled) dv.send {msg.getDeviceMsg (1),
break;

default;
break;

}

while {dv.receive (dvmsg))
if {enabled) msg.sendDeviceMsg {dvmsg),

i

cateh (Timerintermpt)
if {autharized)

zuthorized = FALSE;
msg.sendSaveMe (cusrent, previons, meg.gatAddress [));
time.set {saveMe);

else
{
enabled = FALSE;
msg sendSaveMe {current, previous, msg.getAddress (3}
tme.set (SaveMe);
dv.disable (),

!

server ()

Messages meg (};
PABSWORD cumrent, previous, deur, dprev, newp;
PASSWORD quenedNew, quevedCurrenl, newpass;

Passwords pwds ()
TIME t;

Database db (),
ADDRESS add;

TimeServer ts {);
Bool avth;

while (msg.getNext ()

switch (msg.getType ()
{
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-continued
173 case SAVE _ME:
174 current = msg getCurrentPassword (3
175 previous = msg.getPrevionsPassward ();
176 if (pswds.dequene {msg.getAddress {), queuedNew, guenedCurrent))
177
178 if {quevedCurrent == cursent)
179
180 Rewp = pswds. generateNewPassword ();
181 pswis.queue (msg.getAddress (), newp, corrent};
182 msg.sendAnthorize (newp, meg.getAddress (1)
183 }
184 else throw (Error (QUEUED_AND__SAVE_ME, msg getAddress (O);
185
186 else
187
188 if {pswds initiatPassword {current) & & pswds.initialPassword
189 {previous))
190
191 db.deleteAgent (msg getAddress (3);
192 newp = pewds. generateNewPassword (3;
153 pswds, quene {msg getAddress {), newp, current);
194 msg.sendAuthorize (newp, msg.getAddress (1)
195 1 .
186 else
197 !
198 if {db.retrieveAgent (msg.getAddress (), deur, dprev, auth,tn)
1%9 {
200 if (dour = currenl && tm >= getSystemTime ()
201
202 newp=ngwds.gencrateNewPassword ()
203 pswds.quene {msg.getAddress {), nowp, current)
204 msg.sendAuthorize (newp, msg.gelAddress ());
205
206 else if (dprev == curient && tm >= getSystemTime (1)
awt
208 mag.sendOK (ts.nextAuthorizationPeriod (msg.petAddress (j,
208 deur, msg.getAddress ()
210
211 else if {dprev == current &£& tm < getSystemTime ()
212
213 throw {frror (MUTTIPLE _OKS  LOST, msg.getAddress ());
234 }
235 else throw {Error (ALARM, msg.petAddress ()
216
217 else throw (Error {ALARM, msg.getAddress ()
218 }
218
220 case CONFIRM_ AUTHORIZE:
221 newpass = msg.getNewPassword (),
222 current = msg.getCurreniPassword ();
223 i (paswds.dequeue {msg.geiAddress (), quenedNew, quesedCurrent}}
224
225 if {newpass == guenedNew && current == quevedCurrent}
726 {
227 iff (db,retrieveAgentmsg getAdkiress {}, dourdprevavth,tm))
228
229 if (deur == current)
230 {
231 tm = {5 nextAuthorizationPericd (msg.getAddress )}
232 db.update Agent[msg.getAddress (j,newpass current,
233 tm + getSystemTime ()
234 msg.SendOK {tm, newpass, msg.getAddress ()
238
236 clse
237
238 throw (Error{CONFIRM, _AUTHORIZE_$YNC,
239 msg getAddress ());
240 3
241 }
242 else
243 {
244 if (pswds intialPassword (cument))
245 {
246 im - {s.aextAuthonizationPeriod {msg getAddress )
247 db.newAgent (msg getAddress {),nbwpass,current,
248 1 + getsystemTime ()}
249 msg.sendOK (tm:, newpass, msg.getAddress (});
250

251 else throw (Eroy (NO_ENTRY, msg.getaddress {);
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23
-coniinued

282 B
253 1
254 else throw (Error (QUEUE _ERROR, msg.getAddress (),
255 E
256 cise throw (Error {ALARM, msg. getAddress ()
257 break;
238 default;
259 bresak;
260
261 }
262 3

Lines I~11 of the above program include definitions of
constapts and types vsed in the remaining hnes of the
program. Linc 1 defines the enumeration MSG__TYPE that
inciudes five enumerated conpstants to describe the five
different types of messages used to implement the EASS.
These types of messages mclude the AUTHORIZE, CON-
FIRM AUTHORIZE, OK, and SAVE ME messages
deseribed in FIGS. 6A-B and 7TA-F, as well as DEVICE
messages which are exchanged between the CPU (214 in
FIG. 2} and the deviee controllers (242, 244, 246, 248, and
250 in FIG. 2) via the system controller (218 in FIG. 2) and
viz any EASS embedded agents residing in the device
confroilers. On lines 3 and 4, an enumeration is declared for
various lypes of errors and potentially insecure conditions
that may arise during operation of both the EASS server and
EASS embedded agents. These errors and conditions will be
described below in the contexts within which they arise. On
lines 68, three basic types used throughout the implemen-
tation are declared. These lypes may be implemented either
using predefined types, such as integers and fioating point
pumbers, or may be more elaborateiy defined in terms of
classes. These types include: (1) PASSWORD, a consecu-
iive number of bits large enough o express internal pass-
words used within the EASS, commonly 56, 64, or 128 bits;
(2) ADDRESS, a number of consecutive bits large enough to
hold communications addresses for EASS servers and EASS
embedded agenis; and (3) TIME, a time value expressed in
hours, minuies and seconds, possibly also inchuding a date
and year, On lines 10 and 11, the constants “initGrace™ and
“saveMe” arc defined to be wo minuvies and 20 seconds,
respectively. The constant “initGrace” is the initial grace
period following power up during which an BEASS embed-
ded agent passes device messages to and from the device
controller into which it is embedded without authorization.
The constant “saveMe” is the interval at which an EASS
embedded agent sends SAVE ME messages 10 an EASS
server in order 10 reestablish authorization. In an alternative
embodiment, both the initial grace period and the SAVE ME
interval may be configurable by a user, by the EASS server,
by an administrator, or by some combination of users, EASS
servers, and administrators.

On lines 1388, a number of classes are declared that are
used in the routines “agent” and “server” that follow. Pro-
totypes for these classes are given, but the implementations
of the methods are nof shown. These implementations are
quite dependent on the specific computer hardware
platforms, opsrating systems, and commuaications proto-
cols employed to implement the EASS. Much of the imple-
mentations of certain of these classes may be directly
provided through operating system calls. The class Error,
declared on lines 13-16, is a simple error reporting class
used in the server routine for exception handling. Only the
constructor for this class is shown on line 15, An instance of
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this class is initialized through the arguments passed o the
construcior. These include an integer value representing the
particular error that has been identified and an address value
that indicales the network or communications address of the
EASS embedded agent that the error relates to.

The class DeviceMessage, declarsd on lines 18-21,
encapsulates methods and data that implement the various
kinds of device messages exchanged betweer the CPU and
ihe device controllers of a PC. The methods and data for this
class depend om the types of communications buses
employed within the PC and are, sherefore, not further
specified in this example program. The class Device,
declared on hines 23-30, represents the functionality of the
device controller within which an EASS embedded agent is
embedded. In general, the methods shown for this class
would be implemented as hardware logic circuits. The
methods include optional metheds for enabling and dis-
abling the device declared on lines 26 and 27, a method for
sending device messages 1o the device, declared on line 28,
and a method for receiving device messages from the device,
declared on line 29

The class Timer, declared on lines 32-36, is an asynchro-
nous timer used in the agent routine. An asynchronous timer
can be initialed for some time period either through the
consiructor, declared on line 34, or through the method
“set,” declared on line 35 If the time period is not reimi-
tialized before the timer expires, the asynchronous timer
throws an exception or, when implemenled in hardware,
raises & signal or causes an interrupt that may then be
handled either by the agent routine or the logic circult that
implements the agent routine. The class Timerlnterrupt,
declared on lines 3841, is essentially a placeholder class
used it the exception handling mechanism to indicate expi-
ration of & timer. The class TimeServer, declared on lines
43-47, is 2 class used by the server routine for defermining
the next authorization period for a particular EASS embed-
ded agent. The method “nextAuthorizationPeriod,” deciared
on line 46, takes the network or communications address of
an EASS embedded apent as an argursent and returns a time
period for which the EASS smbedded agent will be next
authorized, This authorization period may, in some
implementations, be a constant or, in other implementations,
the authorization period may be calculated from various
considerations, including the identity of the pardcular EASS
embedded agent or the previous anthorizalion history for the
EASS embedded agent.

The class Messages, declared on Hoes 49-63, is a gener-
alized communications class that allows an EASS server to
exchange messages with EASS embedded agents. The
method “getNext,” declared on fine 52, instructs an instance
af the Messages class to return 2 Boolean value indicating
whether there are more messages queued for reception. If so,
getNext makes that next message the current message from
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which information can be obtained by calling the methods
declared on lines 53-58. These methods allow for obtaining
the type of the message, the address of the sender of the
message, and the contents of the message, depending on the
type of the message, including new passwords, current
passwords, previous passwords, and authorization times.
The methods “sendAuthorize” and “sendOXK” declared on
lines 59 and 61 are used in the server routine to send
AUTHORIZE and OK messages to EASS embedded agents,
respectively. The methods “sendConfirmAuthorize” and
“sendSaveMe™ declared on lines 60 and 62 are used in the
agent routine to send CONFIRM AUTHORIZE and SAVE
ME messages to an EASS server, respoctively. The class
*AgentMessages,” declared on Hnes 65-89, derived from
the class “Messages,” allows an EASS embedded agent to
communicate both with an BASS server as well as with the
CPU. In other words, the two methods “getDeviceMsg” and
“sendDeviceMsg,” declared on lines 67-68, allow an EASS
embedded agent 1o intercept device messages sent by the
CPU to the device controller in which the EASS embedded
agent is embedded and to pass device messages from the
device controller back to the CPU.

The class Passwords, declared on lines 71-78, is used
within tbe server routine for queuning certain password
information as well as for generating passwords and deter-
mining whether 2 password is an initial password. The
method “initiaiPassword,” declared on line 74, takes a
password as an argument and returas & Boolean value
indicating whether the password 15 an initial password or
not. The method “generateNewPassword,” declared on lines
75, generales & new, non-initial password 1o pass to an EASS
embedded agent as part of ap AUTHORIZE message. A
more sophisticated implementation of generaleNewPass-
word might use an input argument that idestifies a particular
EASS embedded agent for generating new passwords spe-
cific to particular EASS embedded agents. The methods
“quene” and “dequene,” declared on lines 7677, are used in
the server routine for temporarily sioring address/zew
password/previous password friples. The class Database,
declared on lines 80-88, represents the database (618 in
FI1G. 6A) used by the server to track EASS embedded agents
that are authorized by the server. The methods declared on
Iines 8387 allow for adding new agenis into the database,
updating a database entry corresponding to an agent, retriev-
ing the contents of an entry corresponding to an agent, and
deleting the entry for an agent, The address of an EASS
embedded agent is used as the unique identifier 10 identify
that agent’s entry in a database, In other implementations, a
unigue identifier may be generated and stored in the data-
base for esch EASS embedded agenl authorized by the
server routine rather than using the address of the EASS
embedded agent.

The routine “agent,” declared on lLines 90-155, is an
example implementation of an EASS embedded agent. The
agen{ routine takes two passwords, “current” and
“previous,” as arguwmments, These two input arguments rep-
resent the non-volatile current and previovs password reg-
isters 604 and 606 shown in FIG. 6A. Vartious local variables
are declared on lines 92-68. These include 2 temporary
password “tpwd,” an asynchronous timer “time,” an instance
of the AgentMessages class “msg,” an instance of the device
class “dv” that represents the device controller into which
the EASS embedded agent is embedded, a device message
“dvmsg,” and two Boclean variables “authorize” and
“enabled.” The agent routine is implemented within a single
“do” loop starting at line 100 and ending at line 154, Within
this “do™ loop, the agent routine continuously receives and
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responds to messages from a remote EASS server as well as
passes messages exchanged between the CPU and the device
controller in which the EASS embedded agent is embedded.

A large portion of the message handling logic is enclosed
within a try block that begins on Hne 102 and ends on line
137. Exceptions geperated during execution of the code
within the iry block are handled in the caich block beginning
on line 138 and extending to lne 133, In the case of the
agent routine, exceptions are generated by the agynchronous
timer “time.” Within the “while” loop that begins on line 104
and extends through line 132, the agent rontine handles any
messages received from 2 remote EASS server and responds
to those messages a8 necessary. The “whik” statement on
line 104 iteratively calls the getNext method of the Agent-
Messages instance “msg” 10 retrieve each successive mes-
sage thal has been received and queued internally by msg.
When the member “getNext™ returns a TRUE value, msg has
set an internal pointer to make the next quened message the
current message. When the member “getNext” returns a
FALSE value, there are no further messages thal have been
received and queved. Thus, any members of msg called
within the “while” Joop on lines 106-130 that retrieve values
from messages retrieve those valves from the current mes-
sage.

If the current message is an AUTHORIZE message, as
detected on line 108, the agent routine saves the new
password contzined in the AUTHORIZE message in the
local password variable “lpwd,” on line 109, and returns a
CONFIRM AUTHORIZE message to the BASS server on
Iine 110. If the message received from the EASS server is an
OK message, as delected on line 112, the routine agent first
checks, on line 113, if the new password contained within
the OK message is the same as the new password stored in
the local password variable “tpwd.” If so, the routine agent
reinitializes the asynchronous timer on line 115, sets the
local variable “authorized” to the value TRUE on line 116,
transfers the contents of the password variable “current” info
the password variable “previcus” on line 117, transfers the
new password from the Jocal password varable “tpwd™ into
the local password variable “cument,” and, if the local
variable “enabled” contains the value FALSE, enables the
device by calling the member “enable” on bne 121 and seis
the local variable “enable” to TRUE on line 122. If, on the
other band, the new password contained in the OK message
is nol equal to the new password contained in the local
password varisble “tpwd,” then the agent routine simply
ignores the received OK message. If the message received is
a device message, as detecled on line 126, and if the local
variable “enabled” has the value TRUE, then the agent
routine passes Lhat received device message on to the device
by calling the device member “send” on line 127. If the
received message is not of the type AUTHORIZE, OK, or
DEVICE, the agent routine simply ignores the message.

Once all the received and queusd messages bave been
handled in the “while” block starting on line 104 and
conlinuing to line 132, the agent routine passes any mes-
sages sent by the device to the CPU if the local variable
“enable” bas the value TRUE, Messages are reccived from
the device by calling the receive member of the Device
instance “dv” and are transmitted by the agent routine to the
CPU by calling the member “sendDeviceMsg” of the Agent-
Messages iostance “msg.”

If the asynchronous timer “time” expires and generates an
interrupi, thal interrupt is havdled on lines 140-152. If the
local variable “authorized” bas the value TRUE, then autho-
rized is set 0 the value FALSE on line 142, a SAVE ME
message Is sent by the agent routine to the EASS server on
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line 143, and the asynchronous timer “time” is reinitialized
on hine 144, However, if the local variable “authorized” has
the value FALSE, then the asynchronous timer has already
once expired after the agent routine failed to acguire autho-
rization from the remote EASS server. In that case, the agent
routine sets the local variable “enable” 1o FALSE on line
148, sends another SAVE ME message io the EASS remote
server on line 149, reinitializes the asynchronous timer on
line 150, and finally disables the device om line 151 by
calling the member “disable” of the Device instance “dv.”

The routine “server” on lines 157-264 implements the
EASS server. Local variables are declared on lines 156167,
including an iostance of the Messages class “msg,” an
mstance of the Passwords class “pwds,” an instance of the
Database class “db,” and an instance of the TimeServer class
“ts.” A number of local PASSWORD vanables are declared,
including the local variables “current,” “previous,” “decur,”
“dprev,” “mewp,” “guenedNew,” “queuedCumrent,” and
“newpass.” In addition, a jocal TIME variable “tm,” & local
ADDRESS variable “add,” and 2 local Boolean variable
“auth” are declared.

The server rouline continuously receives messages from
EASS embedded agents and, as necessary, responds lo those
messages in the “while” loop beginning on line 169 and
ending oa line 262. The server routine receives only two
types of messages: SAVE ME messages as detected on line
173, and CONFIRM AUTHORIZE messages, as defected on
line 220,

If the next received message is a SAVE ME message, the
server routine first extracts the current and previous pass-
words from the SAVE ME message and places them inio the
local PASSWORD variables “current” and “previous,”
respectively. The server routine then attempis to dequenc an
address/new passwordfcurrent password triple from the
“pswils” instance of the Passwords class. The address of the
EASS embedded agent that sent the SAVE ME message is
used as & unique identifier to locate the queved triple. If a
triple is found, as detected on line 176, and if the current
password extracted from the SAVE ME message is equal to
the current password saved within the triple, as detected on
line 178, then the server rouline must have previously sent
an AUTHORIZE messags 1o the EASS embedded agent, but
the handshake mechanism must have -failed afier the
AUTHORIZE message was seat, In this case, the server
routine simply generates a mew password on line 180,
quetes the address/new password/curzent password Iriple on
line 181, and sends a new AUTHORIZE message to the
EASS embedded agent on line 182. If, on the other hand, the
current password extracted from the SAVE ME message is
not equal 10 the current password dequened from pswds, 3
more serious errar has occurred and the routine server
throws & QUEUED _AND_SAVE_ME exception on line
184. The exception handlers are not shown in this example
program because they are quite dependent on implementa-
tion details and detailed error handling sirategies that may
vary depending on the use to which the EASS has been
applied.

If there is po queued entry for the EASS embedded agent,
then, on line 188, the server routine calls the initialPassword
member of pswds in order to delermine whether both the
current and previous passwords that were included in the
SAVE ME message are special initial passwords. If these
passwards are jnitial passwords, then, beginning on Line 191,
the server routine deletes any database entries for the EASS
embedded agent, generaies a new password, queues a2 new
address-new password-current password friplet, and sends
an AUTHORIZE message to the EASS embedded agent on
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line 194 This is done becavse the SAVE ME message was
sent from an EASS embedded agent in the Initial Power-On
Grace Period state (410 in FIG. 4), or, in other words, from
an EASS embedded agent that is atlempting to connect ta the
server either for the first time or for the first time following
2 reipitialization. If, on the other hand, the current and
previous passwords in the SAVE ME message are not initial
passwords, then the server routine allempts, on Hpe 198, to
retrieve from the database an eniry corresponding o the
BASS embedded agent identified by the address of the agent,
i an eniry exists in the dalabase, then the server routine
altempts o identify, on Hnes 200-217, a scenaric by which
the SAVE ME message was sent by the EASS embedded
agent. f no entry is present in the database for the EASS
embedded agent, then the server routine throws an alarm
exception on line 217. This alarm exception indicates a
potential attempt by 2 stelen or otherwise misused PC to
establish a connection and authorization with the BASS
server represented by the server routine.

On line 200, the server routine compares the current
password stored within the retrieved database entry to the
current password retrieved from the SAVE ME message and
compares the expiration time stored in the database to the
current time as retrieved by ihe operating system routine
“getSystemTime.” If the current password in the database
eniry is the same as the current password in the SAVE ME
message and authorization has not yet expired for the EASS
embedded agent, ther a likely explanation for the SAVE ME
message is {hat a previous CONFIRM AUTHORIZE mes-
sage sent from the EASS embedded agent fo the server
routine was lost. Therefore, the server routine, on lines
202204, generates 4 pew, non-initial password, queucs a
new address-new password-current password triple, and
sends a new AUTHORIZE message to the EASS embedded
agent. If, on the other hand, the previous password from the
database entry equals the current password in the SAVE ME
message and authomization has not expired, then an OK
message from 1he server routine to the EASS embedded
agent was probably lost, and the server routine resends the
OX message on lines 208-208. If the previons password
from the database entry equals the current password in the
SAVE ME message and anthorization has expired, probably
multiple OX messages have been lost indicating some error
in communications, and the server routine throws a
MULTIPLE__OKS_LOST exception on line 213. Finally, if
the contents of the database entry de not reflect one of the
above (hree scenarios handled on lines 200214, the
received SAVE ME message most likely indicates an
aflempt to cstablish z connection and acquire avthorization
by a stolen or misused EASS embedded agent and the server
routine therefore throws an alarm exception on line 215.

When the server rouline recejves a CONFIRM AUTHO-
RIZE message, it first extracis the new password and current
password from the CONFIRM AUTHORIZE message on
Lines 221 and 222. The server routine then atlempis to
dequeuc an address-new password-current password triple
on line 223 corresponding to the EASS embedded zgent that
sent the CONFIRM AUTHORIZE message. If & queued
iriple is found, then the code contained in lines 225-255 may
be executed in order to properly respond to the CONFIRM
AUTHORIZE message. If there is no quened triple, then, on
lipe 256, the server routine throws an alarm exception
indicate a potential atlempt to connect to the server and to
acquire authorization from the server by a stolen or misused
EASS embedded agent. After dequewing a triple, the server
routine checks, on line 227, whether the new password and
current password retrieved from the CONFIRM AUTHO-
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RIZE message correspend 1o {he new password and current
password that were queued in the dequeuned triple. If so, then
the server routine attempts, on line 227, fo retrieve a
datebase entry for the EASS cmbedded agent. If a database
entry is retrieved, then the server routine tests, on line 229,
whether the current password in the database entry is equal
o the current password in the CONFIRM AUTHORIZE
message. If s0, the CONFIRM AUTHORIZE message is a
valid response {0 a previous AUTHORIZE message sent by
the server routine to the EASS embedded agent, and, on
lines 231-234, the server routine updates the database eniry
for the EASS embedded agent and sends an OK message to
the agent. If, on the other hapd, the cumrent password
retrieved from the database entry is not equal to the current
pessword that was retrieved from the queus, the server
routine throws a CONFIRM_AUTHORIZE__SYNC excep-
tion on line 238. If there was no database entry correspond-
ing to the EASS embedded agent, but if the current password
inciuded in the CONFIRM AUTHORIZE message was an
initial password, then this CONFIRM AUTHORIZE mes-
sage came from a EASS cmbedded agent in the Initial
Power-On Grace Period (410 in FIG. 4) and the server
routine creaies & new dalabase entry for the EASS embedded
agent and sends an OK rmessage to the EASS smbedded
agent. However, if the password included in the CONFIRM
AUTHORIZE message is not an initial password, then the
server routioe throws a NO__ENTRY exception indicating a
serious problem in the handshake. I no tripie was found in
the queue corresponding to the EASS embedded agent that
senl the CONFIRM AUTHORIZE message, the server
rouline, on lpe 256, throws 2 QUEUE__BRROR exception
indicating a poteniial problem with the queuing mechanism.

One skilled in the art will recognize that the above-
described implementation of an example EASS server and
EASS embedded ageni describes one potential embodiment
of the present invention and that other implementations may
be realized. For example, the EASS server can be ople-
mented in any number of programming languages for any
number of different operating systems and hardware plat-
forms. The EASS embedded agemt is preferably imple-
meanted as a hardware logic circuit within the device con-
troller for the device inio which the EASS embedded agent

is embedded. A hardware logic circuit cannot be removed -

© without destroying the device controller. A firmware or
software routine can, by contrast, be removed or re-instalied.
The handshake mechanism can be implemented with any
number of different communication message protocols, with
any number of different types of databases, and with any
aumber of different strategies for handiing potential error
and alarm exception. Furthermore, additional error and
alarm conditions might be defected by a more elaborate
implementation, The database may itself be encrypted or
protected by additional security mechanisms.

In the above-described embodiment, an EASS embedded
agent can only receive authorization by first sending 2 SAVE
ME message to an EASS server, In alternative embodiments,
the EASS server or a user of the system hosting the EASS
embedded agents may be provided with the capability to
initiate authorization of an EASS embedded agent.
Moreover, the EASS embedded agents may be manufac-
tured to contain an initial unlock password and to initially
have an unlimited period of anthorization. Once the system
hosting the EASS embedded agent is powered up and
running, the EASS embedded agent can then be identified by
an EASS server and controlied by the BASS server by
sending the EASS embedded agent an suthorization for a
period of time which overrides the uniock password and
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initial unlimited period of aothorization and which requires
the EASS embedded agent to be re-authorized prior to
expiration of the period of time of authorization.

Additional EASS Components and Additional
Applications for the EASS

The EASS server may include 2 package of system
administration utilities that allow 2 system administrator to
configure and monitor the BEASS server’s authorization
activities. These utilities can be used to graphically display
the contents of the database associated with the BEASS server
and to allow the system administrator 10 manipulate those
contents, Also, the EASS client and EASS server may
contain additional utilities that allow a privileged vser 1o
reinitialize EASS embedded agents in the event of discon-
nections or corruptions so that the EASS embedded agents
can reconnect 10 EASS servers 10 reestablish authorization.

The embodimems of the present invention described
above are directed towards providing component-level secu-
rity for & PC. The EASS does not reguire users to know or
remember passwords. All password informalion is internaily
generated and imternally manipulated by the EASS. The
EASS cannot be casily thwarted by reconfiguring the soft-
ware on & PC or even by replacing a firmware component
such as 2 PROM. This is because the EASS embedded
agents are contained within the ASICs that implement the
various device controllers. If those EASS embedded agents
do net quickly esfablish a connection to an EASS server and
do not quickly transition from an Initial Power-On Grace
Period state or 2 Power-On Grace Period state to an Autho-
rized state, the devices controlled by the EASS embedded
agents witl fail to operate.

In the special case of an EASS embedded agent that is
embedded within the circuitry of & hard disk controller, the
EASS embedded agent may additionally encrypt data thatis
received over a communications bus for storage on the
physical platters of the disk and may decrypt data read from
those physical platiers before sending the data back through
1he communications bus, In this fashion, even if a thief were
to steal the hard disk and remove the disk controller
circuitry, the data contained on lhe disk wonld not be
available for use. The data can be encrypted by any of many
woll-known techniques, including RSA-based encryptien
and password-based encryption.

in addition, embodiments of the present invention have
applications in other areas related (o security and in many
areas nol related to security. One area in which the present
invention can be applied is that of enabling hardware or
software components of a PC from a remote siie on a
pay-per-use or pay-for-purchase basis. It is increasingly
common for the incremental costs associated with installa-
tion of a specialized hardware device or specialized software
program during the manufacturing process to be quile small
for a given PC. For example, the cost of installing a software
program on a hard disk during the manufaciuring process
mzy have an incremental cost of well under a dollar.
Likewise, the actual physical circuitry that implements
many speciakized devices can be mass-produced at a very
low cost per unil. However, the cost of installing the
specialized hardware components or software once the PC
has been manufactured and sold may be much higher. For
this reasem, it is desirable for PC manufacturers to include
popular specialized hardware devices and software pro-
grams af {he tme of manufacture in a disabled state. The
purchaser of the PC can then pay a fee either for using the
hardware components or software programs or can later
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purchase the hardware components or software programs, Ia
the former case, the device or program can be enabled, or
authorized, for some lime period. in the latter case, the
device or software program can be enabled on 2 permanent
basis. Embodiments of the present invention, including a
server, client, and a number of embedded agents, could be
used as a basis to provide for selectively enabling and
disabling both hardware components and software pro-
grams. In the case of software programs, for example, the
embedded agent within the disk controller could selectively
make available data stored on the disk, including 4 non-
valatile copy of the software program to be enabled.

In a slightly different application of the present invention,
the EASS may be employed to protect software manufac-
turers from software pirates. Software prograrns, including
operating system software, can be manufactured lo require
authorization by EASS embedded agents, or software-
implemented EASS embedded agents may be incorporated
into the software programs themselves. Thus, for example,
a running database management system or operating system
may incorporate sofiware-implemented EASS embedded
agenis tha! require periodic anthorization from an BASS
server. Alternatively, an EASS embedded agent within the
disk controller on which the programs are siored may be
controlled by an EASS server 1o selectively enable and
disable particular programs.

Another application for embodiments of the present
invention is in the field of adaptive sysiems. Such systems
automalically reconfigure themselves Lo adapt to changing
demmands placed on their components. The protocol for
communications between a server and embedded agents can
be expanded o allow for general information exchange
relating 1o the load experienced by a particular device and
the throughput achieved by the device. The server can
collect such information and direct the embedded agents to
enable addifional components where needed or to fine tune
and adjust the operation of components to better handle the
demands placed on the compenents. For example, additional
CPUs or disk drives can be enabled and configured into the
systern when processing bottlenecks and non-volatile stor-
age space becomes scarce. Syslem components can be
enabled and disabled in order to effect load balancing.

The present invention may be applied to security sysiems
for devices other than PCs, including more complex com-
puler sysiems or even 10 electromechanical systems such as
airplanes, automobiles, diesel locomotives, and machine
tools. The present invention could also be applied in indus-
irial control processes to start and stop production compo-
nents and machine tools.

Embodiments of the present iovention alse may be
applied lo prolecting firearms. Eleciromechanical devices
that include EASS embedded agents may be incorporated
into electremechanical trigger locks or firing mechanisms.
Authonization of the EASS embedded agents might be
controlled from a cenptralized EASS server to insure that
only lcensed firearms within predetermined geographical
locations can be fired. In such cases, the communications
mediun that allow exchange of messages between an EASS
server and an EASS embedded agent may be 2 microwave
or satellite link.

Diagnosing and correcting defects in complex systems is
vet ancther problem area in which the present invention may
find application. In the embodiment discussed above, the
EASS server can easily determine when a particular EASS
embedded agent is no longer fRinctioning, indicating that the
EASS embedded agent and the device controller into which
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it is embedded have been powered dows or damaged. A
system administrator or a dizgnostician can use a graphical
display of contents of the database associaled with the EASS
server o identify powered-down or defective devices. In this
case, the database could be expanded to include more
specific information about the geographical location of cach
EASS embedded agent, as well 2s the identity and type of
device that the EASS embedded agent is controlling. The
data included in the database can be presented in many
different fashions with a variety of different graphical user
interfaces allowing, for example, information about all the
EASS embedded agents within a particular computer o be
displayed within a diagram of thal computer. As another
example, EASS embedded agents may be incorporaied into
control poims within utility energy grids to provide diag-
nostic and maintenance capabilities.

EASS embedded agents may be embedded inio home
enfertainment systems io protect the home entertaimment
systers from thefl and misuse. EASS embedded agents may
also serve to obtain identification information from media
containing recorded audio and/or video data inserted into a
home entertainment sysiem, or similar broadeast or display
device, and provide the identification information 1o &
remofc server in order 1o receive authorization from ihe
remote server for broadeast or display of the recorded audio
and/or videe data. Similarly, EASS embedded agents may
serve lo obiain identification information from an elsctronic
card or key in order 1o oblain authorizavon from a remote
server for the operation of 2 motorized vehicle or firearm,
EASS embedded agents may even be embedded in paper
currency or cash machines to monitor cash transactions and
prevent acceptance of counterfeit currency. The fact that, in
all of these applications, an EASS embedded agent is
involved in obtaining identification information from media,
clectronic cards, or keys, provides for remote monitoring of
the use of protected sysiems and flexible remote comntrol of
the authorization for use of the protected syslems. For
example, alihough a thief may steal both a car and the key
1o the car, the owner can still contact the administrator of the
remote server to discontinue authorization of the use of the
car.

The Hst of devices and systems that may be protected and
made secire by hosting EASS embedded agents is almost
limitless, as are the specific messaging protocols, states
inhabited by EASS embedded agenis, and mechanisms by
which EASS embedded agents deactivate or disable their
hest. For example, in some cases, an EASS embedded agent
may ¢lectromechanically block, disable, disarm, or other-
wise actively disrupt operation of a host, In other cases, the
EASS embedded agent may simply fail 1o pass messages
needed by the host o maintain a state of operability. A partial
hist of system and device calegories that may be secured via
embedded EASS agents foliows:

Automnotive

EASS embedded agents may be included within ignition
systerns of cars, trucks, and other types of vehicles, as well
as in mechanical componenis inciuding fuel delivery
components, cngine components, drive lrain components,
and steering components, Additionally, audio and video
components, GPS systems, and other electronic devices
installed in cars, trucks or other types of vehicles may hest
EASS embedded agents. The EASS server or servers may be
located within the vehicle, in some cases, or may be located
in one or more fixed locations, providing coverage for a
region in which the EASS embedded agents are meant to be
authorized.
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Aviation

EASS embedded agents may be included within ignition
syslems of airplanes, helicopters, and perhaps even space
vehicles, as well as in electzical and mechanical components
including fuel delivery components, engine components,
audic and video compenents, GPS systems, avionics, com-
munications and navigation systems, and other such com-
ponents. The EASS server or servers may be located within
the vehicle, in some cases, or mmay be located in one or more
fixed locations, providing coverage for a region in which the
EASS embedded agents are meanl to be authorized.
Banking and Financial Systems

EASS embedded agents may be included within auto-
matic teller machines and other electronic payment systems
that enable automated transfer of funds, bank safes and safe
deposit box rooms, telier drawers, and in credit cards, debit
cards and similar devices that permit electronic or manual
financial transactions. The EASS server or servers may be
Jocated within bank branch offices, in some cases, or may be
located in more central locations, such as regiomal or
national offices. Alternatively, EASS servers may be hier-
archically organized, with lower-level EASS servers in
branch offices themselves hosting EASS embedded agents
authorized by higherlevel EASS servers in regional or
natipnal offices.
Building and Construction

EASS embedded agents may be included within security
systems that conirol access to buildings, thal monitor the
interior and exterior environments of buildings, and that
provide warnings through variovs mechanisms and media.
Additionally, tools and equipment used to constret and
repair buildings may host EASS embedded agents, with
EASS servers located within the building, in some cases,
and in more ceniralized locations, in other cases. When
EASS servers are located in the building, asthorization of an
EASS embedded agent may directly or indirectly depend on
the EASS embedded agent being located within the
building, or within some threshold distance from the build-
ng.
Compuier Hardware and Peripheral Devices

Any computer component or peripheral device containing
an integrated circuif that is 2 part of or connected 1o a
computer, mcluding personal digital assisiants, hand held
devices, (ablet and pen-based computers, laplops, deskiops,
workstations, servers, mini-computers, and mainframes,
may be protecied by one or more EASS embedded agents.
Consumer Blectronics

Any consurner slectronics device containing an integrated
circuit may be secured by hosting an EASS embedded agent.
Examples include audio and video equipmeny, photographic
equiprment, appliances, and game devices.
Defense Systems, Weapons, and Armaments

Defense systems, weapons, end armaments represent an
especially suitable arca for EASS-based security. EASS
embedded agents may be included in a wide range of
devices, including frearms, missiles, bombs, ordinance,
launching, targeting, fracking, and delivery systems,
armored vehicles, and other types of weapons systems,
Complex apd fault-tolerant hierarchics and networks of
EASS servers may be employed to exert multi-tiered autho-
rization control within regions, sub-regions, and local arsas
of interest.
Energy

Power generation systems, fuel and energy storage and
dispensing facilities, oil refineries and gas distillation
facilities, and other energy-reiated devices and sysiems
represent an increasingly critical and veluable societal
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resource and an ever-present danger to surrounding com-
munities and regions. Subsystems, components, and trans-
port and intercommunication media for such systerns may be
protecled by EASS embedded agents.

Entertainment

Cable and satellite technology-based delivery systems,
mncluding pay per view services, may be secured and con-
irolled by EASS embedded agents.

Manufacturing

Motors, pumps, generators, COIMPressors, CONveyors,
shaping, cutting, drilling, and welding sysiems, robotic
systems, proesss instmmentation, sensors, and other com-
ponenis of industrial manufacturing facilities may be pro-
tected by EASS embedded ageats.

Marine

EASS embedded agents may be included within ignition
systems of personal watercrafl, boats, ships, submarines, and
other types of walercraft, as well as in mechanical compo-
nents including fucl delivery components, engine
components, drive train components, and steering compo-
neats. Additionally, audio and video components, GPS
systems, navigation syslems, radar and sonar systems, and
other eclectronic devices installed in boats, ships,
submarines, and other types of watereraff may host EASS
embedded agents. The EASS server or servers may be
located within the watercraft, in some cases, or may be
located in one or more fixed locations, providing coverage
for a region in which the EASS embedded agents are meant
to be authorized.

Medical and Scientific

EASS embedded agents may be hosted by a wide variety
of scientific, lechnical, and medical instrumentation, incled-
ing diagnostic equipment, measurement apd monitoring
equipment, therapentic devices, devices that dispense
medication, medical information storage systems, radiztion
sources, and other suck devices and systems.

Personzl Identification

EASS embedded agents may be hosted by smart, elec-
lronic passports, driver’s licenses, and other persopal iden-
tification docurments and devices
Security Systems

Standard, non-EASS security systems may be addition-
ally secured via EASS embed zgents and EASS scriers
including sensors, monitors, video equipment, alarm
systens, card keys, smarl cards, retinal scanners, finper-print
identification systems, and other biometric devices. By
embedding EASS agents in such devices, and additional
level of security is obtained. As discussed above, EASS
security is different from such methods in that passwords
and keys are not exposed, and constant authorization is
required o maintain operability. Thus, EASS security may
complement other types of security mechanisms.
Telecommunications Equipment

EASS embedded agents may be hosted by any device
comtaining an inlegrated circuit that is wsed as part of a cable
or wireless telecommunication network to transmit audio,
video, and/or encoded data. For example, EASS embedded
agenis may be hosied by cellular phones, personal digital
assistanis, pagers, radios, hich-end communications switch-
ing and distribution systems, video conferencing systerns,
and broadeast facilities and equipment,

Although the present invention has been described in
terms of preferred embodiments, it is not intended that the
mvention be limited to these embodiments. Modifications
within the spirit of the mvention will be apparent 1o those
skilled in the arl, and in alternaie scenarios as described
above. For example, while EASS embedded agents are
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preferably implemented as hardware circuitry, software
implementations could be devised to provide an EASS that
can be implemented on existing computers without special-
ized circuitry built into device controller ASICs. As pointed
out above, the EASS client could possibly be omitied in
certain embodiments where it is possible (o directly establish
communications between EASS embedded agents and
EASS servers. The method in which the BASS server stores
and manipulates siored authorization and embedded agent
information may differ widely in different embodiments. A
relatiopa} database, a fat file, record-based database, or an
object-oriented database could be used to store the
information, and any number of hybrid sysiems can be
devised using combinations of these types of databases. The
bandshake mechanism, the mechanism for announcing the
presence of embedded agents, and the mechanism for reini-
tializing embedded agents can differ markedly in different
embodiments, as can the formais and contents of the mes-
sages exchanged between EASS servers and EASS embed-
ded agents. Certain embodiments may allow a particular
EASS embedded agent to communicate with several EASS
servers in order to provide additiopal reliability or geo-
graphical flexibility. An EASS server may be owned and
operated by an enlity prolecting ifs own, on-site computers
or machines, or an EASS server service may be provided by
specialized security providers over the Internet or other
communications media. In the above specification, simple
single or multiple EASS server and EASS embedded agent
applications are deseribed, but 2 much mere complex
network, or graph, of EASS servers may be implemented for
specialized applications. For example, EASS servers may be
hicrarchically organized, with lower level EASS servers
authorizing subsets, perhaps overlapping with subsets autho-
rized by other lower level EASS servers, while the low-level
EASS servers are themselves authorized by higher-level
EASS servers. Graph-like auvthorization networks may be
exploited o aveid single-point failure within such systems.
Any number of different types of devices can be controlied
by EASS embedded agents implemented either as hardware
circuilry within the devices, as specialized programs within
other programs thal contro} the device, or implemented as
hardware/sofiware hybrids. The present invention can be
applied pot only o the problem of securing PCs and com-
ponents within PCs, but also to problems of fault tolerance,
adaptive systems, reconfiguration of syslems, monitoring of
componerts within systems, and other similar systems or
eavironments.

The foregoing description, for purposes of explanation,
used specific nomenclature 1o provide a thorough under-
standing of the invention. However, it will be apparent lo
one skilled i the art that the specific details are not required
in order fo practice the invention. The foregoing descriptions
of specific embodiments of the present invention are pre-
sented for purpese of illustration and description, They are
not intended to be exhavstive or to Hmit the invention to the
precise forms disclosed. Obviously many modifications and
variations are possible in view of the above teachings. The
embodiments are shown and deseribed in order to best
explain the principles of the invention and ils practical
applications, to thereby enable others skilled in the art to
best utilize the invention and various embodiments with
various modifications as are suited o the particular use
contemplated. it is intended that the scope of the invention
be defined by the following claims and their equivalents:

‘What is claimed is;
1. A system for securing an automotive system, the system
comprising:
s an automotive sysiern including a device;

an agent embedded in the device that, when authorized,
enables operation of the device and thal, when not
avthorized, disables operation of the device: and

a server coupled 1o the embedded ageat that, by exchang-
ing a mumber of messages with the embedded zgent that
together compose 3 handshake operation, authorizes
the embedded agent to enable operation of the device.

2. The system of claim 1 wherein the aulomotive system

is one of:

an automaobile;

a truck;

& fuel delivery component of an aniomobile;
an engine component of an aulomobiie;

a drive irain component of an automobile;

a steering component of an sutomaobile;

an audio component of an automobile

4 video component of an avtomobile; and

a GPS systems installed in an automobile.
3. A systemn for securing an zircraft system, the system
comprising:

20

25

an aircraft including a device;

an agenl embedded in the device that, when authorized,
enables operation of the device and that, when not
authorized, disables operation of the device; and

a server coupled 1o the embedded agent that, by exchang-
s ing a number of messages with the embedded agent that
together compose a handshake operation, authorizes
the embedded agent to enable operation of the device.
4. The system of claim 3 whercin the aircraft system is
one of:

4 an airplane;
a helicopter;
an ignition system:
a fuel delivery component;
45 ap engine component;
audio and video components;
an audio and video components;
1 GPS systern;
50 an avionics; and
& communicalions and navigation sysiem.
5. A system for securing a banking system, 1he sysiem
comprising:
55 a banking system including a device;

an agent embedded in the device that, when authorized,
enables operation of the device and that, when not
authorized, disables operation of the device; and

a server coupled (o the embedded agent that, by exchang-

5 ing a mumber of messages with the embedded agent that
together compose a hanpdsheke operaiion, authorizes
the embedded agent to enable operation of the device.

6. The syster of claim 5 wherein the banking system is

45 Ope of:

an automatic teller machine;
a bank safe;
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a safe deposit box room;

a teler drawer;

1 credit card; and

a debil card.

7. A syslem for securing & building system, the system

comprising:

2 building including a device;

an agent embedded in the device that, when authorized,
enables operation of the device and that, when not
authorized, disables operation of the device; and

a server coupled to the embedded agent that, by exchang-
ing a sumber of messagss with the embedded agent that
together compose a handshake operation, authorizes
the embedded agent to snable operation of the device.

8. The system of claim 3 wherein the building system is
one of:

a ulding;

a security systern thal controls access to a building;

a security system that monitors the interior environment
of a building;

a security system that monitors the exterior environment
of a building;

a security sysienm within a building that provides warn-
ings; and

equipment used to construct and repair 2 building,

9. A system for sscuring a compuler-related system, the

sysiem comprising:
a computer-related system including a deviee;
an agent embedded in the device that, when authorized,

cnables operation of the device and that, when not
authorized, disables operation of the device; and

a server coupled o the embedded agent that, by exchang-
ing 2 mumber of messages with the embedded agent that
together compose a handshake operation, authorizes
the cmbedded agent to enable operation of the device.

18. The sysiem of claim 9 wherein the computer-related

system the is one of;

a personal digital assistant;

a hand-held device;

a tablet-based computer;

a pen-based computer;

a laptop;

a desktop;

a workstalion;

a server;

4 mini-compuler;

2 mainframe;

a prinier;

networking eguipment, including 2 bub, a router, and a
concentrator;

a display device; and

an input device.

11. A system for securing a censumer electronics device,

the system comprising;

& comsumer eleciyonics device including a subcomponent;

an agent embedded in the subcomponent that, when
authorized, cuables operation of the subcomponent and
that, when not authorized, disables operation of the
subcompenent; and

a server coupled to the embedded agent that, by exchang-
ing & mumber of messages with the embedded agent that
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together compose a handshake operation, authorizes
the embedded agent 1o enable operation of the subcom-
ponent.

12. The system of claim 11 wherein the consumer elec-
tronics device is one of:
an apdio device;
a video device,
a photographic device;
& fax machine;
a copy machine;
an appliance, and
4 game device,
13. A system for securing a weapons system, the system
comprising:
& weapons system, including a device;
an agent embedded in the device that, when authorized,
enables operation of the device and that, when not
authorized, disables operation of the device; and
a server coupled 1o the embedded agent thal, by exchang-
ing a number of messages with the embeddad agent that
logether compose a handshake operation, authorizes
the embedded agent to ¢nable operation of the device.

14. The system of claim 13 wherein the weapons system
one of:

2 firearm;

& missile;

& bomb;

ordinance;

a launching system;

a tracking system;

4 targeting system;

& weapons delivery sysiem; and

an armered vehicle,

15. A system for securing an energy system, the system
comprising:

an epergy system including a device;

an agent embedded in lhe device that, when authorized,
enables operation of the device and that, when not
authorized, disables operation of the device; and

a server coupled to the embedded agent that, by exchang-
ing a mumber of messages with the embedded agent that
together compose @ handshake operation, authorizes
the embedded agent 1o enable operation of the device.

16. The sysiem of claim 15 wherein the is one of:

a power generation syslem;

a fuel storage facility;

an ¢nergy storage facility;

2 fuel dispensing facility,

an cpergy dispensing facility;
an oil refinery; and

a gas distillation facility,

17. A system for securing an enterfaimment-related
systemn, the system comprising:

an entertainment-related system including a device:

an agen! embedded in the device that, when authorizad,
enables operation of the device and that, when not
authorized, disables operation of the device: and
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a server coupled (o the embedded agent that, by exchang-
ing a pumber of messages with the embedded agent that
together compose a handshake operation, authorizes
the embedded agent to enable operation of the device.

18 The system of claim 3 wherein the entertainment-

related system is one of;

a cable delivery system;

a satellite delivery system; and

a wireless delivery system.

19. A system for securing a manufacturing system, the
system comprising:

a manufacturing system including a device;

an agent embedded i the device that, when authorized,

enables operation of the device and that, when not
authorized, disables operation of the device; and
a server coupled to the embedded agent that, by exchang-
ing & number of messages with the embedded agent that
logether compose a handshake operation, authorizes
the embedded agent to enable operation of the device.
20, The system of claim 19 wherein the manufacturing
system 1s one of:

1 motor;

a pump;

a generalor;

@ COMPIessor;

4 COnveyor;

a shaping system,

a cutiing system;

a drilling system;

a welding systers;

a Tobotic system;

a process instrument; and

& SCHSOL

21. A system for securing a moarine sysiem, the system
comprising:

a marine system including a device;

an agent embedded in the device thal, when authorized,
enables operation of the device and that, when not
authorized, disables operation of the device; and

2 server coupled to the embedded agent that, bjf exchang-
ing a number of messages wilh the embedded agent that
together compose a handshake operation, authorizes
the embedded agent {o enable operation of the device,

22. The system of claim 21 wherein the marine system is

one of;

a personal watercraft,

a boat;

a ship;

a submarine;

an ignition systemn of & watercraft;

4 fuel delivery component of a watercraft;

an engine component of a watercraft;

a drive train component of 2 walercraft;

a sieering component of a watercraft,

an audio component of a watercrafl,

a video comporent of a watercraft;

a GPS system of a walercrafi;

a navigation system of a watercraff;

a radar system of a watercraft; and

a sonar syslem of a watercraft,
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23. A sysiem for securing medical equipment, the syslem
compiising:
medical equipment including & device;
3 an agent embedded in the device thaf, when authorized,

enables operation of the device and that, when not
authorized, disables operation of the device; and

a server coupled to the embedded agent that, by exchang-
ing 2 number of messages with the embedded agent that
together compose a handshake operation, authorizes
the embedded agent fo enable operation of the device.

24 The system of claim 23 wherein the medical aquip-

ment is one of:

diagnostic equipment;
measurement equipment;
moniloring equipment;

op  therapeutic equipment;

medication dispensing equipment;
medical information sforage equipment;
radiation source equipment; and

injectable or implantable electronic medical devices.
28, Asystem for securing 4 personal identification device,
the system comprising:

a personal identification device including a subcompo-
nent;

an agenl embedded in the subcomponent that, when
authorized, enables operation of the subcomponent and
that, when pot authorized, disables operation of the
subcomponent; and

a server coupled to the embedded agent that, by exchang-
ing a number of messages with the embedded agent {hat
together compose & handshake operation, authorizes
the emnbedded agent to enable operation of the subcom-
popent.

26. The system of claim 3 wherein the personal identifi-

‘cation device is one of;

40

an eleciropic passport;
an elecfromic driver's license; and

an electronic personal identification document.

27. A system for securing a securily device, the system
© comprising:
a security device including a subcomponent;
an agent embedded in the sabcomponent that, when
authorized, enables operation of the subcomponent and
that, when not authorized, disables operation of the
subcomponent; apd

a server coupled 1o the embedded agent that, by exchang-
ing a nurnber of messages with the embedded agent that
together compose & handshake operation, authorizes
the embedded agent 1o enable operation of the subcom-
ponent.

28. The system of claim 27 wherein the security device is

one of:

60

& SERSOT;
& monitor;

1 video device;
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an alanm system;

a card key;

a smart card;

a retinal scanning device;

a finger-print identification device; and

an embedded apent security system server.
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& telecommunications network including a device;

an agenl embedded i the device {hat, when authorized,
enables operation of the device and that, when pot
authorized, disables operation of the device; and

a server coupled 1o the embedded agent that, by exchang-
ing a number of messages with the embedded agent that
together compose a handshake operation, authorizes
the embedded agent to enable operation of the device.

29, A system for securing 2 telécommunications network,

the system comprising:

L T
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